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1 Introduction

To evaluate conformance of a particular implementation, it is necessary to have a statement of which
capabilities and options have been implemented for a given standard. Such a statement is called a protocol
implementation conformance statement (PICS).

1.1 Scope

This document provides the protocol implementation conformance statement (PICS) proforma for
ZigBee R22 Draft specification 05-347422) in compliance with the relevant requirements, and in
accordance with the relevant guidance, given in ISO/IEG964he specification addmultiband
functionality support which required changes to PHY/MAC and network layers. In addition ZigBee
2007 was been deprecated by the ZigBee Alliance therefore all ZigBee 2007 pstaockol
implementation conformance statemt (PICS)have been removed from this document. Starting with
R22 and lateronly ZigBee PRO stack will be supported per ZigBee 3.0 -oparability marketing
decision.

1.2 Purpose

The supplier of a protocol implementation claiming to conform tZigBee standard shall complete
the following PICS proforma and accompany it with the information necessary to identify fully both
the supplier and the implementation.

The protocol implementation conformance statement (PICS) of a protocol implementation is

statement of which capabilities and options of the protocol have been implemented. The statement is in
the form of answers to a set of questions in the PICS proforma. The questions in a proforma consist of
a systematic list of protocol capabilities aspations as well as their implementation requirements. The
implementation requirement indicates whether implementation of a capability is mandatory, optional,

or conditional depending on options selected. When a protocol implementer answers questions in a
PICS proforma, they would indicate whether an item is implemented or not, and provide explanations

if an item is not implemented.

zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 1
alliance This is an accepted ZigBee PICS proforma document.
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The following standards and specifications contain provisions, which through reference in this document
constitute povisions of this specification. All the standards and specifications listed are normative
references. At the time of publication, the editions indicated were valid. All standards and specifications
are subject to revision, and parties to agreements bagéés specification are encouraged to investigate

the possibility of applying the most recent editions of the standards and specifications indicated below.

2.1 ZigBee Alliance documents
[R1]  ZigBee document 683474r22 ZigBeedraft specification releas22, ZigBeeCore Stack

Group

[R2]  ZigBee 040140r05, ZigBee Protocol Stack Settable Values (knobs) release 05, ZigBee
Architecture Working Group

[R3]  ZigBee document 68319r01, ZigBee IEEE 802.15.4 PHY & MAC Layer Test Specification

release r01
[R4]  ZigBee document 68195r02 ZigBee Trust CentrBest PracticesZigBee Security Task
Group.
[R5] CEPT/ERC/IRECTM®D 3: " Rel ating to the wuse -@G89002%hort Range I

Version after Public Consultation CEPT SRDMG#60 13th December 2013.

[R6] EN3002201 AEIl ect r oma Gtynaad Radio speotnmp Mattérsh(ERM); Short

Range Devices (SRD); Radio equipment to be used in the 25 MHz to 1 000 MHz frequency
range with power levels ranging up to 500 mW; Part 1: Technical characteristics and test

met ho

dso ve#3&EO®Pn 2.4.1 (13

[R7] ZigBee 095499r26 Green Power Specification
[R8] ZigBee 14056316 PRO Green Power Feature specification

2.2 |EEE documents

[R9] IEEE 802.15.2011fi 1l EEE Standard for Local
Low-Rate Wireless Personal Area Networks (A" A N's ) 0

[R10] | EEE

802.15.4:2015 Al EEE Standard

Low-Rate Wireless Personal Area Networks {{ARPANs ) 0
[R11] IEEE Standards Style Manual, published and distributed in May 2000 and last revised in

2012. Avall

able from

and metropolitar

for Local and m

https://development.standards.ieee.org/myproject/Public/mytools/draft/styleman.pdf

2.3 ETSI documents

[R12] ETSI TR 102 8871

Range

AEI ect r oma gtyand Radio spectmam Bdttérd(ERM);Short

Devices; Smart Metering Wirel26@0 Access Pro

Page 2
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B3 Definitions

Feature set

ZigBee 2.4 GHz Coordinator

ZigBee 2.4 GHzEnd Device

ZigBee 2.4 GHzRouter

ZigBee Sub-GHz Router

ZigBee Multi -MAC Selection Router

ZigBee Multi -MAC Switch Router

ZigBee Multi -MAC Switch
Coordinator

ZigBee Multi -MAC Selection End
Device

ZigBee Sub-GHz End Device

A collection of parameter values and configuration settit
collectively and | oo[Rg]lthat
determine the specific fermance of a ZigBee stac
variant and govern interoperability between stacks provi
by different vendors.

An |IEEE 802.15.2011 PAN coordingor operating in a
ZigBee2.4 GHz network.

An |IEEE802.15.42011 RFD participating in a ZigBe&4
GHz network, which is neither the ZigBee coordinator
a ZigBee router.

An IEEE 802.15.2011 FFD participating in a ZigBee 2.
GHz network, which is not the ZigBee coordinator imaty
act as an IEEE 802.152D003 coordinator within its
personal operating space, that is capable of rot
messages between devices and supporting associatior

An IEEE 802.15.£2015 FFD participating in a ZigBe¢
Sub GHz network, which is not the ZigBee coordinator |
may act as an |IEEE 802.182811 coordinator within its
personal operating space, that is capable of roi
messages between devices and supporting associa
ZigBee SubGHz Router (ZSR) is supported in R22 wi
power control on end device to routers and end device
coordinators links. No power control for router to rout
and router to coordinator links and devices should tran
at maximum power of + 14 dBm

An IEEE 802.15.2015 FFD participating in a ZigBeBub
GHz or 2.4 GHz network buhot in both bands. Powe
control only onSub-GHz interface and not othe 2.4 GHz
interface. Ruter in SubGHz mode in R22 will suppor
power control on end device to routers and end device
coordinators links. No power control for router to rout
and router to coordinator links and devices should tran
at maximum power of + 14 dBm

An IEEE 802.15.4015 FFD participating in a ZigBegub

GHz and 2.4 GHz network. In R22 only allava single
ZigBee MulttMAC Switch Router in the network
integrated into the ZigBee MWMAC Switch Coordinator

An |IEEE 802.15.2015 PAN coordinator operatin(n a
ZigBee 2.4 GHz networknd in SubGHz band.

An |IEEE 802.15.4015 RFD participating in a ¥jBee 2.4
GHz networkor the SubGHz network which is neither th
ZigBee coordinator nor a ZigBee router.

An IEEE 802.15.2015 RFD participating in a ZigBee
Sub-GHz network which is neither the ZigBee coordina
nor a ZigBee router.

zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 3
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Al /. Acronyms and abbreviations

AODV Ad-Hoc OnDemand Distance Vector
FFD IEEE 802.15.4 Full Function Device
IEEE Institute of Electrical and Electronic Engineers
PICS Protocol Implementation Conformance Statement
RFD IEEE 802.15.4 Reduced Function Device
218
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S General description

220 The sections in this document are:

221 1 Knob setting$ details of values to be used for parameters specified in the ZigBee specification
222 for tuning the operation of the ZigBee stack, including network, application and security
223 settings.

224 1 Furctional descriptiori further operational restrictions to be applied to all devices in this
225 feature setvhere various approaches are otherwise supported by the ZigBee specification.
226 1 Protocol implementation conformance statement (PiC&formal definitionof functionality

227 to be implemented in these devices.

228  These requirements aim to allow a designer to make necessary assumptions about what settings, features
229 and safeguards will be in place in the networks in which a device will be deployed.

230  For clarity, ®ttings applied to the ZigBdeRO MultrMAC (PRO MM) feature setvill be marked with
231 the stringZigBee RO MM and settings applied to the ZigBE®Ofeature sewill be marked with the
232  stringZigBee-PRO. Parameters that are unique to Midand(MB or sub GHz interfaceyill be called
233  outinPRO MMPRO MMPICS cells including unique timin If timing and functionalitjthe same as
234  ZigBee PRCandzigBee PRO MM the cells will be merged to flag timing, behavior, etc..theesame
235 on Sub GHz interfazand 2.4 GHz interface as part of rev 0.9 release.

236 R22 stack depreciated zZigBee 2007 stack functionality therefore starting in R22 ZigBee 2007
237  functionality can be removed from the R22 stack.

238 R22 sub GHz interface channel and channel spacingrggted for Great Britain deployment and
239  European country deployment

240  Green Power is only certifiable on 2.4 GHz interface.

241  Functionality not supported by Great Britain will be called out in the PICS, for example sulpGidrs
242  will not be supported

243  Channel Change Manager is a function of the MM#C (MM) Coordinator. Channel change is dnive

244 by head end systems which is out of scope of this document. MM and 2.4 GHz devices SHALL detect a
245  channel change via a keep alive method or other methods aretlprigpm network on new SuBHz

246  channel and/oon new2.4 GHzchannel. Channel change can occur on-Gttz network or 2.4 GHz

247  network or both networks. The reason for channel change is outside the scope of this document.

zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 5
alliance This is an accepted ZigBee PICS proforma document.
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yZEEG6 Knob settings
249 6.1 Introduction
250  This sction specifies values for parameters specified in the ZigBee specification for tuning the operation
251 of theZigBee PRO MM andZigBee PROstack. This section describes settings for bdatgBee PRO
252 MM and ZigBeePROfeature set applied to the ZigBele22 Specification [R1])
253 6.2 Network settings
254  The network settings for theéigBee PRO and ZigBee PRO MM feature setare, for the most part,
255  described in the restricted PICS capture@éattion10.4 Those setting not covered by the PICS are
256 listed inTable2.
257 Table 27 Network settings for this feature set
Parameter Name Setting Comments

nwkTransactionPersistenceTime | 0x01f4 e = | Note that this valueessenti al ly A

'@,i attribute of the same name.

N % Note also that, while [R1] implies that this quantity
meaning only in beaceanabled networks, it maj
actually be used in beaconless networks as well an

d o that case, is a multiplier f@Base8perframeDuration

@ & | The value here yields a persistence time of 7.68 sed

-,%’0- using the 2.4Ghz symbol rate frofR9] in a non
beaconed network.

nwkReportConstantCost FALSE oS The NWK layer in PRO shall always calculate rout

& = | coston the basis of neighbor link cost and never rg

20 constant cost.

N X

o

$o

o ¥

oa

N

258 6.3 Application settings
259  The application settings for tiBgBee andZigBee PROfeature setare, for the most part, described in
260 the restricted PICS capturedS$ection10.6 Those settig not covered by the PICS are listedable3.
261 Table 37 Application settings for this feature set
Parameter Name Setting Comments
Number of active endpoints pq - ¢ = | As the responsibility to arrange for caching of ser\
sleeping ZigBee end devic @ = discovery information lies with the end device itself,
(maximum) -,%” 8 parameter is not restricted.
o

$o

SE

2

Page 6 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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Parameter Name Setting Comments
Config_NWK_Leave_removeChild] FALSE oS
en 2=
20
N X
o
%0
o
o
N
262 6.4 Security settings
263  The security settings for tliigBee andZigBee PROfeature setare listed inTable4.
264 Table 41 Security settings for this feature set
Parameter Name Setting Comments
apsSecurityTimeoutPeriod TxDuratiort * (2*NWK Maximum Where AES Encrypt/Decrypt times = 200ms, and
Depth) + (AES Encrypt/Decrypt
timgs)) ( P P Where NWK Maximum Depth is assumed to be
meaning every device in the network can be reac|
% in not more than 10 hopsand
8 Where TxDuration is assumed to be 1563
o octetDurations (50 msec on 2.4GHz), mean
[} . . e
2 maximum duration of transmitting a packet by a h
(o))
2
i.e. 700 millisecond®n 2.4 GHz Note that this timeou
assumes worst case AES engine speeds and i
indicative of expected performance for mdstices.
Where AES Encrypt/Decrypt times = 200ms, and
Where NWK Maximum Depth is assumed to be 1
meaning every device in the network can be reac
in not more than 30 hopand
$ 0| Where TxDuration is assumed to be 1563
Dg,g octetDurations (50 msec on 2.4GHz), mean
N maximum duration of transmitting a packet by a h
i.e. 1.7 second®n 2.4 GHz Note that this timeou
assumes worst case AES engine speeds and i
indicative of expected performance for most deviceg
265
1CccB 1623
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7 Functional description

For the most part, the functioning of ZigBeBO MM and ZigBeePROwith respect to the NWK layer,
the APS layer and the ZDO is describedR1]. However, the configuration details and operational
requirements for devices operating under ZigBeePRO MM and ZigBee PRO feature setlead to
some special functional considerations, whach detailed here.

7.1 Device roles

The basic roles performed by ZigBee deviceZigBee PRO MM and ZigBee PRO networks are
determined by their device type:

1 The ZigBee PRO and PRO MM coordinator initiates network formation, choosing the
network channel, PAN ID and extended PAN ID in the process, and thereafter should act as a
ZigBee router. It may also perform the roles of trust ceatefNetwork Channel Manager
With respect to binding, theigBee coordinator is expected to handle end device bind request
on behalf of all end devices in the network but is not expected to be a global binding repository
for the network.

1 All ZigBeerouters are called upon to relay traffic on behalf of other devices in the network
and, in particular, are required to act as routing agents on behalf of their end device children,
which will typically not have theneighbortables, routing tables, route discoveaples or
broadcast transaction tables required to perform routing. Since end devices may sleep, ZigBee
routers and ZigBee coordinators in their role of ZigBee routers may cache discovery information
on behalf of their sleeping efttevice children. A ZiBee router may perform the role of trust
centerandNetwork Channel Manager

1 All ZigBee end deviceare joined to and managed by ZigBee routers or the ZigBee coordinator.
Because ZigBe®RO networks are beaconless, there is no Hinilynchronization meamism
between sleeping end devices and their router parents. End devices are free to set their own duty
cycles within the broad polling limits defined by tfémture set End devices that wish to have
their discovery information cached by their parergame other device are responsible for using
the discovery cache commands to achieve this.

Under theZigBee andZigBee PRO feature se all devices are expected to manage their own binding
tables if they use binding tables.

This section is valid for botthe ZigBeePRO MM andZigBee PRO feature set. In R22 release only
one ZigBee MB coordinator is supportedr HAN networkand no ZigBee MB or sub GHz routers are
supported to simplify deployment for GB market.

7.2 ZigBee: Compatibility with Other Feature sets

Devices implementing the ZigBdeature sewill advertise afeature setdentifier of 1 in their beacon
payloads astated below in the additional restrictions for PICS item NLF4. In general, such devices will
seek out and join networks in which the ZigBee coordin@entralized networkand all ZigBee routers
implement the ZigBeé&eature seaind advertise this faciylplacing afeature setdentifier of 1 in their
beacon payloads.

In ZigBee 3.0ZigBee End Devices (eg. Light, etc..) and ZigBee Router Devices (eg Light switch, etc..)
can form multiple distributed networks without a ZigBee coordinator in the networy dstributed
security.(CCB 2178)

In order to provide compatibility with devices implemented according to the ZigBé&&feature set
ZigBee devices shall additionally be able to join networks which advertésdiae setdentifier of 2 in
their beacormpayloads but the device must join the ZigB8RO networks as end devices and only those
ZigBeePRO networks employing standard network security.

This section is valid for théigBee PRO MM and ZigBee PROfeature set

Page 8 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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313 7.3 ZigBee-PRO: Feature set

314 7.4 Binding tables

315 Binding tables, if used, shall be located on the source device. While binding is optional, devices that
316 choose to use binding tables should allocate enough binding table entries to handle their own
317 communications needs. This suggests thadibp table size should be flexible enough that it can be set,
318 atleast at compile time, with some awareness of the actual intended usage of the device.

319 This section is valid for both th&gBee PRO MM andZigBee-PRO feature set.

320 7.5 Multicast mechanism and groups

321  Support for APS level multicasts is mandatory to support compatibility with ZigBee devices. The
322  multicast groups are then established using the application level mechanisms. Suppoitirfgrof
323  network level multicasts isiandatoryin the ZigBeePROfeature set

324  ZigBee devices do not support network level multicasts.

325 7.6 Trust Center Policies and Security Settings

326 A ZigBee FRO network shall have a trust centemiquely pointed to by each device in the network

327  through apsTrustCenterAddresihin each network member devicé is beyond the scope of the PRO

328 Feature seto describe how this value is set or whether it is changed and the Trust Center relocated to
329  another device during operatioithe only requirement of the PRE®ature seis that all devices in the

330 network point to th@ne uniquelrust Center and théhe devicepointed to as the Trust Cenwrpplies

331 the security services described by this document.

332  The trust center dictates the security parameters of the network, suckclsetwvork key type to use,

333  settings of the service permissions table, when, if at all, to allow devices to use unsecured association to
334  the network, and when, if at all, to allow an application master or link key to be set up between two
335 devices. For iteroperability, there are two distinct security settings that can be used within the ZigBee
336 PROfeature set a standard and a high security.

337  Networks can exist for periods without a trust center. There are some operations where it is necessary
338 for thetrust center to be operational in the network. These include initial network setup, key changes,
339 and when joining and rejoining devices require updated keys.

340 A wide range of implementations are possible, depending on the requirementapglib&tion. A high

341  security trustcentermay al |l ow t he us erof-btaon dion s tkaelelp dseevpiacreast efi o
342  different devices, optionally ignore Mgmt_Permit_Joining_req commands from other nodes, and

343  configure application trust policies beten devices or groups of devices, etc. A standard security trust

344  centerwould not offer these advantages, but would not be required to carry the associated costs.

345 7.7 Battery powered devices

346  ZigBeePROnetworks may, of course, contain batt@gwered deviceZigBee routers are required to
347  have their receivers enabled whenever they are not transmitting.

348 As mentioned above&igBeePROnetworks are beaconless networks and, in the absence of an explicit
349  mechanism for synchronization and indirect transmissia@epihg devices must set their own duty

350 cycles and use polling, under ZDO control, if they expect to receive frames that are directed to them
351 when they are asleep. Theature seprovides that parent devices, i.e. ZigBee routers and the ZigBee
352  coordinator,hold frames for0x01F4 symbofs(7.68 secondson 2.4 GHz)on behalf of sleeping end

353 devices and this is also, roughly speaking, the maximum polling rate prescribed here. Devices may
354 implement a polling interval longer th@x01F4 symbofs however theapplication will then have to

355 handle the potential loss of messages during longer sleep cycles.

2CCB 1624
3CCB 1624
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7.8 Mains powered devices

It is assumed that for moZigBeePROnetworks, the ZigBee coordinator and ZigBee routers will be
mainspowered and always on in order pooperly perform their required roles with respect to the
operation of the network.

7.9 Persistent storage

The ZigBeePRO feature setdoes not support devices without persistent storage. Devices have
information required to be saved between unintention#hntssand power failures. SfR1] sections

2.2.81 and 3.6.8 for details of persistent data in the application and NWK layers. Various security
material shall additionally be stored across power failures. All attributes in sections 4.3.3 and 4.4.10
shall be stored, except that it is not mandatory tegtmse values which can safely be recovered using
other stored information, or other methods.

7.10 Address Reuse

Re-use of previously assigned network shaftli@sesin ZigBeePROdevicesis permitted subject to
execution of the address conflict procedoyethe device on the tgsed address

7.11 Duty cycle limitations and fragmentation

No mandatory restrictionsn 2.4 GHzare defined for intermittent, low channel usage data, although
developers are encouraged to minimise bandwidth usage wherever possible.

Large acknowledgedinicasttransmissions should generally use the APS fragmentation mechanism,
where supported, as this handles retransmissions, duplicate rejection, flow control and congestion control
automatically.Use of the fragmeation mechanism igsspecified in the application profile documents

Sub GHz UK deployment limits Regulatory Duty Cycle t6%8.when CSMA LBT is used.

7.11.1 Vulnerability join

Vulnerability join shall be optional for networked devices, but support for it shall be mandatorystor tru
centers The default for networks is permit joining is off. Permit joining is allowed for established time
periods based on application requirements and specific instructions based on the system design.

Devices that join but do not successfully acg@and use the relevant security keys within the specified
security timeout period shall disassociate themselves from the network, and their short address may be
reused.

7.11.2 Pre-installation

Preinstallation is acceptable. Pimstalled devices are not exptrfrom the other requirements in this
document. For example, a device certified as a tergerfor thisfeature seshall support vulnerability
installation of new devices, even if it is initially pirestalled.

7.12 Security

Thisfeature seis designed to allow the efficient deployment of low cost devicesgwlsib supporting

the security requirements of highly sensitive applications. Installation and network maintenance
procedures and administration are defined with the goal of satistiimm requirements of a range of
applications within a single network infrastructure.

To achieve this, two security modes are specified: Standard mode and High Security mode. By default
all applications will use the network key for communications. Howewbere confidentiality from

other network nodes is required an application shall be permitted to use application link keys. Where
link keys are requiretly specific application profilecommands not secured with a link key shall be
processed accordirtg the rules established by the application profile

Page 10 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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398 The trustcenterplays a key role in determining the security settings in use in the network, and can
399 optionally be implemented to apply further restrictions on the network.

400 It is recommended that theust center change the network key if it is discovered that any device has
401 been stolen or otherwise compromised, and in order to avoid deadlock if all frame counter records
402  become filled up.It is an application responsibility within the Trust Centeeti@ct the change to the

403  network key. There is no expectation that the network key be changed when adding a new device.

404  All devices may implement a service permissions table, which they may use to determine which devices
405  are authoded to issuevhich commands. Unauthaed commands should not be carried out.

406  Thetrust centeshould be implementdd make appropriate choices about when to initiate an application
407  master/link key shared between two devices. Where restrictions between deviespigedl it is the

408 responsibility of the system installer/administrator to deploy a suitably intelligent trust center and
409 configure it to make relevant checks before initiating sharing of application link keys between two
410 devices. For example, it migtadilitate policies based on certain times, certain manufacturers or device
411  types, or when the trust center is configured in a certain way, etc. By default a simple trust center should
412  always allow requests for link keys.

413  Devices mayperform the relevanh or out of band authentication or key exchange before acquiring or
414  using a link key with a new target.

415 7.12.1 Security Modes within PRO Networks
416  Thefeature seshall use two security modes: Standard mode and High Security mode.

417  With the Standard mode, netwokleys andapplicationlink keys are permittedor all devices. The

418 network key type shall be the fistandardd net work
419  authentication with their parent on joining nor shall it be required to perfotity euthentication

420 betweemeighborslf end devices wish to have a trust center link key, this should be requested using the
421  request key commandNote that it is optional for the trust center to support link keys.

422  With the High Security mode, all trekkey types are permitted and shall be supported by all devices. The

423 network key type shall be the Ahigh securityo net
424  entity authentication with their parent on joining and it shall be requiredrform entity authentication

425  betweemeighbors Frames from devices not in theighbourtable shall not be accepted.

426 When a fAstandar do tdeycesshmébe peamnittked tdkupdate thesnetivonk key svieen

427 requested to do so by a command appropriately sec
428 securityo type of net wor k Kk Additionafly,iinn fiuns g wWtohsiess eswh a |
429  trust centelink keys may be deployed by SKKE onlye.i they shall not be sent using key transport.

430  Bit 6 of the capabilities field (security bit) shall be used to indicate whether or not a joiningdimimg)

431  device supports High Securitpode. It shall be set to O if the joining orjoéning device does not

432  support High Security mode (i.e. supports Standard mode), and shall be set to 1 if it does support High
433  Security mode. Theust centemay optionally make use of this informationzart of its policy settings,

434  for example when determining whether or not to allow the device onto the network, or when determining
435  whether to initiate SKKE with a new joiner or send a link key and/or network key in the clear to the new
436  device.

437  The abovespecifications are as currently described in the ZigBee specification. Standard mode and High
438  Security mode allow implementation of two different strengths of security depending on the application
439 requirements and the specification supports a deviceatidg its security capabilities as it joins the

440 network, thus giving the Trust Center the means to be able to accept or reject the device based on its
441  policy.

442
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8 Instructions for completing the PICS proforma

If a given implementation is claimed to confdonhis standard, the actual PICS proforma to be filled in by a supplier shall be
technically equivalent to the text of the PICS proforma in this document, and shall preserve the numbering and naming and the
ordering of the PICS proforma.

A PICS which caforms to this document shall be a conforming PICS proforma completed in
accordance with the instructions for completion given ingbigtion

The main part of the PICS is a fixéofrmat questionnaire, divided. Answers to the questionnaire are to
be provded in the rightmost column, either by simply marking an answer to indicate a restricted choice
(such as Yes or No), or by entering a value, set, or range of values.

Page 12 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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VSO Identification of the implementation

456

457  System under test (SUT) identification

458

459  SUT nameEmberZNet 7.2.0

460

461  Software VersionEmberZNet 7.2.0

462

463  Hardware VersionEFR32MG24X + Si4468 DualPHY (BRD4197)
464

465  Operating system (optionaljtone

466

467

468

469  Specification Version Numbers at time of certification
470

471  ZigBee PRO Specification RevisioiR22

472

473  Approved Errata Texb the ZigBee PRO Specification (if any)
474

475  ZigBee PRO Test Plan Revision

476

477  Approved Errata Text to th&igBee PRO Test Plan (if any):

478

479  Product supplier Contact Information
480

481  Company NameSilicon Laboratories
482

483  Contact NameJoshua Cogswell

484

485  Address400 West Cesar Chavez Austin, TX 78701
486

487

488

489  Telephone numbef17-951-1226
490

491  Facsimile number:

492

493 Email address: joshua.cogswell@silabs.com
494

495  Additional information:

496

497

498

499  SignatureJoshua W Cogswell

zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 13
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10 Protocol implementation conformance statement (PICS)

proforma

10.1 Abbreviations and special symbols

Notations for requirement status:

M
O
O.n
N/A
X

Aitemo:

For example, if FD1 and FO'2

Mandatory
Optional

Optional, but support of at least one of the group of options labeled O.n is require

Not applicable
Prohibited

Conditional,

ar e

both

status tdhepdndemto.

mar ked

upon t

fO. 10

he
this i

support

least one of the features described inTEDand FO2 is required to be implemented, if this
implementation is to follow the standard of whitiis PICS Proforma is a part.

In below table if avulti-MAC (MM) device list bands supportsuppoted concurrently with 2.4 GHz,
and maximum Power level supported in each band.

10.2 ZigBee device types

Iltem ltem descriotion Reference ZigBee Feature set Additional Platform
number P Status Support Constraints Support
FDT1 Is this device capable [R1]/Preface s 0.1 yes
of acting as a ZigBee| (Definitions) 3 =
coordinator? % o)
N X
o
0.1 yes
§o
o
20
N
FDT2 Is this device capablé [R1Y s 0.1 No
of acting as a ZigBee Preface 3 =
router? (Definitions) S0
N X
Note: Great Britain o
not supporting sub
GHzrouter in R22 o1
but can be deployed & : No
in other European 2 8
markets. 20
N
FDT3 Is this a ZigBee end [R1Y s 0.1 No
device? Preface S
(Definitions) B0
N X
o
0.1 No
$o
o
20
N
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513 10.3 IEEE 802.15.4 PICS

514 10.3.1FDT2 and FDT3 network join options

Iltem ltem descrintion Reference ZigBee Feature set Additional Platform
number p Status Support Constraints Support
INL | Thedevicejoinsa | [R9]7.3.1.1 | FDTL:X < No
network by scanning FDTZ:O $ S| FDT1:X
and then associating FDT3:0 _”90, ol FDT2: M
(client) N g FDT3: M
No
b 5| FDTL:X
Q | FDT2: M
o
N FDT3: M
JN10 | Thedevice supports | [R9]7.3.1.1 FDTlf o <| FDT1:M yes
joining a network by FDT2:0 | & = FDT2: M
associating (server) FDT3: = o| FDT3: X
N/A [Nfla4
a
FDT1: M yes
b o FDT2:M
% g FDT3: X
N
JIN2 The device joins a [R9]7.3.2.3 FDT1: s No
network by using an N/A $ S| FDT1:X
orphan scarfclient) FDT2: 0 | B | FDT2:0
FDT3: O N g FDT3: O
No
b 5| FDTL:X
o FDT2: 0
20
N FDT3: O
JN20 The device supports | [R9]7.3.2.3 | FDT1: O s FDT1: M yes
joining a network by FDT2: O o S| FDT2:M
using arorphan scan FDT3: S o| FDT3:X
(server) N/A N
FDT1: M yes
4 o FDT2: M
%0: FDT3: X
oa
N
515
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10.3.2 IEEE 802.15.4 PHY
10.3.2.1 Radio frequency of operation
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
RF1 The device [R9]6.1.1, od 4 (o} yes
operates asub 6.1.2,6.6 ® 3
GHz ¥
GB/OFCOMi N g
Page 28 to 31 an(
defined channels
(o} yes
d
34
20
N
RR2 Thedevice [R9]6.1.1, o® 4 (o yes
operates at a 6.1.2,6.5 ® g
frequency of 2.4 =36
GHz. N g
(o} yes
$q
o0 o
20
N
O3 at least oneption must be selected.
10.3.2.2 Clear channel assessment
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
CCA1 | Mode 1: Energy [R9]6.7.9 o s o yes
above threshold is s
supported. Do
N X
a
o yes
%0
o
20
N
CCA2 | Mode 2: Carrier [R9]6.7.9 o = o no
sense only is s
supported. )
N X
a
o no
%0
o
20
N
Page 16 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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Item Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
CCA3 | Mode 3: Carrier [R9]6.7.9 o s ot no
sense with energy/ s
above threshold ig S0
supported. N
o no
%o
o
20
N

521  O* at least one option must be selected.
522

523 10.3.3 IEEE 802.15.4 MAC

524 10.3.3.1 Channel access
Item Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
CAl A superframe [R9]7.5.1.1 (0] s no
structure is $ =
supported. Lo X
N @
a
no
$o
o5 | X
N
CA2 Un-slotted [R9]7.5.1.1 M = M All devices shall set their| yes
CSMA-CAis 3 s MIB values as follows:
supported. < o macBeaconOrder 0x0f,
N X macSuperframeOrder
a
0xOf.
M All devices shall set their| yes
e} MIB values as follows:
Q g macBeaconOrder 0x0f,
N macSuperframeOrder
0xOf.
CA3 Slotted CSMA [R9]7.5.1.1 CAL: M = no
CA is supported. s
S0 | X
N X
a
no
$o
oF | X
N
zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 17
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
CA4 Superframe [R9]7.5.1.1 CAL: M no
Do o=
timing is oS
supported. Do X
N @
a
no
$o
5| X
N
10.3.3.2 Guaranteed time slots
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
GTS1 Guaranteed time [R9]7.5.7 FDT1: O s no
slots are supporteq $ =
(serve). So | X
NE
no
$o
o5 | X
N
GTS2 Guaranteed time [R9]7.5.7 FDT2: O s X no
slots are supporteq FDT3:0 | 3 s
(client). So
NE
X no
§o
o
20
N
GTS3 The client device| [R9]7.1.7.1, | GTS2: M no
has the ability to 7.1.7.2,
request a GTS 7.3.3.1,
Operations 75.7.2,
include: 75.7.4 §
1 Allocation 8
requests o X
(]
1 De-allocation 2
(2]
requests 8
1 [MLME -
GTS.request
primitive]
1 [MLME -
GTS.confirm no
rimitive
P ] $o
1 Transmission of] %g X
the GTS reques| N
command.
Page 18 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
GTS4 The server has th{ [R9]7.1.7.3, | GTS1: M no
ability to process| 7.3.3.1, s
GTS requests| 75.7.2, =
Operations 7.5.7.4, <
include: 7575 o X
[0}
1 Allocation a
requests 2
N
1 De-allocation
requests
1 Reallocation no
requests
1 [MLME - .
GTS.indication o O
primitive] ey X
N
1 Reception and
processing  of]
the GTS reques]
command.
GTS5 | The server can [R9]7.5.7 GTS1: M s no
manage the GTSs s
S0 | X
N g
. no
g2 | x
20
N
GTS6 The server can [R9]7.5.7.1 | GTSL:M s no
perform CAP s
maintenance. Lo X
Ng
no
¢o
o8 | X
N
GTS7 | The device can [R9]7.5.7.3 | GTS1: M s no
transmit and/or GTS2M | &=
receive data To X
within a GTS. N
no
$o
o5 | X
N
527
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10.3.3.3 Scanning
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
S1 The device can [R9]7.1.11.1, M o All devices shall be able | yes
perform some 7.1.11.2, g to perform at least an
form of channel 7521 S M active scan.
scan. Operation 2 =
include: =)
N
1 Scanning
mechanism )
All devices shall be able | yes
1 [MLME - to perform at least an
SCAN.request & active scan.
primitive] & 8 M
20
1 [MLME - N
SCAN.confirm
primitive]
S2 The device can [R9]17.5.2.1.1| FDT1: M FDT1: M | Network devices shall yes
perform an energy 3 § FDT2: M | perform an energy
detection scan. Lo FDT3: X | detection scan on requeg
N from the next higher
layer.
The coordinator shall
FDTlf M perform an energy yes
$ @) FDTZ'. M| detection scan on each
S FDT3:X | available channel in the
N active channel mask
before starting a network|
S3 The device can [R9]7.3.24, | FDT1: M All devices shall perform| yes
perform an active 7521.2 JN1: M 3 % an active scan on each
scan. Operations Lo M available channel in the
include: N g active channel mask.
9 Transmission of
the beacon )
request . All de\(lcesshall perform | yes
command. 30 an active scan on each
< g M available channel in the
N active channel mask.
S4 The device can [R9]7.5.2.1.3 O s yes
perform a passive § s
scan. 20 X
N X
a
yes
&
&2 X
20
N
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Item
number

Iltem
description

Reference

ZigBee
Status

Feature set
Support

Additional
Constraints

Platform
Support

S5

The client can
perform an orphari
scan. Operation
include:

9 Orphan device
realignment.

9 Transmission of]
the orphan
notify
command.

1 Reception and
processing  of
the coordinator|
realignment
command.

[R9] 7.3.2.3,
7.3.25,
7.5.2.1.4

JN2: M

JN2:M

ZigBee
PRO MM

yes

JN2:M

ZigBee-
PRO

yes

S6

The server car
perform  orphan
scan processing
Operations
include:

T [MLME -
ORPHAN.indic
ate primitive]

1 [MLME -
ORPHAN.respo
nse primitive]

9 Reception and
processing  of
the orphan
notify
command.

9 Transmission of]
the coordinator
realignment
command.

[R9] 7.1.8.1,
7182,
7.3.2.3,
7.3.2.5,
7.5.2.1.4

FDT1: O
FDT2: O

FDT1: M
FDT2: M
FDT3: X

ZigBee PRO MM

Network rejoin is the
preferred mechanism for
devices to use, however,
orphan scan may be use
and the parent devices
shall support orphan
scan.

yes

FDT1: M
FDT2: M
FDT3: X

ZigBee-
PRO

Network rejoin is the
preferred mechanism for
devices taise, however,
orphan scan may be use
and the parent devices
shall support orphan
scan.

yes

S7

The server can
receive and
process a beacon
request command.|

[R9]7.3.2.4

S3 &
FDT1: M

FDT1: M
FDT2:M
FDT3:X

ZigBee
PRO MM

yes

FDT1: M
FDT2:M
FDT3:X

ZigBee
PRO

yes

zigbee
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530 10.3.3.4 PAN identifier conflict resolution
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
PICR1 PAN identifier [R9]7.3.2.2, | FDT1: O s No
conflict resolution 7.3.25, s
is supported 7522 8 FDT1: X
(serve). a | FDT2:X
Operations ° FDT3: X
include: o :
0
2
1 Reception and N
processing of
the PAN
identifier No
conflict
notification
command. $o | FDTLX
Q g FDT2: X
9 Transmission of N FDT3: X
the coordinator
realignment
command.
PICR2 | PAN identifier [R9]7.3.2.2, | FDT2: O s FDT1: X No
conflict resolution 7.3.2.5, FDT3: O = FDT2: X
is supported 7522 o FDT3: X
(client). &
Operations ©
include: 3
2
1 Transmission of N
the PAN
identifier EDT1: X No
conflict FDT2: X
notification EDT3: X
command. @
o O
{ Reception and gr
processing of N
the coordinator
realignment
command.
531
532 10.3.3.5 PAN start
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
PS1 Starting a PAN is| [R9]7.1.14.1,| FDT1: M yes
supported. 7.1.14.2, FDT2: M | 3 § FDT1: M
Operations 7523 FDT3:0 | 8o | FDT2:M
include: N g FDT3: X
1 [MLME -
START.request yes
primitive] ¢ 5 FDTL: M
1 [MLME - gg FDT2: M
START.confirm N FDT3: X
primitive]
533
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534 10.3.3.6

Association

Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Al Association is [R9]7.5.3.1 FDT1:0 | o yes
supported FDT2: O E FDT1: M
(serve). o2 | FDT2:M
&= | FDT3 X
2
N
yes
4o | FDTL:M
[ild FDT2: M
20
N FDT3: X
A2 Association is [R9]7.5.3.1 | FDT2: O s FDT1: X No
supporteddlient). FDT3:0 | §< | FDT2:M
S0 | FDT3M
N X
o
FDT1: X No
4o | FDT2:M
_’-‘S, E FDT3: M
N
A3 The server carl [R9]7.1.3.2, Al: M yes
process 7.1.3.3,
association 7.31.1, s
requests. 7.3.1.2 =
Operations Q FDT1: M
include: o EDT2: M
o .
f [MLME- g FDT3: X
ASSOCIATE.in ’\9‘
dicate primitive]
1 [MLME -
ASSOCIATE.re
sponse yes
primitive]
1 Reception and
processing  of]
the association o o FDT1: M
request %D: FDT2: M
command. N e FDT3: X
9 Transmission of]
the association
response
command.
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support

A4 The client can| [R9]7.1.3.1, A2: M No
perform 7.1.3.4,
association. 7.31.1,
Operations 7.3.1.2
include:

T [MLME -
ASSOCIATE.re
quest primitive]

7 [MLME -

FDT1: X
FDT2: M
FDT3: M

ZigBee PRO MM

ASSOCIATE.c
onfirm
primitive]

No

9 Transmission of]
the association
request
command.

FDT1: X
FDT2: M
FDT3: M

ZigBee-
PRO

9 Reception and
processing  of
the association
response
command.

535

536 10.3.3.7 Disassociation

Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support

D1 The device can [R9]7.1.4.1, (0] No
request a 7.143,
disassociation. 7.3.1.3
Operations
include:

1 [MLME -
DISASSOCIAT
E.request

FDT1: X
FDT2: X
FDT3: X

ZigBee PRO MM

primitive]

1 [MLME -
DISASSOCIAT
E.confirm
primitive]

No

FDT1: X
FDT2: X
FDT3: X

ZigBee
PRO

9 Transmission of]
the
disassociation
notify
command.
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
D2 The client can| [R9]7.1.4.2, O = No
react to a 7313 =
disassociation 8 EDT1: X
from the server, o EDT2: X
Operations g EDT3: X
include: m
2
7 [MLME- N
DISASSOCIAT
E.indicate No
primitive]
1 Reception and $ o FDT1: X
processing  of Qo FDT2: X
the % | FDT3:X
disassociation
notify
command.
D3 The server car| [R9]7.1.4.2, (0] s No
react to a 7.3.1.3 =
disassociation 8 EDT1: X
from a client o FDT2: X
device. o) FDT3: X
Operations 3
include: .’%”
1 [MLME -
DISASSOCIAT No
E.indicate
primitive]
1 Reception and e FDT1: X
processing  of fx | FDT2:X
the N FDT3: X
disassociation
notify
command.
10.3.3.8 Beacon synchronization
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
BS1 Beacon _ [R9]7.15.1 (0] 9 s FDTL: M yes
notification is g = EDT2 M
supported. 2 8 FDT3 M
Operations o ’
include:
1 [MLME - o yes
BEACON- o | FDT1:M
NOTIFY.indica Sx | FDT2Z:M
tion primitive] N FDT3:M
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Item
number

Iltem
description

Reference

ZigBee
Status

F

eature set
Support

Additional
Constraints

Platform
Support

BS2

The client can
synchronize to 4
beacon.
Operations
include:

1 (Tracking only
for beacon
networks)

1 [MLME -
SYNC.request
primitive]

1 [MLME -
SYNC-

LOSS.indicatio
n primitive]

[R9]7.1.15.1,
7.1.15.2,75.4

o

ZigBee PRO MM

FDT1: X
FDT2: X
FDT3: X

No

ZigBee-
PRO

FDT1: X
FDT2: X
FDT3: X

No

10.3.3.9

Transmission

Item
number

Iltem
description

Reference

ZigBee
Status

Feature set

Support

Additional
Constraints

Platform
Support

T1

Frame
transmission is|
supported.
Operations
include:

9 Frame
construction

1 [MCPS
DATA.request
primitive]

1 [MCPS
DATA.confirm
primitive]

9 Transmission of|
data frames.

[R9]7.1.1.1,
71.12,7.2.1,
7222,
75.6.1

M

ZigBee PRO MM

yes

ZigBee
PRO

yes

T2

Implicit

(command frame)
transmission
confirmation is
supported.
Operations
include:

T [MLME -
COMM-
STATUS.indica
tion primitive]

[R9] 7.1.12.1

ZigBee
PRO MM

yes

ZigBee
PRO

yes
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542 10.3.3.10 Reception

Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
R1 Frame reception i [R9]7.1.1.3, M o yes
supported. 721,7222 &
Operations S M
include: o=
S
1 Data frame de N
construction
1 [MCPS yes
DATA.indicatio &
n primitive] & 8 M
=3
1 Reception  of N
data frames.
R2 Receiver control is [R9]7.1.10.1, O s No
supported. 7.1.10.2 s
Operations Lo o
include: N X
1 [MLME -RX-
ENABLE.reque
o No
st primitive] o
o O
1 [MLME -RX- g g O
ENABLE.confir N
m primitive]
R3 Filtering and| [R9]7.5.6.2 M = yes
rejection is $ =
supported. Lo M
N
o
yes
g0
S M
N
R4 Promiscuous modq [R9]7.5.6.6 (0] o= No
is supported. @ =
=20 o
N X
a
No
g0
S ©
N
543
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10.3.3.11 Transaction handling
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
TH1 Transaction [R9]7.5.5 FDT1:0 | 4= FDTL: M The server shall be able | yes
handling is FDT2:0 | 8= FDT2: M to handle at least one
20 : i
supportedgerve). g E FDT3- X transaction.
The server shall bable yes
45 | FDTL:M | to handle atleast one
Qo FDT2: M | transaction.
20
N FDT3: X
TH2 Transaction [R9]7.5.5 FDT2: O s No
handling is FDT3:0 | § = FDT1: X
supporteddlient). 8o | FDT2:X
N X FDT3: M
a
No
b5 | FDTL:X
'g g FDT2: X
N FDT3: M
TH3 The server carl [R9]7.5.5, TH1: M yes
manage 7.1.1.4, =
transactions to itg 7.1.15, =
devices. 7321 8 FDT1: M
Operations o EDT2: M
include: e FDT3: X
o0
1 Transaction .E"
queuing
1 Reception and
processing  of yes
the data reques $ o FDT1: M
command. (el FDT2: M
20
N FDT3: X
TH30 The server carl [R9]7.1.1.4, TH1: M o= No
manage 7.1.15, &= o
transaction 7.3.2.1 S 2
purging o
operations:
N
1 [MCPS °
PURGE.request &
imitive] oo
primi %g o
1 [MCPS N
PURGE.confir
m primitive]
TH4 The client can| [R9]7.5.6.3 TH2: O s No
extract data from $= FDT1: X
the  coordinator| So | FDT2:X
following an N % FDT3: X
indication of data
in a beacon.
No
b5 | FDTL:X
ﬂcln o FDT2: X
M| FDT3:X
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
TH5 The client can poll| [R9]7.1.16.1, | TH2: O = No
for data.| 7.1.16.2, =
Operations 7321 o FDT1: X
include: o FDT2: X
8 FDT3: M
1 [MLME - 0
POLL.request g
primitive]
1 [MLME - No
POLL.confirm
primitive] $o | FDTL:X
Qo FDT2: X
9 Transmission of] N FDT3: M
the data reques
command.
O®: At least one of these options must be supported.
10.3.3.12 Acknowledgement service
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AS1 The [R9]7.5.6.4 (0] P yes
acknowledgement 2= M
service is 2 8
supported. o
yes
%o
of M
N
AS2 The device can [R9]7.2.2.3 AS1: M s yes
transmit, receivel s
and process %o M
acknowledgement N g
frames.
yes
¢o
SF M
N
AS3 Deprecated [R9]7.5.6.4.2,| AS1:M o= Click
7565 Q= N h
50 ere to
N & enter text
& Click
o O
Qx X here to
20
N enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AS4 Retransmissions [R9]7.5.6.5 AS1: M o § yes
are supported. g{g’ 5 M
N X
a
yes
$o
of M
N
10.3.3.13 MIB management
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
MM1 MIB management [R9]7.4.2 O oS yes
is supported. 8=
Operations ,%’8 M
include: a
1 MIB  attribute
storage " yes
2 o
of M
N
MM2 The device| [R9]7.1.6.1, | MM1: O yes
supports thel 7.1.6.2,7.4.2 e §
reading of MIB 25 M
attributes. N
Operations e
include:
1 [MLME - yes
GET.request
primitive] s o
Ccﬂnn: M
1 [MLME - N
GET.confirm
primitive]
MM3 The device| [R9]7.1.13.1,| MM1: O yes
supports the| 7.1.13.2,7.4.2 s
writing of MIB 3 =
attributes. %o M
Operations N
include:
1 MIB  attribute
verification yes
1 [MLME -
SET:request % o
primitive] [lhd M
20
1 [MLME- N
SET.confirm
primitive]
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10.3.3.14 MAC security
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
MS1 The device| [R9]7.4.2, O oS No
supports ACL 7.5.8.1, 8= X
mode. Operations 7.5.8.3 =) 8
include: NE
1 ACL storage
No
1 ACL mode e
usage % g X
N
MS2 The device| [R9]7.5.8.4 (0] No
supports  secure( bt %
mode. ﬂcl_;’ o X
N X
o
No
%o
of X
N
10.3.3.15 Device reset
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
DR1 The device is ablg [R9]7.1.9.1, (0] oS No
to reset. 7.1.9.2 g = o
Operations 2 8
include: a
1 [MLME -
RESET.request No
primitive] % o
1 [MLME- o o
RESET.confirm N
primitive]
10.4 Network layer PICS
10.4.1 ZigBee network frame format
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
GFF1 [R1)/3.3.1 oS yes
&]’ =
[=J©) M
NE
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device yes
support the e
general ZigBee Qo M
network frame N
format?
10.4.2 Major capabilities of the ZigBee network layer
Tables in the following sublauses detail the capabilities of NWK layer ZogBee devices.
10.4.2.1 Network layer functions
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF1 Does the network | [R1]/3.2.1.1, M oS yes
layer support 3.2.1.2, 8= M
transmission of 3.6.2.1 =) 8
data by the next NE
higher layer?
yes
$o
of M
N
NLF2 Does the network | [R1]/3.2.1.3, M s yes
layer support 3.6.2.2 s
reception of data Do M
by thenext higher N X
layer?
yes
$o
of M
N
NLF3 Does the network | [R1]/3.2.2.1, M s yes
layer support 3222 $ =
discovery of %o M
existing ZigBee N &
networks?
yes
$o
foyn M
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF4 Does the network | [R1]/3.2.5, O o) Devices using the ZigBeq No
layer support g feature set shall set:
formation of ©
Distributed & Feature set = 1
; o =) nwkcProtocolVersiom 2
ZigBee networks? S EDT1:X .
(CCB2137) = EDT2:M andshalladvertise these
% EDT3:M values in their beacon
) payload in response to
g MAC beacon requests.
s Devices using the ZigBeq
a feature set shall also set;
N nwkSecurityLevet 1
Does the network | [R1]/3.2.25, o Devices using the No
layer support o ZigBeePROfeature set
formation of o shall set:
Centralized % _
ZigBee networks? e Featureset=2
=) nwkcProtocolVersior 2
N
g FDT1: M | andshalladvertise these
= FDT2:M | values in their beacon
o FDT3: X | payload in response to
% MAC beacon requests.
3 Devices using the
g ZigBeePROfeature set
N shall also set:
nwkSecurityLevet 5
NLFS Can the network [R1)/3.2.2.5, | FDT1:M, s yes
layer permit other 3.2.2.6, FDT2:M, s
devices to join the 3.6.12 FDT3:X ®) .
< FDT1: M
@
e £ | 2w
P ® FDT3: X
also deny such 2
permission)? 2
N
yes
4o | FDTL:M
o FDT2: M
20
N FDT3: X
NLF6 Can the device [R1)/3.2.2.7, | FDT1:X, s No
start as a router? 3228 FDT2:M, | § < | FDTL:X
FDT3:X | o | FDT2:M
N X FDT3: X
a
No
o | FDTL:X
DCOn o FDT2: M
20
N FDT3: X
NLF60 [R1)/3.2.2.9, M NLME-ED-SCAN is yes
3.2.2.10 $Z | FDTL:M | mandatory for the
Do FDT2:M | coordinator and optional
N g FDT3: X | forall routers on a
ZigBee network.
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Can the network NLME-ED-SCAN is yes
layer perform @ . mandatory for the
energydetection (NO) FDle M coordinator and all
o FDT2: M
scans at the 2a EDT3: X routers on a PRO
request of the next N ’ network.
higher layer?
NLF7 Can the device [R1)/3.2.2.11, FDT1: s No
request 3.2.2.13, N/A $= | FDTL:X
membership in a 3.6.1.4 FDT2:M | G o | FDT2:M
ZigBee network? FDT3:M | N & FDT3: M
No
o | FDTL:X
Qo FDT2: M
20 :
N FDT3: M
NLF70 | Can the device [R1)/3.2.2.14, FDT1: s No
request to join or 3.2.2.15, N/A 3 s FDT1: X
rejoin a network 3.6.1.431 | FDT2:0 | B o | FDT2:0
using theend FDT3:0 | N @ FDT3: O
device timeoutor
MAC_PHY
polling No
procedure? e} FDT1: X
o FDT2: O
(CCB 2144) ll\_f" o EDT3: O
NLF71 | Can the device [R1)/3.2.2.11, FDT1: s No
request tgoin / 3.2.2.13, N/A < | FDTL:X
rejoin a network 36.1421 | FDT2:0 | 55 | FDT2:M
using the rejoin FDT3:0 | N & FDT3: M
command frame
and associated
procedure? No
4o | FDTL:X
o FDT2: M
20 .
N FDT3: M
NLF72 | Can the network | [R1]/3.2.2.11, (0] s The network layer can bg yes
layer be directed 3.2.2.13 % = directed by the next
by the next higher 0 M higher layer to change th
layer to change the¢ N g operating channel of the
operating channel network of which it is
of the network of currently part.
which it is yes
currently a part? § o
Sf M
N
NLF8 Can the device [R1)/3.6.1.4.1 | FDT1: M s yes
respond to 2,3.6.1.422| FDT2:M | § = FDT1: M
requests to join the FDT3:X | 8o | FDT2:M
network of which N g FDT3: X
itis a part?
yes
b5 | FDTL:M
GCJDD: FDT2: M
M| FDT3:X
Page 34 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee

This is an accepted ZigBee PICS proforma document.

alliance




zighee Documen®8-0006-07, Apr 2017

ZigBee PRO/2007 Layer PICS and Stack Profiles

Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF81 | Does the network | [R1])/3.2.2.12 | FDT1: M s yes
layer of a device FDT2:M | §< | FDTL:M
inform the next FDT3:X | 8o | FDT2:M
higher layer when N @ FDT3: X
a second device
has joined or
rejoined its yes
network as a % o EDT1: M
child? o FDT2: M
20
N FDT3: X
NLF9 Does the network | [R1]/3.6.1.6 | FDT1: O The ZigBee feature set | yes
layer employ the FDT2: O always employs the
Distributed FDT3: s distributed addressing
Address N/A $<S | FDTL:M | scheme with:
Mechanism to So | FDT2:M B
generate a unique NE | FDT3:x | nwkMaxDepth =5
network address td nwkMaxChildren = 20
assign to a joining nwkMaxRouters = 6
device?
No
o | FDTL:X
Ccﬂn [ FDT2: X
20
N FDT3: X
NLF90 | Does the network | [R1]/3.6.1.7 | FDT1: O § = No
layer employ the FOT2:0 | §2 | FDTL:X
Stochastic FDT3: N 8 FDT2: X
Addressing N/A o FDT3: X
Scheme to
generate a unique
networkaddress to The ZigBeePRO feature | yes
assign to a joining set employs stochastic
gf r_ejo[;ung address allocation.
evice?
The follow parameter
values are defined:
nwkAddrAlloc= 2
nwkUseTreeRouting
FALSE
% 5 FDT1: M nwkMaxDepths 15
T,x | FDT2:M | Note that nwkMaxDepth
N FDT3: X | above is only used to
computetimeouts and
shall not limit the actual
network radius, as this
feature set does not use
treebased addressing.
The parameter
nwkMaxChildrenis not
restricted in this feature
set.
NLF100 Deprecated X oS Click
8 § X here to
o & enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the network Click
Ia_yer employ the here to
Higher Layer
Address . enter text
Assignment &9 X
Mechanism to o0
generate a unique N
network address tq
assign to a joining
device?

NLF10 | Can the next [R1)/3.2.2.14,| FDT1: 0O This service is useful for | Click
higher layer 3.2.2.15, FDT2: O s testing and may be here to
request that a 3.6.1.4.3 FDT3: X 3= allowed as a part of test
particular device Do X procedures at the option enter text
be #fmprece N g of the stack developer.
it using the
DIRECT-JOIN
procedure?

This service is useful for | Click
@ testing and may be
o O
Q g X allowed as a part of test here o
N procedures at the option | ENtEr eI
of the stack developer.

NLF11 | Can the device [R1]/3.2.2.16, (0] No
make a request to 3.2.2.18,
leave the networkq  3.6.1.10.1 §

€ | FDTL:X

o FDT2: M

¢ FDT3: M

o0

2

N

No

4o | FDTL:X
%0: FDT2: M
20
N FDT3: M

NLF12 | Can the device [R1])/3.2.2.16,| FDT1:0 s yes
make a request 3.2.2.18, FDT2:0 | §5 | FDTL:M
that one of its 3.6.1.10.2 FDT3: | §o | FDT2M
child devices N/A N g FDT3: X
leave the network?

yes
b5 | FDTL:M
o FDT2: M
20
N FDT3: X

NLF13 | Can the network [R1)/3.6.1.10.| FDT1: M s yes
layerprocess 3 FDT22M | §= | FDTL:M
network leave FDT3: | S0 | FDT2M
commands from N/A N g FDT3: X
child devices?

yes
o | FDTL:M
gn: FDT2: M
20
N FDT3: X
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF130 | Can the network [R1)/3.6.1.10. FDT1: s No

layer process 3 N/A $<S | FDTL:X
network leave FDT2:M | B o | FDT2:M
commands from FDT3:M | N | FDT3:M
parent devices?
No
b5 | FDTL:X
Qo FDT2: M
o :
N FDT3: M
NLF131 | Does the network | [R1]/3.2.2.17 M s yes
layer inform the =
next higher layer %o M
if the device itself N
has left the
network?
yes
$o
of M
N
oes the device 2.2.3, : e ZigBee coordinator | yes
NLF14 D he devi R1)/3.2.2.3 FDT1: O = The ZigB di
support_changing 3.2.2.4, FDT2: X $ = FDT1: M | shall change thiogical
of the ZigBee 3.6.1.11 FDT3: X _%_3,, o FDT2: X | channel and PAN ID
coordinator N E FDT3: X | when directed to by the
configuration in Network Channel
an operating Manager.
network? yes
4o | FOTLiM
Cg) [ FDT2: X
oa
N FDT3: X
NLF15 | Does the device [R1)3.2.2.7, | FDT1: X é = No
support changing 3.2.2.8 FDT2:0 | © = FDT1: X )
of the ZigBee FDT3: X | N 8 EDT2: M | The ZigBee router shall
router a EDT3: X | change the logical
configuration in channel andAN ID
an operating when directed to by the
network? Network Channel No
% 5 EDT1: X Manager.
%0: FDT2: M
oa
N FDT3: X
NLF16 | Does the network | [R1]/3.2.2.19, M = yes
layer support 3.2.2.20, $ =
reset? 3.6.1.12 Lo M
Ng
yes
%o
of M
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF17 | Does the network | [R1]/3.2.2.22,| FDT1: X Recommended  polling No
layer allow the 3.2.2.23 FDT2: O rates for end device
next higher layer FDT3: M using this feature set:
to synchronize )
with or extract Maximum: once per 7.5
data from the Minimum: once per hour
deviceos Note that these values
coordinator or represent the (rather
router? loose) recommended
boundaries on polling
rate for normal operation
only.
Additionally, the polling
s rate established to meet
s this requirement shall
o . have a maximum value
& EB% § less than
o FDT3; M | nwkTransactionPersister|
3 ceTimeto ensure that
2 child devices can poll
N
frequently enough to
retrieve messages prior t
expiration in the indirect
message queue of their
parent
The polling rate
established here also dog
not consider APS
acknowledgement
timeout (which is much
shorter than
nwkTransaction
PersisteceTime). If
APS acknowledged
messages are directed tq
sleeping end devices, No
then the polling rate of
@ EDT1: X | those dstination devices
o O .
0y EDT2: X | may be adjusted to occu
-,%” o EDT3: M | more frequently than the
APS acknowledgement
timeout.
NLF18 | Does the network | [R1]/3.2.2.23 | FDT1: X % = No
layer report a loss FDT2:0 | © =
of synchronization FDT3:M | N 8 X
with the e
ZigBee router or
ZigBee
coordinator to the No
next higher layer? ¢ o
5F X
N
NLF19 | Does the network | [R1]/3.2.2.26, M yes
layer offer the 3.2.2.27
next higher layer =
the ability to =
retrieve network Q
information base o M
(NIB) attributes? %
2
N
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yes
$o
of M
N
NLF20 | Does the network | [R1]/3.2.2.28, M s yes
layer offer the 3.2.2.29 =
next higher layer %o M
the ability to set N
network
information base
(NIB) attributes? yes
%o
of M
N
NLF110 | Does the network | [R1]/3.2.2.30 M s yes
layer support < | FDTL:M
network status So | FDT2:M
reporting to the N FDT3: X
next higher layer?
yes
45 | FDTL:M
CCDT)D: FDT2: M
oa
N FDT3: X
NLF111 | Does the network | [R1])/3.2.2.31,| FDT1: O = yes
layer support 3.2.2.32, FDT220 | §= | FDTL:M
Route Discovery? 3.6.35 FDT3: X | 8,0 | FDT2:M
N E FDT3: X
yes
b5 | FDTL:M
o FDT2: M
20
N FDT3: X
NLF112 | Does the network | [R1])/3.2.2.31,| FDT1: O No
layersupport 3.2.2.32, FDT2: O
Route Discovery 3.6.35 FDT3: X
requests with s
DstAddrMode of s
0x00 in support of o)
Many-to-One & X
discovery? °
[}
o}
2
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Initiation of a Manyto- yes
One route discovery is
optional, and should be
used in cases where the
. are relatively few
§ 8 EB$; 8 concentrators in the
=2 . twork. Application
Q% | FOT3:X | N° pplcatio
developers shouldeigh
the tradeoffs between
Many-to-One discovery
and unicast discovery
before deploying.
NLF113 | Does the network | [R1]/3.2.2.31,| FDT1: O s No
layer support 3.2.2.32, FDT2: O s
Route Discovery 3.6.35,3.6.6| FDT3: X (e}
requests with & X
DstAddrMode of °
0x01 in support of &
Multicast Group 2
Discovery? N
Initiation of route yes
$ o | FDT1:0 | discovery commands
Q g FDT2: O | where DstAddrMode is
N FDT3: X | 0x01 (Multicast Group
Discovery) is optional.
NLF114 | Does the network | [R1])/3.2.2.31,| FDT1: O Initiation of route yes
layer support 3.2.2.32, FDT2:0 | & § FDT1: O | discovery commands
Route Discovery 3.6.35 FDT3: X ﬂg,o FDT2: O | where DstAddrMode is
requests with N g FDT3: X | 0x02 (Unicast) is
DstAddrMode of optional.
?ﬁg ?jilsncgsgrpyo;tfof ZigBee coordinators and es
Unicast routes? ZigBee routers shall y
$ o | FDTL:O | support reception and
T | FDT2:O | correct handling of
N FDT3: X | unicast discovery
commands.
NLF115 | Does the network 3.6.3.3 (@] Devices using the ZigBeq yes
layer employ tree stack profile must set:
ing?
routing? % nwkUseTreeRouting
(] TRUE
o4
o M
(0]
@
2
N
Devices using the yes
& ZigBeePRO stack
%ﬁ) o X profile shall set:
oa
N nwkUseTreeRouting
FALSE
NLF21 3.6.3.1 O yes
$Z | FDTLM
Do | FDT2:M
N & FDT3: X
a
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Does the network yes
layer calculate b5 | FDTL:M
routing cost based Q g FDT2: M
on probability of N FDT3: X
reception?
NLF22 | Does the network | [R1]/3.6.3.2 | FDT1: O ZigBee coordinators and| yes
layer maintain a FDT2: O ZigBee routers shall
routing table and FDT3: X % maintain a routing table
route discovery o FDT1: M | and a route discovery
table? g EDT2: M | table as follows:
s FDT3: X Routing table
a (minimum): 8 entries
N Route discovery table
(minimum): 4 entries
ZigBeecoordinators and | yes
ZigBee routers shall
maintain a routing table
and a route discovery
table as follows:
Routing table
(minimum): 10 entries
. An aging algorithm is
[}
20 FDle M recommended but is
=2 E FDT2: M beyond the scope of this
N FDT3: X e
specification.
Route discovery table
entries (minmnum): 4
entries
The Route discovery
table entries shall be
managed as described in
[R1] subclause 3.6.3.6.
NLF220 | Does the network [R1)/3.5.2, FDT1: O s yes
layer maintain a 3.6.3.2 FDT2:0 | § =
route record table? FDT3: X | B0 X
N X
a
yes
4o | FDT1:0
L& | FDT2:0
20
N FDT3: X
NLF221 | Does the network | [R1)/3.6.6.1 | FDT1:0, s ZigBee coordinators and| yes
layer maintain a FDT2:0, | § = ZigBee routers that use
multicast group ID FDT3:X | o X this stack profile shall set
table? N g nwkUseMulticasto
FALSE.
yes
¢ 5 | FDTL:O
o FDT2: O
20
N FDT3: X
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF23 | Does the network None X s No
layer reserve s
routing capacity %o X
for route repair N
operations?
(Note: This N
capability has o
been removed % @)
from the ZigBee 8z X
specification as of N
r08).
NLF24 | Does the device [R1])/3.6.4 O s No
implement beacon s
collision- %o X
avoidance N
measures?
No
$o
SF X
N
NLF25 | Does the network None X oS Click
layer support oS here to
router re To X tor toxt
enumeration as a N & enter tex
route repair
method?
(Note: This Click
capability has ¢ 05 here to
been removed Q7 X enter text
from the ZigBee Sa
specification as of
r10).
NLF26 | Does the network [R1]/3.5.2, (0] s Devices using the ZigBeg yes
layer assume that 3.6.35.2 § = stack profile must set:
links are 50O X )
symmetrical and NI g nwkSymLink: FALSE
establish forward
and reverse routeg
at the same time? Devices using the yes
o ZigBeePRO stack
g @ M profile shall set:
N
nwkSymLink TRUE
NLF27 | Does the network | [R1]/3.6.1.5 M ZigBee coordinators and| yes
layer maintain a ZigBee routers shall
neighbor table or s maintain a neighbor tablg
tables in order to s or tables asollows:
store information 8 ZigBee coordinator
aboutnearb
devices? y t M (minimum): 24 entries
& ZigBee router
g (minimum): 25 entries
ZigBee end device
(minimum): 1 entry
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Item
number

Iltem
description

Reference

ZigBee
Status

Feature set
Support

Additional
Constraints

Platform
Support

ZigBee

PRO
<

ZigBee coordinators and
ZigBee routers shall
maintain a neighbor tablg
or tables as follows:

ZigBee coordinator
(minimum): (Number of
child end devices
accepted) plus 16

ZigBee router
(minimum): (Number of
child end devices
accepted) plus 16

ZigBee end device: 1
(Note: End Device shall
supporta minimum of 5
neighbor tablentiesand
thatentry shall be for
their parentyCCB 2091)

Where (Number of child
end devices accepted) is
the minimum number of
end device children that
particular router or
coordinator in the
network is configured to
accept.

yes

NLF28

Does the network
layerbuffer
frames pending
route discovery or
route repair
operations?

[R1])/3.6.3.5.1

ZigBee
PRO MM
@)

yes

ZigBee

PRO

yes

NLF29

Does the network
layer buffer data
frames on behalf
of end device that
are its children?

[R1)/3.6.5

FDT1:M
FDT2:M
FDT3:X

ZigBee
PRO MM

FDT1: M
FDT2: M
FDT3: X

ZigBee-
PRO

FDT1: M
FDT2: M
FDT3: X

ZigBee router and
coordinator devices shall
set:

Number of frames
buffered on behalf of

yes

sleeping end devices
(minimum): 1

Note that this means 1
frame TOTAL not 1
frame for each end
device. In other words, it
is up to the implemente
to put in some buffering
but routers should not be|
overburdened with,
possibly unnecessary,
buffering.

yes

NLF30

ZigBee
PRO MM
>

Click
here to
enter text

zigbee

alliance

Copyright & 2005-2017, The ZigBee Alliance. All rights reserved.
This is an accepted ZigBee PICS proforma document.

Page 43




ZigBee PRO/2007 Layer PICS and Stack Profiles

zighee Documen®8-000607, Apr 2017

Item
number

Iltem
description

Reference

ZigBee
Status

Feature set
Support

Additional
Constraints

Platform
Support

Is the device
capable of
participating in a
beacororiented
network?

[R1)/Preface
Definitions
and Network
Topology
sections

ZigBee
PRO
>

On invocation of the
NLME-NETWORK-
FORMATION.request or
NLME-START-
ROUTER:.request
primitives, devices shall
employ:

BeaconOrder = OxOf
SuperframeOrder = 0x0f

Click
here to
enter text

NLF31

Does the network
layer support the
detection of
address conflicts?

[R1)/3.6.1.9

ZigBee
PRO MM
x

yes

FDT1: M
FDT2: M
FDT3: X

ZigBee-
PRO

Address conflict
detection isnandatory
for this stack profile
(nwkUniqueAddr =
FALSE). The
coordinator and all
routers shall implement
the Address Conflict
procedure.

yes

NLF32

Does the network
layer support
resolving address
conflicts?

[R1]/3.6.1.9.3

FDT1: O
FDT2: O
FDT3: X

ZigBee PRO MM
>

No

FDT1: M
FDT2: M
FDT3: X

ZigBee
PRO

Address conflict
resolution isnandatory
for this stack profile
(nwkUniqueAddr =
FALSE). The
coordinator and all
routers shall implement
the Address Conflict
procedure.

yes

NLF33

Does the network
layer support the
detection of PAN
ID conflicts?

[R1)/3.6.1.13

FDT1:M
FDT2:M
FDT3:X

ZigBee
PRO MM

FDT1:M
FDT2:M
FDT3:X

ZigBee
PRO

PAN ID conflict
resolution is mandatory
for the coordinator and
routers. Notification of a
PAN ID conflict via the

yes

NWK Status command
frame directed to the
nwkManagerAddr is
mandatory for all routers
and the coordinator. The
nwkManagerAddr is
required to process all
NWK Status command
frames directed to it by
the coordinator red
routers.

yes
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLF34 | Does the device [R1)/3.6.1.13 (0] s PAN ID conflict yes
support resolving s FDT1: M | resolution is mandatory
PAN ID conflicts? Do FDT2: M | for the coordinator and
N g FDT3: X | routers. Notification of g
PAN ID conflict via the
NWK Statuscommand
frame directed to the yes
nwkManagerAddr is
mandatory for all routers
and the coordinator. The
[} : .
2 8 EB$% m nwkManagerAddr is
on . required to process all
N FDT3:X | NWK Status command
frames directed to it by
the coordinator and
routers.
10.4.2.2 Network layer frames
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NDF1 | Does the device [R1]/3.3.2.1, M 8 yes
support the 3.6.2.1 o
origination of @ § M
network data @
(=)
frames? N
yes
¢
of M
N
NDF2 Does the device [R1)/3.3.2.1, M s yes
support the receipt 3.6.2.2 $ =
of network data To M
frames? N
yes
g0
S M
N
NDF3 Does the device [R1)/3.3.2.1, | FDT1: M s yes
support the 3.6.3.3 FDT2:M | §< | FDTL:M
relaying of unicast FDT3:X | 8o | FDT2:M
network data N & FDT3: X
o
frames?
yes
¢ 5 | FDTL:M
gn: FDT2: M
20
N FDT3: X
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Item
number

Iltem
description

Reference

ZigBee
Status

Feature set

Support

Additional
Constraints

Platform
Support

NDF4

Does the device
support relaying
of broadcast
network data
frames?

[R1)/3.3.2.1,
3.65

FDT1: M
FDT2: M
FDT3: X

ZigBee PRO MM

FDT1: M
FDT2: M
FDT3: X

Devices using the ZigBeq
stack profile must set:

Broadcast Trarection
Table size: 9 (minimum)

nwkBroadcastDeliveryTi
me =0x44AA2* Octet
durations (9 seconds on
2.4 GHz)
nwkPassiveAckTimeout
= 0x3D09 Octet
duration$ (500 ms on 2.4
GHz)maximum
nwkMaxBroadcastRetrie
=2

yes

ZigBee-
PRO

FDT1: M
FDT2: M
FDT3: X

Devices using the
ZigBeePROstack
profile shall set:

Broadcast Transaction
Table size: 9 (minimum)

nwkBroadcastDeliveryTi
me= 0x44AA2’ Octet
durations (9 seconds on
2.4 GHz)
nwkPassiveAckTimeost
0x3D0Z Octet

Duration$ (500 ms on
2.4 GHz) maximum
nwkMaxBroadcastRetrie
=2

Application designers
should take care to use
multicast and broadcast
sparingly due to the
limitations of the
broadcast bandwidth of g
network.

yes

NDF100

Does the device
support relaying
of multicast
network data
frames?

[R2])/3.3.2.1,
3.6.6

FDT1: O
FDT2: O
FDT3: X

ZigBee
PRO MM

No

ZigBee
PRO

FDT1: M
FDT2: M
FDT3: X

The coordinator and all
routers in a PRO network
shall be able to relay
member mode multicast
network data frames.

yes

NDF101

[R2)/3.3.2.1,
3.6.3.3.2

FDT1:0,
FDT2:0,
FDT3:X

ZigBee
PRO MM

No

4CCB 1629
5CCB 1633
6CCB 1633
7CCB 1629
8CCB 1633
9CCB 1633
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Doesthe device yes
support the b5 | FDTL:M
relaying of source Q g FDT2: M
routed network N FDT3: X
data frames?

NDF102 | Does thalevice [R1)/3.3.1.1.9 No
support
conditionally e FDT1: X
setting the End Q g FDT2: X
Device Initiator N FDT3:M
bit of the NWK
frame control?

NDF103 | Does the device [R1)/3.6.2.2 yes
support processing .

NWK data frames % 8 Eggm
with the End on FDT3.'X
Device Initiator N :
bit set?

NDF104 | Does the device [R1)/3.6.10 yes
support aging out
children that have e} FDT1: M
not sent a Cg)g FDT2:M
keepalive within N FDT3:X
the configured
timeout?

NDF105 | Does the device [R1)/3.6.10.4 (0] It is permissible to not yes
support reception g o FDT1:0 have support for this if
of a MAC Data Q g FDT2:0 | NDF106 is supported.
poll as arEnd N FDT3:M
Device Keepalive?,

NDF106 | Does the device [R1)/3.6.10.5 M It is permissible to not yes
support reception @ FDT1: have support for this if
of anend deice 2 8 MFDT2: | NDF105 is supported.
timeout keep on M FDT3:
alive?? (CCB N M
2144)

NDF107 | Does the device [R1)/3.6.10.8 yes
support .
persistence of the % 8 IEB%I\'\/IA
end device =) FDTS.' X
configuration for N :
end devices?

NDF108 | Does the device [R1)/3.6.10.4. M - It is permissible to not yes
support sending a 1 O have support fothis if
NWK leave & % FDT1:M | NDF109 is supported
message to an eng % 2 FDT2:M
device that is NOT] &% | FDT3:x | NDF105mustbe
in its neighbor 'gv‘ N supported to support
table? NDF108 (CCB 2239)

NDF109 | Does the device [R1)/3.6.10.4. It is permissible to not yes
support sending a 1 - have support for this if
ZDO_Mgmt eg FoT1: M | NDF108 is supported.
_Leave_Req Qo :
message to an en( $& | FRT2M | NDF105 must be
device that is NOT] 52 FDT3:X | supported to support
in its neighbor N NDF10 (CCB 2239).
table?
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NDF110 | Does the end [R1)/3.6.10.7 - No

device support om
timing itself when & % FDT1: X
it does not send a g 2 FDT2: X
keepalive to its 0 o FDT3:0
router parent SN
within its timeout?
F-GP1 | Does the device [R1})2.1.2 (0] Refer toRefer to[R7] No

support the Green
Power Feature?

and [R8] for additional
FDT1:0 | details

FDT2:0

ZigBee-PRO/
ZigBee MB

(CCB 2240 FDT3:0 | The Green Power cluste|
if implemented shall use
endpoint 242.
NDF201 | Does the device [R1)/4.3.1.1, M Included use of GP. yes
support reception 43.1.2 - »
of ZigBee NWK Oom Unconditionally
frames with non Q@ = FDT1: X | mandatory for R22
incremental 59 EDT2:x | CORE stack and later for
sequence number &% | FDT3:0 | alldevices (CCB 2240)
in the NWK .'%” N

header Sequence
Number field?

564 10.4.2.3 Network command frames
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NCF1 Does the device [R1)/3.4.1, FDT1:0 | 4 = FDT1: M yes
support the 3.6.35.1 FDT2:0 | &= FDT2: M
origination of FDT3:X | 2 Q FDT3 X
route request a )
command frames?
yes
$o | FDTL:M
o FDT2: M
20
N FDT3: X
NCF2 Does the device [R1)/3.4.1, FDT1: M s yes
support the receipf  3.6.3.5.2 FDT2:M | § = FDT1:M
of routerequest FDT3:X | 8o | FDT2:M
command frames? N & FDT3:X
yes
b5 | FDTL:M
L& | FDT2:M
o
N FDT3: X
NCF3 [R1)/3.4.1, | FDT1: M - yes
3.6.3.5.2 FDT2: M 3 = FDT1: M
FDT3:X | S0 | FDT2:M
N & FDT3: X
a
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device yes
support the b5 | FDTL:M
relaying of route Qo FDT2: M
request command N e FDT3: X
frames?
NCF4 Does the device [R1]/3.4.2, FDT1:M, s yes
support the 3.6.35.2 FDT2:M, | § < | FDTL:M
origination of FDT3:X | 8o | FDT2:M
route reply N g FDT3: X
command frames?
yes
b5 | FDTLM
o FDT2: M
20
N FDT3: X
NCF5 Does the device [R1)/3.4.2, FDT1: O s yes
support the receipf  3.6.3.5.3 FDT2:0 | §< | FDTL:M
of routereply FDT3:X | B0 | FDT2:M
command frames? N g FDT3: X
yes
b5 | FDTL:M
o FDT2: M
20
N FDT3: X

NCF6 Does the device [R1)/3.4.2, FDT1:M, s yes
support the 3.6.3.5.3 FDT2:M, s
eply command PEEL g | rorim
frames? o FDT2: M
' 3 FDT3: X
oy
N
yes
4o | FDTL:M
CCDWD: FDT2: M
=k
N FDT3: X
NCF7 Does the device [R1)/3.4.3, FDT1: M s yes
support the 3.6.1.9.3, FDT2:M | §< | FDTL:M
transmission of 3.6.3.3, FDT3:X | 8o | FDT2:M
network status 3.6.3.7.1 N o FDT3: X
command frames?
yes
5 | FDOTL:M
ﬂcﬂnn: FDT2: M
=k .
N FDT3: X
NCF8 Does the device [R1)/3.4.3, M s yes
support the receipf  3.6.1.9.3, $= FDT1: M
of network status 3.6.3.7.1 Lo | FDT2:M
command frames? N g FDT3: X
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
yes
b5 | FDTLM
% x FDT2: M
o
N FDT3: X
NCF9 Does the device [R1)/3.4.3, FDT1:M, yes
support the 3.4.9,3.4.10 | FDT2:M, =
relaying of FDT3:X =
networkcommand 8 FDT1: M
frames? In o FDT2: M
particular, does it ® FDT3: X
support the @Q
relaying of those N
command frames,
specifically
network status,
network report yes
and network
update, which
require relaying $o | FOTL:M
but for which fx | FDT2ZM
there are no N FDT3: X
special pethop
processing
requirements?
NCF100 | Does the device [R1]/3.4.4, FDT1:0, s yes
support the 3.6.1.10 FDT2:0, s
origination of FDT3:0 (@) EDTLM
leave command & FDT2 M
frames? :
ca.'; FDT3: M
2
N
yes
$o | FDTL:M
CCD77 x FDT2:M
oa :
N FDT3:M
NCF101 | Does the device [R1)/3.4.4, M s yes
support the receipf ~ 3.6.1.10 s
of leavecommand Lo M
frames? N X
yes
82|
20
N
NCF103 | Does the device [R1)/3.4.5, FDT1: O s No
support the 3.6.35.4 FDT2:0 | § =
origination of FDT3: X | B0 X
route record N &
command frames?
yes
b5 | FDTL:M
ﬂcln g FDT2: M
N FDT3: X
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NCF104 | Does the device [R1)/3.4.5, FDT1: O s No

support the receipt 3.6.354 FDT2:0 | & s
of route record FDT3:X | o X
command frames? N
yes
b5 | FDTL:M
Qo FDT2: M
o
N FDT3: X
NCF105 | Does the device [R1]/3.4.5, FDT1: O s No
support the 3.6.3.5.4 FDT20 | § =
relaying of route FDT3:X | o X
record command N
frames?
yes
b5 | FDTL:M
o FDT2: M
20
N FDT3: X
NCF106 | Does the device [R1)/3.4.6, FDT1:X No
support the 3.7.1321 FDT2:M
transmission of FDT3:M
rejoin request s
command frames? s
© | FDTL:X
o FDT2:M
© | FDT3:M
[}
2
N
No
b5 | FDTL:X
o FDT2: M
20
N FDT3: M
NCF107 | Does the device [R1)/3.4.6, FDT1: M s yes
support the 3.7.1.322 FDT2: M 3 = FDT1: M
reception ofejoin FDT3:X | §o | FDT2:M
request command N E FDT3: X
frames?
yes
b5 | FOTL:M
nc]nD: FDT2: M
NS | FDT3:X
NCF108 [R1])/3.4.7, FDT1: M = yes
371322 | FDT2M | § | FDTL:M
FDT3:X | B0 | FDT2:M
N X FDT3: X
a
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device yes
support the b5 | FDTL:M
transmission of Qo FDT2: M
rejoin response N e FDT3: X
command frames?
NCF109 | Does the device [R1])/3.4.7, FDT1: X s No
support the 371321 | FDTZ2M | § S | FDTL X
reception of rejoin FDT3: M %O FDT2: M
response N g FDT3: M
command frames?
No
o | FDTL:X
g g FDT2: M
N FDT3: M
NCF110 | Does the device [R1)/3.4.9, (0] No
support the 3.6.1.13.1 =
generation of a S
network report 8 EDT1: X
command frame. a EDT2: M
© | FDT3M
o}
2
N
No
4o | FDTL:X
Ccﬂn g FDT2: M
N FDT3: M
NCF111 | Does the device [R1]/3.4.9, O s While this feature is Click
support the 3.6.1.13.2 s FDT1: O | optional, one device in here to
reception of a Lo FDT2: O | the network must be
network report N& | FDT3:X | designated as the netwo enter text
command frame manager and for that
device this feature is
mandatory. Click
@ FDT1: O
o O
Q& | FDT2:0 here to
NI o FDT3: X enter text
NCF112 | Does the device [R1]/3.4.10, (0] While this feature is Click
support the 3.6.1.13.2 $Z | FDTL:O | optional, onedevicein | {oe 1o
generation of a L5 FDT2: O | the network must be
network update N g FDT3: X | designated as the netwo enter text
command frame. manager and for that
device thisfeature is
mandatory. Click
@ FDT1: O
o O
& | FDT2:0 here 1o
NI o EDT3: X enter text
NCF113 [R1)/3.4.10, (¢} = yes
36.1.133 = | FDTL:M
Do | FDT2:M
N % FDT3:M
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device yes
support the b5 | FDTL:M
reception of a Qo FDT2: M
network update N e FDT3: M
command frame
NCF114 | Does the device [R1]/3.4.8, FDT1:0 | 4 = No
support the 3.6.34.1 FDT2:0 | &= X
generation of a FDT3: X | 2 8
link status NE
command frame.
yes
o o FDT1: M
Qo FDT2: M
20
N FDT3: X
NCF115 | Does the device [R1]/3.4.8, FDT1: O s No
support the 3.6.1.5, FDT2:0 | § =
receptionofalink |  3.6.34.2 | FDT3:X | G0 X
status command N g
frame.
yes
4o | FDTL:M
o FDT2: M
20
N FDT3: X
NCF116 | Does the device [R1)/3.5.2, FDT1:0 yes
10 support ignoring ) 4o | FDTL:O
the NWK leave 3.6.1.10.3 FDT2: O < o FDT2: O
command? EDT3:X N FDT3: X
10CCB 1279
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10.5 Security PICS

10.5.1ZigBee security roles

Item
number

Iltem
description

Reference

ZigBee
Status

Feature set
Support

Additional
Constraints

Platform
Support

SR1

Is this device
capable of acting
in the role of a
trust center?

[R1)/1.4,
462

FDT1: M
FDT2: O
FDT3: X

FDT1: M
FDT2: O
FDT3: X

ZigBee PRO MM

FDT1: M
FDT2: O
FDT3: X

ZigBee
PRO

Upon initial network
formation, the
coordinator must at least
temporarily serve as the
trust center. After
formation, at least one of
the routers or the
coordinator must be
capable of acting in the
role of the trust centelt

is an application
responsibility to
transition the trust center|
from the coordinator to
another router device
pointed to by apsTrust
CenterAddess within all
devices in the network if
desired. For the device
whose address is
apsTrustCenterAddress,
it is mandatory to act in
the role of the trust
center. All devices in the
network shall maintain a
single consistent
definition of apsTrust
CenterAddess. It is
possible, under
application control, to
change apsTrustCenter
Address during later
network operation,

yes

however, it is the
application
responsibility to ensure
that all devices in the
network are notified of
the change.

Trust center must be
collocated with ZC (short]
address 0x0000)
throughout network life
(CCB 2178)

yes
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10.5.2 ZigBee trust center capabilities

Item Item Reference ZigBee Feature set
number description Status Support

Additional
Constraints

Platform
Support

TCC1 Is this device [R1)/1.4.1.2, SR1:0.2
capable of acting | 4.6.2.1
as a ZigBee trust
center in high
security mode?

ZigBee
PRO MM
x

Click
here to
enter text

SR1:0.2

ZigBee-
PRO

Every PRO network shal
have a Trust Center eithg
running in Standard or
High Security mode

The device designated a
the Trust Center shall be
declared a concentrator i
a PRO network and a
Many to One route shall
be created to the Trust
Center.

At least one of TCC1 or
TCC2 must be supported
if the device supports
SR1.

Trustcenter must be
collocated with ZC (short]
address 0x0000)
throughout network life
(CCB 2178)

Click
here to
enter text

TCC2 Is this device [R1)/1.4.1.2, SR1:0.2
capable of acting | 4.6.2.2
as a ZigBee trust
center in standard
mode?

ZigBee
PRO MM
<

yes

SR1:0.2

ZigBee
PRO

Every PRO network shal
have a Trust Center eithg
running inStandard or
High Security mode

The device designated a
the Trust Center shall be
declared a concentrator i
a PRO network and a
Many to One route shall
be created to the Trust
Center.

At least one of TCC1 or
TCC2 must be supported
if the device supports
SR1.

Trust center must be
collocated with ZC (short
address 0x0000)
throughout network life
(CCB 2178)

yes
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10.5.3 Modes of operation

Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
MOOL1 | Isthis device [R1)/1.4.1.2, 0.3 Click
capable of 4.6.2.1 g § here to
operating in a Q9 X
network secured S enter text
with a trust center o
running in high
security mode?
A PRO device shall join | Click
a PRO network either here to
b running in Standard or
8 03 High Security mode. enter text
on '
N At least one oMOOL1 or
MOO2 must be
supported.
MOO2 Is this device [R1)/1.4.1.2, 0.3 = yes
capable of s
operating in a To M
network secured N &
with a trust center
running in
standard mode? A PRO device shall join | yes
a PRO network either
& running in Standard or
&9 03 High Security mode.
20 '
N At least one oMOOL1 or
MOOQO2 must be
supported.
10.5.4 Security levels
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
SL1 Is this device [R1)/45.1.11 0.4 The device shall not Click
capablg of o § apply_secunty to here to
supporting Q35 X outgoing frames or
security level ,?, x accept secured incoming| enter text
0x01? o frames using anievel
other than level 0x05.
Click
$0o here to
o X
gao enter text
SL2 Is this device [R1)/45.1.11 0.4 s The device shall not Click
capable of s apply security to here to
supporting ‘g, le) X outgoing frames or
security level N & accept secured incomingl EMer €t
0x02? frames using any level
other than level 0x05.
o Click
o
S e X here to
o enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
SL3 Is this device [R1y/45.1.1.1 0.4 oS The device shall not Click
capable of oS apply security to
supporting Q o X outgoing frames or here o
security level N g accept secured incoming enter text
0x03? frames using any level
other than level 0x05.
o Click
$¢ X here to
2o enter text
SL4 Is this device [R1)/45.1.1.1 0.4 s The device shall not Click
capable of b = apply security to
supporting ':é_J,, o X outgoing frames or here o
security level N E accept secured incoming enter text
0x04? frames using any level
other than level 0x05.
o Click
39 X here to
So enter text
SL5 Is this device [R1)/45.1.11 0.4 s The device shall apply | yes
capable of s s security to outgoing
supporting Eg,, o M frames or accept secureq
security level N E incoming frames using
0x05? only level 0x05 (i.e.,
ENC-MIC-32)
es
o '
oF M
N
SL6 Is this device [R1)/45.1.11 0.4 oS The device shall not Click
capable of o s apply security to
supporting 'g, o) X outgoing frames or here .
security level N & accept secured incoming| €Nt ext
0x06? frames using any level
other than level 0x05.
o Click
$ X here to
go enter text
SL7 Is this device [R1)/45.1.1.1 04 oS The device shall not Click
capable of oS apply security to
supporting QCE,, o X outgoing frames or here .
security level N & accept secured incoming| €Nt et
0x07? frames using any level
other than level 0x05.
o Click
e X here to
oa enter text
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10.5.5 NWK layer security
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLS1 Does the device [R1)/4.3.1.1 M @) yes
support the &
security o= M
processing of 2=
NWK layer S’
outgoing frames?
yes
$o
L
NLS2 Does the device [R1)/4.3.1.2 M s yes
support the s
security %o M
processing of N g
NWK layer
incoming frames?
yes
$o
ge | "
NLS3 Does the device [R1)/4.3.1 M s yes
support the s
ZigBee secured Do M
NWK layer frame N
format?
yes
$o
ge| M
NLS4 Does the device [R1)/4.2.1.3, M s yes
support the ability 433 =
to manage deast %o M
one network key N &
and corresponding
outgoing frame
counter? yes
$o
ge| "
Page 58 Copyright & 2005-2017 zigbee alliance. All rights reserved. zigbee

This is an accepted ZigBee PICS proforma document.

alliance




zighee Documen®8-0006-07, Apr 2017

ZigBee PRO/2007 Layer PICS and Stack Profiles

Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLS5 Does the device [R1)/4.2.1.3, O All devices shall yes
support the ability | 4.3.1, 4.3.3 maintain at least 2 NWK
to manage two keys with the frame
network keys and counters consistent with
corresponding the security mode of the
outgoing frame = network (Standard or
counter? 5 High).
& M A NWK key o
o shall be treated as
2 reserved. Due to the fag
2 that a NWK key of all
N z er o Oused asa s
Adummy keyo
employed in the trust
center exchange where
pre-configured keys are
used, a NWK key of all
zerobs is
indistinguishable from yes
$ o) transport of a dummy
Yo M key.
N
NLS7 Does the device [R1)/4.2.1.3, (0] s Devices using this stack | yes
support at least 431,433 3 = profile in Standard
one frame counter Q o M Security and High
for incoming N g Security mode shall storg
NWK layer a single frame counter
frames for each per neighbor table entry
potential source of associated with the yes
incoming frames current NWK Key.
(e.g., a coordinatol
or router should
support the same
number of
counters per % o
network key as the onx M
maximum number N
of neighbor table
entries and an end
device should
support one
counter per
network keyy
NLS8 Does the device [R1)/4.4.1.2, MOO1: s See alsdhe trust centre | yes
support a setting 4.6.2.1, M $ = MOO1: M policies documeniR4].
to indicate that all 46.2.2 MOO2 | 50 | Mmooz o
incoming NWK (e} N '
frames must be
checked for
freshness (i.e., yes
nwkAllFresl). § o | Moo1 M
o4
2a MOO2: O
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
NLS9 Does the device [R1)/4.2.3, O Devices using the ZigBeq yes
support the ability 4.6 and ZigBeePRO feature
to secure all = sets shall set:
incoming and =
outgoing NWK 8 nwkSecureAllFrames =
frames (i.e., the o M TRUE
nwkSecureAllFra $
mesattribute of a
the NIB)? N
yes
$o
of M
N
NLS10 | Does the device [R1)/4.2.3, (0] s Coordinator and Router | yes
support the ability 4.6 3 S | Mmoo1: M devices employing
to reject frames Do MOOZI' 0 ZigBee and ZigBee PRO
from neighbors N & : Standard Mode security
which have not shall not reject frames
beenproperly from neighbors which
authenticated? have not been properly | yes
authenticated.
Coordinator and Router
b ) devices employing
3 % "\\"Agg;;'\g ZigBee PRO High
IN] : Security shall reject
frames from neighbors
which have not been
properly authenticated.
10.5.6 APS layer security
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ASLS1 | Does the device [R1)/4.4.1.1 M @) yes
support the &
security oS M
processing of APS| 2=
layeroutgoing =
frames? N
yes
$o
of M
N
ASLS2 | Does the device [R1)/4.4.1.2 M yes
support the
security S
processing of APS =
layer incoming e M
frames? o
(]
@
2
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
yes
22w
20
N
ASLS3 | Does the device [R1)/4.4.7.3 M s yes
support the =
ZigBee secured Lo M
APSlayer frame N &
format?
yes
82|
20
N
ASLS4 | Does the device [R1]/4.4.3, O s In ZigBee and ZigBee Click
support the ability | 4.4.10, 4.6.3 ot S | Mmoo1 M PRO Standard Mode here to
to managerust g, o MOOZI' o | security, trustenter
center master N & : master keys are optional| EMLEr EXI
keys? for all devices. In
ZigBee PRO High
Security, trust center Click
¢ o | Mmoo M master keys mandatory here to
mx : for all devices.
2a | MO02:0 enter text
ASLS5 | Does the device [R1)/4.2.3.5, (0] s In ZigBee and ZigBee Click
support the ability | 4.4.3, 4.4.6, 3 = PRO Standard and here to
to manage 4.4.10,4.6.3.5 Lo o ZigBee PRO High
application master N & security modes, enter text
keys? application master keys
are optional for all
devices. Click
e here to
o o
o enter text
ASLS6 | Does the device [R1)/4.2.1.3, (0] s yes
support the ability | 4.4.1, 4.4.10 $ =
to manage Lo o
application data N
keys and
corresponding
security material yes
(e.g., the incoming ¢ o
and outgoing omx 0
frame counters)? 2o
ASLS7 | Does the device [R1)/4.4.1.2, (@] s ZigBee and ZigBee PRO| No
support network 4.3.3 b = Standard Mode or
key incoming Do X ZigBeePRO High Mode
frame counters for N g security use nwkSecure
incoming APS AllFrames=TRUE, the
layer frames APS security header is
secured with the not employed when the | No
network key? % o network key is used for
o X incoming APS layer
go frames.
zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 61

alliance

This is an accepted ZigBee PICS proforma document.




ZigBee PRO/2007 Layer PICS and Stack Profiles

zighee Documen®8-000607, Apr 2017

Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ASLS8 | Does thalevice [R1)/4.2.3.1, (@] In ZigBee and ZigBee Click
support establish | 4.4.2,4.4.9.1 3 § MOO1: M | PRO Standard Mode here to
key service using D o) MOOZI' o security, SKKE is
the Symmetrie N & ' optional for all devices. | ENEr ext
Key Key In ZigBee PRO High
Establishment Security, SKKE is
(SKKE) protocol? mandatory for all Click
d devices.
2 | Moo1i:m here to
2a | MOO2:0 enter text
ASLS9 | Does the device [R1)/4.2.3.2, SR1: M yes
support the 4.43,4.492 g2
origination of 2o SR1: M
transportkey N X
commands? &
es
8o _ ’
% g SR1: M
N
ASLS10 | Does the device [R1)/4.2.3.2, O A newly joined device in | yes
support the receipt 4.4.3,4.4.9.2 3 § ZigBee or ZigBee PRO
of transportkey < o M Standard and ZigBee
commands? N & PROHigh Security shall
be capable of receiving
the NWK key from the
trust center via transpert | yes
@ key commands.
g e M
20
N
ASLS11 | Does the device [R1)/4.2.3.3, | FDT1: 0O yes
support the 444,4493| FDT2:0 | 3 % FDT1: M
origination of FDT3:X | B¢ FDT2: M
updatedevice N X FDT3: X
commands? &
yes
b5 | FDTL:M
Ccﬂn g FDT2: M
N FDT3: X
ASLS12 | Does the device [R1)/4.2.3.3, SR1:M s yes
support the receipt 4.4.4,4.4.9.3 =
of updatedevice 8
commands? o SR1: M
(]
@
2
N
es
§ o '
o SR1: M
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ASLS13 | Does the device [R1)/4.2.3.4, SR1:M yes

support the 4.45,449.4 3 %
origination of Do SR1: M
removedevice N &
o
commands?
yes
2 g SR1: M
N
ASLS14 | Does the device [R1)/4.2.3.4, | FDT1: O = The trust center shall be | yes
support the receipt 4.45,4.49.4| FDT2:0 | 3 s FDT1: M | able to ask a ZigBee
of removedevice FDT3: X _Cg,, o FDT2: M | router or the ZigBee
commands? N @ FDT3: X | coordinator to request
o - .
that achild device leave
the network.
yes
4o | FDTL:M
gn: FDT2: M
on
N FDT3: X
ASLS15 | Does the device [R1)/4.2.3.5, (@] es
s y
support the 4.4.6,4.4.95 3 s
origination of Lo o
requeskey N E
commands?
yes
%o
2| ©
N
ASLS16 | Does the device [R1)/4.2.3.5, SR1:M yes
support the receipt 4.4.6, 4.4.9.5 3 %
of requeskey Do SR1: M
commands? N g
yes
S g SR1: M
N
ASLS17 | Does the device [R1)/4.2.3.6, SR1:M yes
support 4.4.7,4.49.6 b §
origination of Lo SR1:M
switch-key N g
commands?
yes
S E SR1: M
N
ASLS18 | Does the device [R1)/4.2.3.6, (e} yes
support receipt of | 4.4.7,4.4.9.6 b §
switch-key Lo M
commands? N %
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
yes
$o
of M
N
ASLS19 | Does the device [R1)/4.4.3.1, SR1:M In ZigBee and ZigBee yes
support 4.49.8 3 % MOO1L: M PRO Standard security,
origination of < o MOOZ.' o the ability to originate
tunnel commands? N E ) tunnel commands from
the Trust Center is
optional unless usiniink
keys. In ZigBee PRO yes
& High Security, it is
$ 9 | MOOL:M | mandatory.
2a MOO2: O
N
ASLS20 | Does the device [R1)/4.4.3.1, (0] s MOO2: In ZigBee and ZigBee yes
support receipt of 4.49.8 s EDTL: O PRO Standard and High
tunnel commands? g, o FDT2: o security, the ability for
N EDT3: X the coordinator and all
routers to receive tunnel
commands is mandatory
MOOL1: yes
FDT1:M
FDT2:M
4o | FDT3:X
o
Sa MOO2:
FDT1: O
FDT2: O
FDT3: X
ASLS21 | Does thelevice [R1)/4.2.3.7, (0] In ZigBee and ZigBee yes
support_the_ 4.48,4.49.7 PRO Standard security,
auth_entlca_tlon the ability to support the
service using the authentication service
entity using the entity
authentication s authentication protocol i
protocol? = | optional. In ZigBee PRO
Q 'l\f)??zo High Security, it is
& :
" FDT2 O mandatory.
2 FDT3: X
2
N
MOO1: yes
FDT1:M
FDT2:M
$ o | FDT3:X
o
-,%” o MOO2:
FDT1: O
FDT2: O
FDT3: X
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580 10.5.7 Application layer security
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ALS1 Is this device [R1)/4.411, O Trust Center must yes
capable of 4.62.2 initially reside on the
learning and ZigBee coordinator but
maintaining may, under application
knowledge of its control, move t@any
trust center using s router on the PAN as
theapsTrust = long as all devices in the
CenterAddress o PAN have their
attribute in the % o apsTrustCenterAddress
AIB? o attribute updated
2 appropriately by the
."\2" application.
Trust Genter must be
collocated with ZC (short]
address 0x0000)
throughout network life
(CCB 2178)
yes
$o
of M
N
ALS2 Is this device [R1)/4.6.3.1 | FDT1: O 8 yes
capable of FDT2: 0 | a FDT1: M
following the FDT3: X | o § FDT2: M
fijoining 3 FDT3: X
network 2
procedur ¢
role of a router?
yes
4o | FOTL:M
CCDWQ: FDT2: M
20
N FDT3: X
ALS3 Is this device [R1)/4.6.3.1 (0] o No
capable of x
following the o s FDT1: X
fij oi rsécurey $<s | FDT2:M
network o FDT3: M
procedur ¢ N
role of a joining
device?
No
¢ 5 | FDTL:X
CCDWQ: FDT2: M
20
N FDT3: M
ALS4 Is this device [R1)/4.6.3.2, | TCC1: O s yes
capable of 463221 | TCC2:0| &=
following the Do SR1: M
fiauthent.i N
procedur ¢
role of a trust
center? yes
% 2 SR1: M
20
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ALS5 Is this device [R1})/4.6.3.2, | FDT1: 0O s yes
capable of 463.2.1 FDT2:0 | §= | FDTL:M
following the FDT3: X | 0 | FDT2:M
fiaut hent i NE | FDT3:X
procedur ¢
role of arouter?
yes
4o | FDTL:M
Q @ FDT2: M
N FDT3: X
ALS6 Is this device [R1)/4.6.3.2, O For devices Click
capable of 46.3.23.1 3 % implementing ZigBee here to
following the 2o o} and ZigBee PRO
faut hent i N @ Standard Security, enter text
procedur ¢ following the
role of a joining fauthentica
device with a procedured Click
preconfigured joining device with gre-
network key? ¢ o configured network key here to
o 0 is optional. For devices | enter text
So implementing ZigBee
PRO High Security, it is
prohibited.
ALS7 Is this device [R1)/4.6.3.2, O For devices yes
capable of 4.6.3.2.3.2 implementing ZigBee
following the and ZigBee PRO
Afaut hent i Standard Security,
procedur ¢ s following the
role of a joining s faut henti ca
device with a o procedured
preconfigured & o joining device with a pre
trust center link o configured trust center
key? 3 link key is optional. For
.5’ devices implementing
ZigBee PRO High
Security, it is mandatory
unless the ZigBee PRO
High Security Trust
Center policy permits in
the clear delivery of the
master key. yes
[}
g 2 o
20
N
ALS8 [R1)/4.6.3.2, o 8 = Click
46.3.2.3.3 20 o here to
& enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Is this device For devices Click
capable of implementing ZigBee
following the and ZigBee PRO here o
fflaut hent i Standard Security, enter text
procedur ¢ following the
role of a joining faut henti ca
device without procedureo
preconfigured joining device without a
network or trust pre-configured trust
center link keys? center link key is optiona
and supported by default]
@ due to the requirement tq
2 8 o permit ZigBee
20 Residential Security
N Mode devices onto PRO
Standard Security
networks as end devices
For devices
implementing ZigBee
PRO High Security, it is
optional and supported
only if the ZigBee PRO
High Security Trust
Center policy permits in
the clear delivery of the
master key.
ALS9 Is this device [R1])/4.6.3.4, | TCC1: 0O s yes
capable of 46341 | TCC220| §=
following the Do SR1: M
finet wor k N &
update pi
in the role of a
trust center? yes
$o
o SR1: M
N
ALS10 Is this device [R1)/4.6.3.4, O No
capable of 4.6.3.4.2 oS
following the &= FDT1: X
inet wor k 20 FDT2: M
update pi NE | FDT3:M
in the role of a
network device?
No
4o | FDTL:X
% E FDT2: M
N FDT3: M
ALS11 | Is this device TCC1O.| o= This item was Click
capable of 1 &= X deprecated. here o
following the TCc2:0. | 29
Ainet wor k 1 o enter text
recovery
procedur g g5 Click
role of a trust @
center? % &: X here to
N enter text
This item was ;
ALs12 © § % deprecated. Click
Lo X here to
N enter text
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Iltem Item Reference ZigBee Feature set Additional Platform

number description Status Support Constraints Support
Is this device Click
capab_le of here o
following the o
inet wor k gg X enter text
recovery oa
procedur ¢ N
role of a network
device?

ALS13 | Is this device [R1)/4.6.35, | TCCL.O| o = For ZigBee and ZigBee | qq
capable of 4.6.3.5.2 Tcc2:o| &2 SRL: O PRO Standard Security,
following the K=y g : is optional for the trust
fi e {toeend N center to perform the
application key i e fioeend application
establishment key establisme nt 0 yes
procedur ¢ ¢ @) procedure. For ZigBee
role of a trust e x SR1: 0 | PRO High Security, it is
center? N mandatory.

ALS14 | Is this device [R1]/4.6.3.5, o For ZigBee and ZigBee | ()i
capable of 46351, @ % PRO Standard Security here 0
following the 46.35.1.2 Lo o and ZigBee PRO High
"endto-end N4 Security, it is optional for| enter text
application key e the network devices to
establishment p el'r fo rk m-toterd e
procedure” in the application key )
role of a device o establishme]| Click
receiving a master s 8 o procedure. here to
key foruse with o0 enter text
the SKKE N
protocol?

ALS15 | Is this device [R1/4635, | O 9 For ZigBee and ZigBee | yeg
capable of 46.35.1, 6 Q3 o PRO Standard Security
following the 4.6.35.1.1 Qa3 and ZigBee PRO High
fi e +ioeend Security, it is optional for
application key the network devices to
establishment per for mtotehde | yes
procedur ¢ o o application ke_y
role of a device Ccﬂng 0 establishme
directly receiving N procedure.

a link key?

ALS16 | Is this device [R1]/4.6.3.6, | TCCL:O | g o yes
capable of 46.3.6.1 TCC2: O @ 3 SRL:M
following the N
inet wor k
procedur ¢
role of a trust % o yes
center? mnx SR1: M

20
N

ALS17 | Is this device [R1)/4.6.3.6, | FDT1.0, | 4 s FDTL: X No
capable of 4.6.3.6.2 FDT2:0, | = 2.'
following the FDT3:X | @0 | FPTZM
finet wor k N FDT3:X
procedur ¢
role of arouter?

o | FDTL:X No
QX | FDT2:M
oa
N FDT3: X
ALS18 [R1]/4.6.3.6, (e} 8o EDT1: X No
4.6.3.6.3 O3 FDT2:M
N %9 FDT3:M
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Is this device No
capable of
following the e FDT1: X
finet wor k gg FDT2: M
procedur ¢ N FDT3: M
role of a leaving
device?
ALS19 | Is this device [R1]/46.33, | FDTL:O | 9 o J FDTL:M yes
capable of 4.6.3.3.1 FDT2: O | @'¢ 3 FDT2: M
following the FDT3: X | § %9 EDT3: X
fi i nRAN a
portability
procedur ¢ b5 | FDTL:M yes
role of a parent? Qo FDT2: M
Q% | FDT3:X
ALS20 | Is this device [R1)/4.6.3.3, (0] o o EDT1: X No
capable of 4.6.3.3.2 Q3 FDT2: X
following the N9 EDT3 M
fi i nrRAN a
portability
procedur ¢ 5 | FDTL:X No
role of an end [raled FDT2: X

. 20
device? N FDT3: M

ALS21 Is this device [R1)/4.6.3.8, | TCC1: O 2 o For ZigBee PRO High yes
Capable of 46.3.8.1 TCC2: 0 Q 3 SR1:0 Security, the command
following the Nfiale tunneling procedure in
iic o mman d the role of a trust center
tunneling device is mandatory. Fo
procedur { Yo ZigBee aniZigBee PRO | Y€S
role of a trust < E SR1: O Standard Security, it is
center device? N optional.

ALS22 Is this device [R1])/4.6.3.8, | FDT1: 0O For ZigBee PRO High yes
capable of 4.6.3.8.2 FDT2: O Security, the command
following the FDT3: X S tunneling procedure in
ficommand = the role of a router device
tunneling 8 FDT1: O | is mandatory.For
procedur ¢ o FDT2: O | ZigBee and ZigBee PRO
role of a router? o FDT3: X | Standard Security, it is

0s] optional.
2
N
$o | FDTL:O yes
C% o FDT2: O
20
N FDT3: X

ALS23 | Does the device | [R1)/4.2.3.8, o s The Permissions | ¢jjck
support the 4.6.3.8 s Cor_]flguratlon Tabl_e is here to
permissions o optional for all devices.

- : @ ter text
configuration o [e) en
table? [

Q
0
()]
2
¢ 5 Click
Q& (o] here to
S
N enter text
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10.6 Application layer PICS
10.6.1 ZigBee security device types
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
SDT1 Is this device [R1)/4.2.4, 0.2 o This item was deprecate( yes
capable of acting 46.2 &‘ FDT1: M | infavor of SR1.
as azigBee Trust o= EDT2: O
Center? g = EDT3: X
(o))
2
yes
4o | FDTL:M
Qo FDT2: O
20
N FDT3: X
SDT2 Is this device [R1]/4.6.3 0.2 No
capable of joining
a secure ZigBee s
network only as a =
device? 8 EDT1: X
o FDT2:M
8 FDT3:M
0
2
N
No
o | FDTL:X
o FDT2:M
20
N FDT3:M
10.6.2 ZigBee APS frame format
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AFF1 Does the device [R1])/2.25.1 M s yes
support the s
general ZigBee @)
APS frame & M
format? o
Q
0
2
N
yes
g0
Sf M
N
AFF2 Does the device | [R1]/2.2.5.2.1 M 8 yes
support the o
ZigBee APS data o= M
frameformat? > =
2
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
yes
$o
BE| M
N
AFF3 Does the device [R1)/2.25.2.2 (0] s yes
support the ,2.2.6 =
ZigBee APS %o M
command frame N
format?
yes
%o
of M
N
AFF4 Does the device [R1)/2.2.5.2.3 M s yes
support the s
ZigBee APS %o M
acknowledgement N g
frame format?
yes
%o
of M
N

586

587 10.6.3 Major capabilities of the ZigBee application layer
588  Tables in the following subclauses detail the capabilities of the APL layer for ZigB&es.

589 10.6.3.1 Application layer functions

590 10.6.3.1.1 Application Support Sub-layer functions

Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ALF1 Does the [R1)/2.2.41.1 M oS yes
application ,224.1.2 2=
support subayer >0 M
support N
transmission of
data by the next
higher layer? yes
()
o O
SF M
N
ALF200 [R1)2.2411 O This must be handled by| No
g % the application.
S0 X
NE
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device No
support
transmission of @
outgoing APS 2 8 X
frames within 20
APSDE with the N
DstAddrMode set
to 0x00 (indirect)

ALF201 | Does the device [R1)/2.2.41.1 M s yes
support s
transmission of Do M
outgoing APS N X
frames within
APSDE with the
DstAddrMode set yes
to 0x01 (group b

o O
addressed) mx M

20

N

ALF202 | Does the device [R1)2.2.41.1 M s yes
support $=
transmission of 25 M
outgoing APS N @
frames within
APSDE with the
DstAddrMode set yes
to 0x02 (unicast o
using NWK a 3 M
address and o
Destination N
Endpoint)

ALF203 | Does the device [R1)2.241.1 (0] s Click
Support 3= here to
transmission of L5 o
outgoing APS N g entel’ tex.t
frames within
APSDE with the
DstAddrMode set i
to 0x03 (unicast & E“Ck ¢
using IEEE joge) ere 10
address and o o enter text
Destination N
Endpoint)

ALF2 | Does the [R1]/2.2.4.1.3 M = yes
application s
support subayer L5 M
supportreception N &
of data by the next
higher layer at the
endpoint supplied yes
by the incoming @
o O
packet? o M
20
N
ALF300 [R1)/2.2.4.1.3 (¢} oS Click
Q=
83 X here to
N & enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device Click
support reception
of incoming APS e here to
frames within 9 g X enter text
APSDE with the N
DstAddrMode set
to 0x00 (indirect)
ALF301 | Does the device [R1)/2.2.4.1.3 M s yes
support reception =
of incoming APS %o M
frames within N
APSDE with the
DstAddrMode set
to Ox01 (group yes
addressed) b
R M
=3
N
ALF302 | Does the device [R1)/2.2.4.1.3 M = yes
support reception $ =
of incoming APS To M
frames within N E
APSDEwith the
DstAddrMode set
to 0x02 (unicast yes
using NWK ) o
address and D ® M
Destination gao
Endpoint)

ALF3 Does the [R1)/2.2.4.3.1 O Binding support is yes
application ,2.2.4.3.2, optional for all devices,
support subayer 2.2.4.3.3, except that:
support BIND and 22434 o
UNBIND requests ' Source binding only
and confirms? § is supported

o (coordinator based
4 binding is
o o disallowed)
(0]
@ 1  All devices shall
g minimally respond
with
NOT_IMPLEMEN
TED
The ZigBee Coordinator
shall implement the
mechanism for matching es
@ end device bind requests y
3 o (AZD24; FDT1: M).
=3
N

ALF4 Does t he | [R1]/22.4.4.1 M s yes
application ,2.2.4.4.2 $=
support sublayer 5o M
offer the next N &
higher layer the
ability to get
application yes
information base o o
(AIB) attributes. o M

20
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ALF5 |Does t he | [R1/22443 M § s yes
application ,224.4.4 _c_ng
support sublayer N7 M
offer the next o
higher layer the
ability to set
application yes
information base $ o
(AIB) attributes. mx M
20
N
ALF100 | Does the [R1)/2.2.45.1 M s If supported, the group | Click
application ,2.2.45.2 s table in theAPS shall here to
support subayer @) contain a minimum of 16
support ADD g o group addresses. enter text
GROUP requests °
and confirms? i
2
N
o Click
89 o here to
So enter text
ALF101 | Does the [R1)/ M = Click
application 2.2.45.3, $ =
support sudayer 22454 %o (o} here to
support REMOVE N & enter text
GROUP requests
and confirms?
o Click
3 o here to
go enter text
ALF102 | Does the [R1) M s Click
application 2.2.45.5, s here to
support subayer 22456 %o o
support REMOVE N enter text
ALL GROUPS
requests and
confirms? Click
$0o here to
o (6]
o enter text
10.6.3.1.2 Application layer frames
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ADF1 [R1]/2.2.5.1, M oS yes
22521, % =
2.284.1 20 M
NE
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device yes
support the e
origination of Q g M
application data N
frames.
ADF2 Does thelevice [R1)/2.2.5.1 M s yes
support the receipt  2.2.5.2.1, s
of application data| 2.2.8.3.2, ®)
frames. 2.2.8.3.3 & M
8
0
2
N
yes
g2 w
20
N
ADF3 Does the device [R1)/ 2.2.5.1, (0] = Use of the auxiliary APS| Click
support the 22521, d s security header is here to
origination of 2.28.4.1, cé_:‘;, o) @) optional for alldevices.
application data 44.1.1 N g The application profiles enter text
frames with the shall determine
auxiliary APS requirements for use of
security header? the auxiliary APS Click
% 8 o security header. here to
o enter text
ADF4 Does the device [R1)2.25.1 (0] s Use of the auxiliary APS | Click
support the receip  2.2.5.2.1, ot = security header is here to
of application data| 2.2.8.3.2, Do (0] optional for all devices.
frames with the 2.2.8.3.3, N g The application profiles enter text
auxiliary APS 4.4.1.2 shall determine
security header? requirements for use of
the auxiliary APS Click
@ security header.
39 o here to
o enter text
ADF5 Does the device [R1)/ 2.2.5.1, (0] Use of the extended APY Yes
support the 22521, § fragmentation/re
origination of 2.2.8.4.1, o assembly header is
application data 2.25.1.8, o optional, but in all cases
frames with the 2.2.845.1 o o the parameters shall be
extended APS 3 set by agreement within
fragmentation/re g specific application
assembly header? N profiles.
Devices using the ZigBeg
and ZigBeePROfeature | veg
setsshallset:
@ o Config_Max_ZD0O
b T o _Payload = 0 (i.e. for
o e compatibility with the
earlier ZigBee feature se
ZDO messages shall not
be fragmented)
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ADF6 Does the device [R1)2.25.1 O Use of the extended APY Yes
support the receipf  2.2.5.2.1, fragmentation/re
of application data 2.2.8.3.2, assembly header is
frames with the 2.2.8.3.3, optional, but in all cases
extended APS 2.25.1.8, = the parameters shall be
fragmentation/re 2.2.8.45.2 = set by agreement within
assembly header? S specific application
o (0] profiles.
Q
3 Devices using the ZigBeg
2 and ZigBeePROfeature
N
setsshallset:
Config_Max_zZDO
_Payload =0 (i.e. for
compatibility with the
earlier ZigBee feature se
ZDO messages shall not| Yes
) be fragmented)
o (0]
20
N
10.6.3.1.3 Application layer command frames
Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF500 | Does the device [R1) 2.2.5.1, (0] oS Click
support the 22522, oS
origination of 2.2.6,4.4.1.1 5o o here to
command frames N enter text
with the auxiliary
APS security ]
header? Click
$0o here to
ox (6]
go enter text
ACF501 | Does the device [R1)/2.25.1 (0] s Click
support the receipf  2.2.5.2.1, $ = here to
of command 2.2.6, L5 0
frames with the 2.2.8.3.3, N & enter text
auxiliary APS 4.41.2
security header?
o Click
o
3 o here to
go enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF1 Does the device [R1)/4.4.9, SDT1: M yes
support the 46.2, 4.6.3.2,
origination of 4.6.3.3,
application 4.6.34,
command frames 4.6.3.5, =
from the Trust 4.6.3.6, =
Center. 4637 <
o SRL: M
[0}
&
2
N
yes
$o _
_% o SRL: M
N
ACF100 | Does the device [R1)/4.49.1 | SDT1:M s In ZigBee and ZigBee No
support the 3 = PRO Standard Security
origination of Key Lo SR1 O Mode, it isoptional to
Establishment N g originate Key
application Establishment command
command frames frames from the Trust
from the Trust Center. In ZigBee PRO | No
Center? % o High Security, it is
mx SR1: O mandatory.
20
N
ACF101 | Does the device [R1)/4.4.9.2 | SDT1:M s In ZigBee and ZigBee yes
support the $ = PRO Standard Security
origination of Lo SRL: M Mode, it is mandatory to
Transport Key N E originate Transport Key
application command frames from
commandrames the Trust Center for Key
from the Trust Type 1 (Network Key yes
Center? Standard Mode). In
ZigBee PRO High
Security Mode, it is
mandatory to originate
Transport Key command
frames from the Trust
Center for Key Type 0
(Trust Center Master
Key) and Key Type 5
¢ o (Network Key High
Qx SR1: M Security Mode). Itis
N optional in either ZigBee
and ZigBee PRO
Standad Security or
High Security to
originate Transport Key
command frames for Key
Types 4 (Trust Center
Link Key), Key Type 2
(Application Master Key)
and Key Type 3
(Application Link Key).
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF102 | Does the device [R1)/4.4.9.4 | SDT1:M s yes

support the s
origination of Do SR1: M
Remove Device N X
application
command frames
from the Trust yes
Center? % o
DEDD @ SR1: M
N
ACF103 | Does the device [R1]/4.49.6 | SDT1:M s yes
support the $=
origination of Do | SRLM
Switch Key N @
application
command frames
from the Trust yes
Center? $ o
ﬂgm g SR1: M
N
ACF104 | Does thehdevice [R1)/4.4.9.7 | SDT1:M o= Click
support the )
origination of ﬂg,g SR1: O here  to
authentication
application
command frames? MOO2: Click
§ Q o] here to
2o M%Ior enter text
ACF2 Does the device [R1)/4.4.9, SDT1:M s Mandatory for the trust | yes
support the receipt 4.6.2, 4.6.3.2, 3 = centre and optional for
of application 4.6.3.3, Lo SR1:M | other devices.
command frames 4.6.3.4, N &
at the Trust Centel 4.6.3.5,
4.6.3.6,
4.6.3.7 es
so | ’
% g SR1: M
N
ACF200 | Does the device [R1)/4.49.1 | SDT1:M = In ZigBee and ZigBee Click
support the receipt 3 = PRO Standard Security here to
of Key L5 SR1: O | Mode, it is optional to
Establishment N & receive Key enter text
application Establishment command
command frames frames from the Trust
atthe Trust Center. In ZigBee PRO Click
Center? ¢ o High Security, itis h
mx SR1: O mandatory. ere to
o enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF201 | Does the device [R1]/4.49.2 | SDT1:M In ZigBee and ZigBee yes

support the receipt PROStandard Security
of Transport Key Mode, it is mandatory to
application receive Transport Key
command frames command frames from
at the Trust the Trust Center for Key
Center? Type 1 (Network Key
% Standard Mode). In
o ZlgBeg PRO ngh_
E Security Mode, it is
© SRL'M mandatory to receive
o) Transport Key command
fp frames from the Trust
N Certer for Key Type 0
(Trust Center Master
Key) and Key Type 5
(Network Key High
Security Mode). Itis
optional in ZigBee and
ZigBee PRO Standard
Security to receive
Transport Key command
frames for Key Types 4 | Y€S
(Trust Center Link Key),
Key Type 2 (Applicatia
Master Key) and Key
Type 3 (Application Link
Key). Itis prohibited in
ZigBee PRO High
$ o Security to receive
Q & SRL: M Transport Key command
N frames for Key Types 4
(Trust Center Link Key)
and optional to receive
Transport Key command
frames for Key Type 2
(Application Master Key)
and Key Type 3
(Application Link Key).
ACF202 | Does the device [R1)/4.4.9.3 | SDT1:M s yes
support the receipt s
of Update Device Lo SRL: M
application N &
command frames
at the Trust
Center? yes
d
82 | sruMm
20
N
ACF203 | Does the device [R1)/4.495 | SDT1:M oS yes
support the receipt =
of Request Key 20 SR1: M
application N &
command frames
at the Trust
Center? yes
d
82 | sruMm
20
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF204 | Does thelevice [R1)/4.4.9.7 | SDT1:M s Click

support the receipt s here to
of entity Do X
authentication N X enter text
application
command frames?
Click

[}

$9Q | MooL:M here to

2a | MOO2:0 enter text

ACF3 Does the device [R1]/4.4.9, SDT2:M s In ZigBee and ZigBee No

support the 4.6.3 3 = FDT1: X PRO Standard Security,
origination of 2o FDT2: M | non Trust Center devices
application N E FDT3: O | may optionally originate
command frames applicationcommand
from a noATrust frames. In ZigBee PRO
Center device. MOO1: High Security, all non No
EDT1: X | Trust Center routers and
EDT2: M | the coordinator shall
e EDT3: M | originate application
Qo command frames and en
N MOO2: devices may originate
FDT1: X | application command
FDT2:M | frames.
FDT3: O
ACF300 | Does the device [R1)/4.49.1, | SDT2:M s In ZigBee and ZigBee No
support the 4.6.3.5 = PRO Standar&ecurity, it
origination of Key o is optional for all devices
: x o
Establishment a 10 to support origination of
application o Key Establishment
command frames 3 command frames from a
from a nonRTrust ,\9" non Trust Center device.
Center device? In ZigBee PRO High
Security, it is mandatory
for all devices to support| No
o origination of Key
Q g (6] Establishment command
N frames fran a non Trust
Center device.
ACF301 | Does the device [R1)/4.49.2 | SDT2:M s No
support the $ =
origination of L5 (o}
Transport Key N &
application
command frames
from a nonTrust No
Center device? @
o O
foyn 0
N
ACF302 | Does the device [R1)/4.4.9.3, | SDT2:M s Assumes it is legal to No
support the 46.34 s FDT1: M | have the Trust Center on
origination of Do FDT2: M | anonZigBee
Update Device N g FDT3: O | Coordinator device for
application the ZigBee feature set vi
command frames ZigBee-2007
from a noRTrust No
Center device? $ o FDT1: M
g x FDT2: M
20
N FDT3: O
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF303 | Does the device [R1)/4.495 | SDT2:M s yes

support the s
origination of Do 0
Request Key N X
application
command frames
from a norTrust yes
Center device? @
g 2 o
=3
N
ACF304 | Does the device [R1)/4.4.9.7, | SDT2M | O Click
support the 4.6.3.2 g here to
origination of o= o)
Authenticate 2= enter text
application =
command frames N
from a nonRTrust
Center device? . Click
§¢ o here to
o enter text
ACF4 Does the device [R1])/4.4.9, SDT1:M, s SRL: In all ZigBee and ZigBee| yes
support the receipt 4.6.3 SDT2:M 3 = FDTl'. M | PRO security modes, the
of application Lo FDT2: M | Trust Center shall receivg
command frames N g FDT3.' 0 application command
from a nonRTrust ’ frames from non Trust
Center device. Center devices. In
ZigBee and ZigBee PRO| yes
Standard Security, all no
Trust Center routers and
) the coordinator shall
¢ o FDS'IRll'.M receive application
@ FDT2: M command frames. In
N : ZigBee PRO High
FDT3: O Security, all non Trust
Center devices shall
receive application
command frames.
ACF400 | Does the device [R1)/4.49.1, | SDT1:M, s For all devices in ZigBee| yes
support the receipt 4.6.3.5 SDT2:M 3 = PRO Standard Security,
of Key Lo o receipt of Key
Establishment N E Establishment applicatior
application command frames from a
command frames non Trust Center device
from a nonTrust isoptional. In ZigBee | yes
Center device? PRO High Security,
o receipt of Key
2 8 o Establishment applicatior
oo command frames from
N non Trust Center deviceg
is mandatory in all
devices.
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
ACF401 | Does the device [R1]/4.49.2 | SDT1:M, yes

support the receipt SDT2:M s
of Transport Key s
application (e} SR1: M
command frames & SDT2: M
from a noATrust °
Center device? &
2
N
o yes
Q| SRuMm
on SDT2: M
N
ACF402 | Does the device [R1)/4.49.3, | SDT1:M s yes
support the receip{ ~ 4.6.3.4 $=
of Update Device ccfn o SR1: M
application N &
commandrames
from a noATrust
Center device? yes
$o
[Vilnd SR1: M
20
N
ACF403 | Does the device [R1)/4.49.5 | SDT1:M s yes
support the receipt 3 s
of Request Key Do SR1: M
application N
command frames
from a noATrust
Center device? yes
%0
[fald SR1: M
20
N
ACF404 | Does thedevice [R1)/4.4.9.7, | SDTL:M s Need a comment that thi§ C|ick
support the receipt 4.6.3.2 SDT2:M 3 = feature is optional in here to
of entity L5 o} ZigBee and ZigBee PRO
authenticate N g Standard Security and enter text
application mandatory for all deviceg
command frames in ZigBee PRO High
from a nonRTrust Security. Click
Center device? @
3 o here to
go enter text
ACF405 | Does thedevice [R1)4.2.1.3 | FOTLX | o o No
1 support the receipt FDT2:M | Q 3 X
of a Transport Key T3 M | N& T
message APS
encrypted with the No
default TC link @ .
key? % e SDT1:X
g% | sbT2Mm
11 ccB 1039
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) FDT1:M °
ACF406 | Does the device [R1)/4.2.1.3 EDT2:X 5} No
12 : m 3
support the =) g 5 X
transmission of a FDT3:X | N
Transport Key
message APS es
encrypted with the % o) SDT1:M Y
default TC link oo .
key? NI SDT2:X
10.6.3.1.4 Application acknowledgement frames
Iltem Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AFR1 Does the device [R1])/2.2.8.3.1 M = yes
support the ,2.2.8.3.3 =
origination of 8
application o M
acknowledgement ¢
frames. os]
2
N
es
o '
of M
N
AFR2 | Doesthe device | [R1]/2.2.8.3.2 M o yes
support the receipt , 2.2.8.3.3 E
of application o= M
acknowledgement &=
frames? 2
N
yes
¢o
of M
N
10.6.3.1.5 ZigBee Device Objects functions
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AZD700 | Does the device [R1]/4.6.3.8 O P Click
support the &= o here to
permissions o0
configuration N & enter text
table?
Click
$0o here to
oy le)
2o enter text
AZD701 [R1)/4.6.3.8 | AZD700: | < Click
0 §= | Azo700: here to
~ & 0 enter text
2CCB 1039
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Iltem Item Reference ZigBee Feature set Additional Platform

number description Status Support Constraints Support
Does thehdevice Click
support the
ModifyPermission @ here o
sCapabilityTable 2 8 AZD700: enter text
element of the 20 (0]
permissions N
configuration
table?

AZD702 | Does the device [R1]/4.6.3.8 | AZD700: s Click
support the O = here to
NetworkSettings @)
element of the & | AzD700: enter text
permissions ° O
configuration &
table? 2

N

o Click
89 | AzD700: here to
2o o enter text

AZD703 | Does the device [R1)/4.6.3.8 | AZD700: 8 Click
supp_ort Fhe (@) o < AZD700: here to
App!lcatlon = 0 ter text
Settings element m enter tex
of the permissions N
configuration
table? Click

d
&9 | AzD700: here to
2o % enter text

AZD704 | Does the device [R1)/4.6.3.8 | AZD700: oS Click
support the 0 &= | azpr00: here to
SecuritySettings 20 o)
element of the N & enter text
permissions
configuration
table? Click

&
$Q | AzD700: here to
2o o enter text

AZD705 | Does the device [R1]/4.6.3.8 | AZD700: oS Click
support the o 2= | azp7o0: here to
Application- S0 0 tor text
Commands N & enter tex
element of the
permissions
configuration Click
table? d

$Q | AzD700: here to
2o o enter text
AZD706 [R1)/4.63.8 | AZD700: | Click
0 &5 | azpr00: here to
2 % o enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does thehdevice Click
support the
SKKEWith- . here 1o
MasterKey 29 | Azp700: enter text
element of the 20 (0]
permissions N
configuration
table?
AZD707 | Does the device [R1Y/ M s Support of the rejoin yes
support the NWK 3.6.1.4.2 = mechanism for
rejoin procedure? 8 recovering from a missed
o M network update (of any
o kind) is mandatory ([R1]
& Section 2.5.5.5.4).
2
N The length of time
between hearing from its
parent, or fror_n the yes
ZigBee coordinator,
beyond which a ZigBee
¢ o) router shall initiate steps
g M to rejoin t
N of the network which has
the ZigBee coordinator in
it, is left up to the
application designer.
AZD600 | Does the device [R1)/2.5.5.5.3| FDT1: 0 s No
act as a Binding FDT2.0 | §< | FDTL:O
Table Cache? FDT3: X | 8o | FDT2:0
N E FDT3: X
No
b5 | FDTL:O
Qo FDT2: O
20
N FDT3: X
AZD601 | Does the device [R1)/2.5.55.4| FDT1: M s yes
perform thelntra- FDT2:M | §< | FDTL:M
PAN portability FDT3:X | S0 | FDT2:M
parent procedure? N g FDT3: X
yes
4o | FDTL:M
C% [ FDT2: M
20
N FDT3: X
AZD602 | Does the device [R1)/2.5.5.5.4| FDT1: X s No
perform the Intra FDT2: X s
PAN portability FDT3: M 0] .
) FDT1: X
o4
child procedure? a EDT2: X
8 FDT3: M
0
2
N
No
o | FDTL:X
% o FDT2: X
20
N FDT3: M
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AZD603 | Does the devicq [R1])/2.5.5.5.6 O For the ChannelMask yes

support the| .1,2.5.5.5.6.2, parameter, in the 2.4 Gh;
Configuration 2.55.5.6.3 % band, channel 26 shall
Parameters, either not be used or elseg
o . e
Startup Procedure| x a special provision for
and Additional e o) limited transmission
Configuration 3 power shall be imposed
Parameters? g to permit U.S. FCC
N operations.
yes
$o
of M
N
AZD1 Does the device [R1)/2.5.5.6.1 M s yes
support the s
mandatory Device %o M
and Service N g
Discovery Object?
yes
$o
SE| M
2
AZD2 Does the device [R1)/2.5.5.6.1 M s yes
support the s
mandatory %o M
attributes of the N g
Device and
Service Discovery
Object? yes
$o
SE| ™
N
AZD3 Does the device [R1})/2.5.5.6.1 (0] s Click
support the $ = here to
optionalattributes %o o
of the Device and N & enter text
Service Discovery
Object?
o Click
3 o here to
go enter text
AZD4 | Doesthe device | [R1)/255.6.1| AZD3:0 | 8= Click
support the = i here to
optional NWK N7 | AzZD3:0
address client a enter text
service of the
Device and
Service Discovery Click
Object? 8o here to
lg x AZD3: O
gao enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AZD5 Does the device [R1)/25.5.6.1| AzZD3: O s Click
support the s here to
optional IEEE Q AZD3:

e 28 ter text
address client N g enter tex
service of the
Device and
Service Discovery Click
Object? 8o here to

Qo AZD3:
NI o enter text
AZD6 Does the device [R1)/2.5.5.6.1| AzZD3: O s Click
support the = here to
optional Node Q AZD3:

o 28 ter text
Descriptor client N enter tex
service of the
Device and
Service Discovery Click
Object? $o here to

Qx | AZD3:
-f\—’" o enter text
AZD7 Does the device [R1)/2.5.5.6.1 | AZD3: O s Click
support the s here to
optional Power Lo | AzD3:
Descriptor client N & enter text
service of the
Device and
Service Discovery Click
Object? 8o here to
L& | AZD3:
NI o enter text
AZD8 Does thehdevice [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional Simple S0 | AzD3: here  to
Descriptor client N enter text
service of the
Device and
Service Discovery Click
Object? $ o here to
lg o AZD3:
go enter text
AZD9 Does the device [R1})/2.5.5.6.1| AZD3: O s Click
support the s here to
optional Active So | AzD3:
Endpoint client N & enter text
service of the
Device and
Service Discovery ;
' S
% [0d AZD3:
NI o enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AZD10 | Does the device [R1)/2.5.5.6.1 | AZD3: O Click

support the 8 h t
optional Match o = e[e t (t)
Descriptor client @< | AZD3: enter tex
service of the Q
Device and N
Service Discovery
Object?
o Click
oy e)
68 | Azp3: here to
2o enter text
AZD11 | Does thehdevice [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional Complex S0 | AzD3: here  to
Descriptorclient N & enter text
service of the
Device and
Service Discovery Click
Object? $ o her t
Qx| AZDS: ere 1o
N enter text
AZD12 | Does thehdevice [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional Complex So | AZD3: here  to
Descriptor server N & enter text
service of the
Device and
Service Discovery Click
Object? 8o here to
CE‘,, [ AZD3:
gao enter text
AZD13 | Does thehdevice [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional User S0 | AzD3: here to
Descriptor client N & enter text
service of the
Device and
Service Discovery Click
Object? 8o here to
ﬂcln o AZD3:
Sa enter text
AZD14 | Does thehdevice [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional User S0 | AzD3: here  to
Descriptor server N & enter text
service of the
Device and
Service Discovery Click
Object? $ o h i
Qx| AZDS: ere 1o
NI o enter text
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AZD17 | Does the device [R1)/2.5.5.6.1 | AZD1: M s yes

support the s
mandatonDevice Do M
Announce client N X
service of the
Device and
Service Discovery yes
Object? @
&2 M
20
N
AZD18 | Does the device [R1)/2.5.5.6.1| AZD1: M s yes
support the Device =
Announce server Lo M
service of the N &
Device and
ServiceDiscovery
Object? yes
i2] w
oqa
N
AZD19 | Does the device [R1}/2.1.3, M (for all 8 Green Power not yes
support the 2523 R22 o supported on Sub GHz
mandatory devices | o = NS network
. Q=
Security Manager not on s}
Object?(CCB GP) 2
2240) (ccB
2240) yes
[}
R M
20
N
AZD100 | Does the device [R1)/2.5.5.6.1 | AZD3: O oS Click
support the oS
optional System Lo | AZD3:0O here  to
Server Discovery N & enter text
client service of
the Device and
Service Discovery i
Object? & Click
82 | azp3:o here 1o
go enter text
AZD101 | Does thelevice [R1)/2.5.5.6.1 | AZD3: O s yes
support the s
optional System Do | AZD3: O
Server Discovery N g
server service of
the Device and
Service Discovery yes
Object? % o
_ﬂgﬂn &: SR1: M
N
AZD102 [R1)/2556.1| AZD3:0 | O Click
o = here to
S | AZD3:0O enter text
5
N
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Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device Click
support the here to
optional 8 enter text
Discovery Cache 29 )
client service of 2 g AZD3: 0
the Device and N
Service Discovery
Object?
AZD103 | Does thehdevice [R1)/2.5.5.6.1| AzZD3: O 8 Click
support the AZD3:
optional t s FDT1: O here 0
Discovery Cache 2 = FDT2: O enter text
server service of k=) FDT3: X
the Device and N
Service Discovery
Object? .
. o AZD3: Click
&9 | FDTL:O here to
2o | FDT2:0 entertext
FDT3: X
AZD104 | Does the device [R1)/2.5.5.6.1 | AzZD3: O s Click
support the s
optional _CCE,, o | AZD3:0 here 1o
Discovery Store N & enter text
client service of
the Device and
Service Discovery Click
Object? $o here to
Qo AZD3: O
2o entertext
AZD105 | Does the device [R1)/2.5.5.6.1 | AZD103: s yes
support the M = | AzD103:
optional S o Mo
Discovery Store N
server service of
the Device and
Service Discovery yes
Object? ¢
! 20 | AzD103:
x
2a M
N
AZD106 | Does the device [R1)/25.5.6.1| AZD3: O Click
support the 3 § here to
optional Node So | AZD3:0O
Descriptor Store N enter text
client service of
the Device and
Service Discovery Click
Object? o o h t
@& | AZD3:0 ere 1o
N o enter text
AZD107 [R1])/2.5.5.6.1 | AZD103: = yes
(]
M &= | AzD103:
20 M
NE
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Does thelevice yes
support the
optional Node @
Descriptor Store 2 8 AZD103:
server service of 20 M
the Device and N
Service Discovery
Object?
AZD108 | Does the device [R1)/2.55.6.1| AZD3:0 | o Click
support the E here to
optional Power s .
Descriptor Store % = AZD3: O enter text
client service of o
the Device and N
Service Discovery
Object? Click
[}
o O
S | AZD3:0 here 1o
go enter text
AZD109 | Does the device [R1)/2.,5.5.6.1 | AZD103: s yes
support the M $ = AZD103:
optional Power Do Mo
Descriptor Store N &
server service of
the Device and
Service Discovery yes
Object? @ )
© O AZD103:
o0
20 M
N
AZD110 | Does the device [R1)/2.5.5.6.1| AZD3: O Click
support the 3 % here to
optional Active S0 | AZD3:0O
Endpoint Store N enter text
client service of
the Device and
Service Discovery Click
Object? $ o here to
C% o AZD3: O
N o enter text
AZD111 | Does the device [R1)/2.,5.5.6.1 | AZD103: s yes
support the M S | AzD103:
optional Active S0 Mo
Endpoint Store N
server service of
the Device and
Service Discovery yes
Object? &
© O AZD103:
o
2a M
N
AZD112 [R1)2.5.5.6.1| AZD3:0 | Q Click
L;: = | AZD3:0 here 1o
2= ' enter text
2
N
zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 91

alliance

This is an accepted ZigBee PICS proforma document.




ZigBee PRO/2007 Layer PICS and Stack Profiles

zighee Documen®8-000607, Apr 2017

Iltem Item Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
Does the device Click
support the here to
optional Simple @ enter text
Descriptor Store g 8 AZD3: O
client service of 20
the Device and N
Service Discovery
Object?
AZD113 | Does the device [R1])/2.5.5.6.1 | AZD103: yes
support the M ¢ % )
optional Simple 25 AZD103:
Descriptor Store N X M
serverservice of e
the Device and
Service Discovery
Object? " yes
8 8 AZD103:
20 M
N
AZD114 | Does the device [R1)/2.5.5.6.1 | AZD3: O Click
support the 3 § here to
optional Remove o | AZD3: O
Node Cache client N & enter text
service of the
Device and
ServiceDiscovery i
‘o o
Ccﬂn [ AZD3: O
NI o enter text
AZD115 | Does the device [R1)/2.,5.5.6.1 | AZD103: s yes
support the M $ = AZD103:
optional Remove 25 Mo
Node Cache N &
server service of
the Device and
Service Discovery yes
Object? &
2 8 AZD103:
2a M
N
AZD116 | Does the device [R1})/2.5.5.6.1| AZD3: O oS Click
support the o
optional Find gi AZD3: O here to
Node Cache client N & enter text
service of the
Device and
Service Discovery i
‘ S
g [0d AZD3: O
N o enter text
AZD117 [R1])/2.5.5.6.1 | AZD103: oS yes
M &= | AzD103:
20 M
N X
a
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Does the device yes
support the
optional Find @
Node Cache 2 8 AZD103:
server service of 20 M
the Device and N
Service Discovery
Object?
AZD650 | Does the device [R1)/2.5.5.6.1| AzD3: O o Click
support the x
optional Extended o here o
Simple Descriptor 8 § AZD3: O enter text
client service of Q
the Device and N
Service Discovery
Object?
Click
o) here to
[fild AZD3: O
So enter text
AZD651 | Does the device [R1)/2.5.5.6.1 | AZD103: oS yes
support the M oS .
optional Extended Do AZ?AlOS.
Simple Descriptor N g
server service of
the Device and
ServiceDiscovery yes
Object? @
(N) AZD103:
o
2a M
N
AZD652 | Does the device | [R1])/2.5.5.6.1| AZD3:0 Click
o =
support the o s here to
optional Extended Do | AZD3: O
Active Endpoint N enter text
client service of
the Device and
Service Discovery i
Object? 8o r?lelfek to
o AZD3: O
ga enter text
AZD653 | Does the device [R1)/2.5.5.6.1 | AZD103: s yes
support the M $ = AZD103:
optional Extended Lo M
Active Endpoint N &
server service of
the Device and
ServiceDiscovery yes
iect?
Object: 8o | Azios:
2a M
N
AZD20 [R1)/25.5.7.1| AzD19: s yes
SDTL:M | 8
%o SR1: M
NE
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Does the device yes
support the
atributes of th &9
attributes of the
Security Manager GEDD g SRLM
Object with the N
device in a Trust
Center role?
AZD21 | Does the device [R1)/2.5.5.7.1| AzZD19: s yes
support the SDT22M | §=
mandatory T o | SDT2M
attributes of the N &
Security Manager
Object with the
device in a non yes
Trust Center role? $ o
L& | SDT2:M
o
N
AZD22 | Does the device [R1)/2.5.5.8.1 (0] s End_Device_Bind_req | yes
support the $= FDT1:M | server processing in the
optional Binding Lo FDT2: O | coordinator is required.
Manager Object? N g FDT3: O . .
The ZigBee coordinator
must process end device
bind requests and supply
@ FDT1: M Bind_req commands to yes
© O : the source of matched
o FDT2: O - .
il\‘_f’ o EDT3: O clusters in the paired end
: device bind requests.
AZD23 | Does the device [R1)/2.5.5.8.1 | AZD22: . yes
support the FDT1:0 | 3 % ',:B\S_II_DlZZO
optional End [R1)2.4321| ppr2:0 | D5 FDT2 O
Device Bind client FDT3:0 | N& | o3 g
service of the ’
Binding Manager
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD24 | Does the device [R1)/2.5.5.8.1 | AZD22: . yes
support the FOTL:M | $2 ,?DZ%ZZM
optional End [R1/2.4.4.2.1| ppr2:x | B 5 FDT2- X
Device Bind FDT3:X | N& | o130k
server service of :
the Binding
Manager Object? AZD22: yes
§ © | FDTL:M
2a FDT2: X
N FDT3: X
AZD25 | Does the device [R1)/2.5.5.8.1| AzD22: o yes
support the FDT1: O .
optional Bind [R1)2.4322 | pproio | & ?STszb
client service of FDT3:0 | ¢ % EDT2: O
the Binding Q EDT3: O
Manager Object? N ’
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" AZD22: yes
&9 | FDTL:O
o FDT2: O
N FDT3: O
AZD26 | Does the device [R1)/2.5.5.8.1 AZD2.2: oS AZD22: yes
support the FDT1:0 | o = EDT1: O
optional Bind [R1)/2.4.4.2.21 FpT2:0 | G5 FDT2 O
server service of FDT3:0 | N X .
- o FDT3: O
the Binding
Manager Object?
& AZD22: yes
& 8 FDT1: O
2a FDT2: O
N FDT3: 0
AZD27 | Does the device [R1)/2.5.5.8.1 | AZD22: . yes
support the FDT1:0 | & % ',:B\S_II_DlZZO
optional Unbind | [R12:432.3| rp12:0 | 5 | Comoig
client service of FDT3:0 | N EDT3: O
the Binding ’
Manager Object?
" AZD22: yes
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD28 | Does the device [R1)/2.5.5.8.1 AZD2.2: oS AZD22: yes
support the FDT1:0 | ¢ = EDT1: O
optional Unbind [R1)/2.4.423| EpT2: O Do EDT2: O
server service of FDT3:0 | N X .
Lo o FDT3: O
the Binding
Manager Object?
" AZD22: yes
$9Q | FOTLO
o FDT2: O
N FDT3: 0
AZD200 | Does the device [R1)/2.5.5.8.1| AZD22: 8 AZD22- No
support the FDT1:0 | o FDT1- O
optional Bind [R1/2.4324| FpT2:0 | o 2| oo
Register client FDT3:0 | m FDT3: o
service of the 2 :
Binding Manager
Object?
o AZD22: No
$9Q | FOTLO
2a FDT2: O
N FDT3: O
AZD201 | Does the device [R1)/2.5.5.8.1| AzZD22: . No
support the FDT1:0 | & § lﬁ;.?lzzo
optional Bind [R1V244.241 Fp12:0 | S5 | Fp12s O
Register server FDT3:0 | N& | 5130
service of the ’
Binding Manager
Object? No
@ AZD22:
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
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AZD202 | Does the device [R1)/25.5.8.1| AzZD22: . No

support the FDT1:0 | & § '/:A\S_II_DlZZO
optional Replace | [R1/24.325| pp12:0 | 25 FDT2 O
Device client FDT3:0 | N& | 5130
service of the ’
Binding Manager
Object? AZD22: No
& :
& 8 FDT1: O
oa FDT2: O
N FDT3: 0
AZD203 | Does the device [R1])/2.5.5.8.1| AzD22: . No
support the FDT1:0 | & % '/:AS_II_D:LZZO
optional Replace [R1)/24.425| £p12: 0 _cé_];,o EDT2 O
Device server FDT3:0 | N K& EDT3: O
service of the ’
Binding Manager
Object? AZD22- No
o :
g g FDT1: O
on FDT2: O
N FDT3: O
AZD204 | Does the device [R1)/2.5.5.8.1 | AZD22: . No
AZD22:
support the FDT1:0 | & % FDTL: O
optional Store [R1)/2432.6| rpT2:0 | G5 FDT2 O
BackupBind FDT3:0 | N & EDT3: O
Entry client '
service of the
Binding Manager ] No
Object? & AZD22:
8 8 FDT1: O
20 FDT2: O
N FDT3: 0
AZD205 | Does the device [R1)/2.5.5.8.1| AZD22: . No
support the FDT1:0 | 3 % ',:B\S_II_DlZZO
optional Store [R1)/2.4.426| EpT2: O %0 | roT2:0
Backup Bind FDT3:0 | N[ FDT3: o
Entry server ’
service of the
Binding Manager ) No
Object? @ AZD22:
8 8 FDT1: O
2a FDT2: O
N FDT3: 0
AZD206 | Does the device [R1)/2.5.5.8.1 | AZD22: o No
support the FDT1:0 | & .
optional Remove [R1)/24.327| Epr2:0 | & ',:B\S_II_DlZZO
Backup Bind FDT3:0 | 22 | rpro o
Entry client Q EDT3: O
service of the N
Binding Manager
Object?
o AZD22: No
8 8 FDT1: O
2a FDT2: O
N FDT3: 0
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AZD207 | Does the device [R1)/2.5.5.8.1 AZD2_2: oS AZD22: No

support the FDT1.0 | o = EDT1: O
optional Remove | [R1/24.4.2.7| £pr2: 0 %0 | roT2 0
Backup Bind FDT3:0 | N EDT3 O
Entry server ’
service of the
Binding Manager ) No
Object? ¢ AZD22:
& 8 FDT1: O
o FDT2: O
N FDT3: O
AZD208 | Does the device [R1])/2.5.5.8.1| AzZD22: . No
support the FDT1:0 | & § '/:AS_II_D:LZZO
optional Backup [R1)/2.4.328| EpT12: 0 _%_3;, o EDT2 O
Bind Table client FDT3:0 | N K& EDT3: O
service of the '
Binding Manager
Object? AZD22: No
o :
&Q | FDTL:O
on FDT2: O
N FDT3: O
AZD209 | Does the device | [R1]/2.5.5.8.1 AZD2.2: oS AZD22: No
support the FDT1:0 | o = EDT1: O
optional Backup | [R1/2.4.4.28| £p12: 0 %0 | roT2 0
Bind Table server FDT3:0 | N X .
_ o FDT3: O
service of the
Binding Manager
Object? AZD22- No
d) .
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD210 | Does the device | [R1)/255.8.1| AZD22: | Q AZD22: No
support the FDT1:0 | o FDT1- O
optional Recover | [R1/24.3.2.9| £p72: 0 o § FDT2 6
Bind Table client FDT3:0 | o FDT3: o
service of the 2 )
Binding Manager
Object? AZD22: No
& :
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD211 | Does the device [R1)/2.5.5.8.1 | AZD22: . No
support the FDT1:0 | 3 % ',:B\S_II_DlZZO
optional Recover | [R1/24.4.2.9| £p72: 0 %0 | roT2:0
Bind Table server FDT3:0 | N & EDT3: O
service of the '
Binding Manager
Object? AZD22: No
& :
2 8 FDT1: O
2a FDT2: O
N FDT3: 0
AZD212 [R1])/2.5.5.8.1| AzZD22: AZD22: No
FOTLO | 82 | S5rro
[R1)24321| pproig | B3 :
0 : 29 | FDT2:0
FDT3:0 o | FDT3:0
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Does the device No
support the .
optional Backup e I):Ag'll?lzzo
Source Bindtlient g g FDT2: o
service of the N FDT3: o
Binding Manager ’
Object?
AZD213 | Does the device [R1)/2.5.5.8.1 | AZD22: . No
support the FDT1:0 | & % FAS%_ZZO
optional Backup | [R1/2.4.42.11 rpr2: 0 %0 | roT2 0
Source Bind 0 FDT3:0 | N K& EDT3 O
server service of ’
the Binding
Manager Object? AZD22: No
o :
& g FDT1: O
on FDT2: O
N FDT3: 0
AZD214 | Does the device [R1)/2.5.5.8.1 | AZD22: . No
support the FDT1:0 | & % ',:B\S_II_DlZZO
optional Recover | [R1/24.3.2.1| £p72: 0 %0 | roT2 0
Source Bind client 1 FDT3:0 | N EDT3: O
service of the ’
Binding Manager
Object? . AZD2: No
&9 | FDTL:O
20 FDT2: O
N FDT3: 0
AZD215 | Does the device [R1)/2.5.5.8.1 | AZD22: . No
support the FDT1:0 | 3 % ',:ASTDlZZO
optional Recover | [R1/24.42.1 | £p72: 0 S0 | roT2 0
Source Bind 1 FDT3:0 | N & EDT3: O
server service of :
the Binding
Manager Object? AZD22: No
o :
$Q | FOTLO
on FDT2: O
N FDT3: 0
AZD29 | Does the device [R1)/2.5.5.8.1| AZD22: yes
support the FDT1: O 8 AZD22:
optional APSME FDT2:0 | & FDT1: O
BIND and FDT3:0 | 82 | oo
UNBIND service Q EDT3: O
of the Binding N ’
Manager Object?
" AZD22: yes
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD30 [R1])/2.5.5.9.1 M = yes
[}
Q=
50 M
NE
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Does the device yes
support the
mandatory NLME
GET, SET and o
NETWORK Q @ M
DISCOVERY N
services of the
Network Manager
Object?
AZD31 | Does the device [R1)/2.5.59.1| FDT1: M s yes
support the FDT2:X | §= | FDTL:M
optional NLME FDT3:X | B o | FDT2:X
NETWORK N g FDT3: X
FORMATION
service of the
Network Manager yes
Object? 4o | FDTL:M
Q& | FDT2:X
20
N FDT3: X
AZD299 | Does the device [R1)/3.2.2.5 o = Can form independent no
support the = distributed network on
optional NLME 8 FDT1:X | subGHz network and a
NETWORK o FDT2:M different digributed
FORMATION ® FDT3:M network on 2.4 GHz
service of the Q SubGHz unique channel
DistributedNetwor N list.
k Service
Primitive? [R1)/3.2.2.5 o . Can form a distributed | Click
FDT1:X network on 2.4 GHz onl
(CCB 2137) %% FDT2:M Y| here to
N FDT3:M enter text
AZD32 | Does the device [R1)2.,5.5.9.1| FDT1: X s No
support the FDT2:M | &= FDT1: X
optionalNLME FDT3:M | S0 | FDT2M
JOIN service of N & FDT3: M
the Network
Manager Object?
No
4o | FDTL:X
o FDT2: M
20
N FDT3: M
AZD300 | Does the device [R1)/2.5.5.9.1| FDT1: X P ) No
support the FDT2:M | &= FDT1: X
optional NLME FDT3:X | @0 | FPT2:M
START ROUTER NE | FDT3:X
service of the
Network Manager
Object? o COTL: X No
o O :
o FDT2: M
20
N FDT3: X
AZD33 [R1)/2.5.5.9.1| FDT1: X 8 No
FDT2:M | & FDT1: X
FDT3:M | o § FDT2: M
m FDT3: M
2
N
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Does the device No
support the @ .
mandatory NLME TNe) FDle X
h o FDT2: M
LEAVE service of 2 EDT3: M
the Network N ’
Manager Object?
AZD301 | Does the device [R1)/2.5.59.1| FDT1: M s yes
support the FDT2:M | § < | FDTL:M
optional NLME FDT3: X | 8,5 | FDT2:M
PERMIT N g FDT3: X
JOINING service
of the Network
ManagerObject? yes
4o | FDTL:M
Qo FDT2: M
oa
N FDT3: X
AZD34 | Does the device [R1)2.,5.5.9.1| FDT1:0O s yes
support the FDT2:0 | § = FDT1: O
optional NLME FDT3:0 | 8o | FDT2:0
RESET service of N g FDT3: O
the Network
Manager Object?
yes
b5 | FDTL:O
Lg [0d FDT2: O
N % | FDT3:0
AZD35 | Does the device [R1)/2.5.5.9.1| FDT1:0 s See clause 8.4.2.1 in thi§ No
support the FDT2:0 | § = FDT1: X | document, Network laye
optional NLME FDT3: O _CCE,,O FDT2: X functions, Item number
SYNC service of N g FDT3:M | NLF17.
the Network
Manager Object?
No
4o | FDTL:X
% g FDT2: X
N FDT3: M
AZD302 | Does the device [R1)/2.5.5.9.1 M s yes
support the s
mandatory NLME %o M
NWK_STATUS N g
service of the
Network Manager
Object’) yes
8o
of M
N
AZD303 [R1)/2.5.5.9.1| FDT1: 0O yes
FDT2:0 | &
FDT3:0 | O - FDT1: O
) FDT2: O
g = | FDT3:0
2
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Does the device yes
support the
optional NLME @ EDTL: O
ROUTE 88 | For2'0
DISCOVERY oa FDT3: o
service of the N ’
Network Manager
Object?
AZD36 | Does the device [R1)/2.5.5.10.| FDT1: 0O s yes
support the 1 FDT2:0 | §= | FDTLO
optional Node FDT3:0 | o | FDT2:0
Manager Object? N g FDT3: O
yes
b5 | FOTL:M
gn: FDT2: M
N % | FDT3:0
AZD37 | Does the device [R1)/2.5.5.10. | AZD36: . yes
AZD36:
support the 1 FDTLO | 2 FDT13-60
optional Node FDT2:0 | 50 | FpT2 O
Manager NWK FDT3:0 | N & EDT3: O
Discovery client ’
service?
" AZD36: yes
&QO | FDTL:O
on FDT2: O
N FDT3: 0
AZD38 | Does the device [R1])/2.5.5.10. | AZD36: . yes
support the 1 FDT1:0 | & % ,?DZ-:-DlSGM
optional Node FDT2:0 | 50 | rprasM
Manager NWK FDT3:0 | N EDT3: O
Discovery server
service?
N AZD36: yes
&9 | FOTL:M
2a FDT2: M
N FDT3: 0
AZD39 | Does the device [R1)/2.5.5.10. | AZD36: & AZD36: yes
support the 1 FDT1:0 | o FDT1: O
optional Node FDT2:0 | o % FDT2 O
Manager LQI FDT3:0 | m FDT3: o
client service? N )
N AZD36: yes
&9 | FDTL:O
2a FDT2: O
N FDT3: 0
AZD40 [R1])/2.5.5.10. | AZD36: . yes
1 FDTLO | 2 ,fDZTDf.GM
FDT2:0 | 50 | Fpr2iMm
FDT3: 0 | N g FDT3: O
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Does the device . yes
support the e IéADZTDl%M
optional Node g g FDT2: M
Manager LQI N .
server service? FDT3: 0
AZD41 | Does the device [R1])/2.5.5.10. | AZD36: . yes
support the 1 FDT1:0 | & § I):A\S'Il?feo
optional Node FDT2:0 | 30 | Fp12 O
Manager RTG FDT3:0 | N[ EDT3: O
client service? ’
" AZD36: yes
$Q | FOTL:O
oa FDT2: O
N FDT3: O
AZD42 | Does thelevice [R1)/2.5.5.10. | AZD36: . yes
support the 1 FDTLO | 2 FAS%O’_G'O
optional Node FDT2:0 | 50 | FpT2 O
Manager RTG FDT3:0 | N & EDT3: O
server service? ’
" AZD36: yes
$Q | FDTLM
on FDT2: M
N FDT3: 0
AZD43 | Does the device [R1])/2.5.5.10. | AZD36: . yes
support the 1 FDT1:0 | & % ?g.ll?feo
optional Node FDT2:0 | 50 | FpT2 O
Manager Bind FDT3:0 | N FDT3: o
client service? ’
N AZD36: yes
$Q | FOTLO
2 FDT2: O
N FDT3: 0
AZD44 | Does the device [R1)/2.5.5.10. | AZD36: . yes
support the 1 FDT1:0 | 3 % I?STDEGO
optional Node FDT2:0 | 50 | EpT2 O
Manager Bind FDT3:0 | NZ | 5130
server service? ’
b AZD36: yes
$Q | FDTLO
on FDT2: O
N FDT3: 0
AZD45 | Does the device [R1)/2.5.5.10. | AZD36: yes
support the 1 FDT1: O 8 AZD36:
optional Node FDT2:0 | & EDTL: O
Manager Leave FDT3:0 | ¢ % EDT2: O
client service? @ EDT3: O
2 :
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" AZD36: yes
&9 | FDTL:O
o FDT2: O
N FDT3: O
AZD46 | Does the device [R1)/2.5.5.10. | AZD36: . yes
support the 1 FDT1:0 | & § FADZTDlSGM
optional Node FDT2:0 | S50 | rpros M
Manager Leave FDT3:0 | N K& EDT3- O
serverservice?
& AZD36: yes
$Q | FOTLM
2 FDT2: M
N FDT3: 0
AZDA7 | Does the device [R1)/2.5.5.10. | AZD36: . No
support the 1 FDT1:0 | & % ?g.ll?feo
optional Node FDT2.0 | 50 | FpT2 O
Manager Direct FDT3:0 | N FDT3: o
Join client ’
service?
o AZD36: No
&9 | FDTL:O
2 FDT2: O
N FDT3: 0
AZD48 | Does the device [R1)/2.5.5.10. | AZD36: = No
support the 1 FDTL:O | §=
optional Node FDT2:0 | B0 X
Manager Direct FDT3:0 | N &
Join server
service?
o No
&g X
=3
N
AZD400 | Does the device [R1)/2.5.5.10. | AZD36: 8 AZD36: yes
support the 1 FDT1:0 | o FDT1: M
optional Node FDT2:0 | o % FDT2 M
Manager Permit FDT3:0 | m .
Joining client g FDT3: X
service?
" AZD36: yes
$Q | FDTLM
o FDT2: M
N FDT3: X
AZD401 | Does the device [R1)/2.5.5.10. | AZD36: . No
support the 1 FDT1:0 | 3 % I?STDEBO
optional Node FDT2:0 | B0 FDT2 O
Manager FDT3:0 | N& | 5130
Discovery Cache ’
client service?
o AZD36: No
$Q | FOTLO
on FDT2: O
N FDT3: 0
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AZD402 | Does the device [R1])/2.5.5.10. | AZD36: . No

support the 2 FDT1:0 | & § ?g-ll?feo
optional Node FDT2:0 | 50 | FpT2 O
Manager FDT3:0 | N[ EDT3 O
Discovery Cache ’
server service?
o AZD36: No
& 8 FDT1: O
20 FDT2: O
N FDT3: 0

AZD800 | Does the device [R1)/2.4.3.3. | AZD36: The ability to send the No
support the FDT1: O Mgmt_NWK_Update
optional Node FDT2: O _reg command in order t
Manager NWK FDT3: X request the target to
update client . perform an energy scan i
service? o % AZD3_6' mandatory for the

FDT1: O

Lo EDT2: O Network Channel_

N g FDT3: O Manager, and optional
for all non Network
Channel Manager router:
and the coordinator.
Applicable t02.4 GHz
channel list.

AZD801 | Does the device [R1)/2.4.3.31 AZD36: The ability to send the No
support the 0 FDT1:X Mgmt_NWK_Update
optionalNode FDT2:M _reg command in order t
Manager NWK FDT3:0 request the target to
Enhancedipdate . perform an energy scan i
client service? o % ?g—?f?( mandatory for the

Dg, o FDTZ:M Network Channel
N g FDT3.' o Manager, and optional
’ for all non Network
Channel Manager router:
and the coordinator.
Applicable to sub GHz
channel list.

AZD802 | Does the device [R1)/2.4.4.3.9| AZD36: The ability for a non yes
support the FDT1:M b Network Channel
optional Node FDT2: X = Manager to receive and
Manager NWK FDT3: X 8 AZD36: process the
update server o EDTL: M Mgmt_NWK_Update-
service? 3 FoT2 x| 'ed command is

) FDT3 X mandatory for the
N : network manager and all
routers and optional for
end devicesApplicable
to 2.4 GHz channel list.
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AZD803 | Does theVM [R1]/24.33.1 | AZD36 MM Sub- no

device support the 0 FDT1:M GHz IIF
Node Manager FDT2: X EDTL:M | !t M)ANDAT_ORY on
NWK Enhanced FDT3:X EDT2: X ALL MM Devices to
update server s FDT3:X | Support
service? < Mgmt_NWK_Enhanced
o Update_req on SubHz
@ interface .
o MM 2.4
3 GHz IIF | AllMM 2.4 GHz
< and interface and 2.4 GHz
N devices SHALLNOT
2.4GHz | gypport
Devices | \igmt NWK_Enhanced
Update_req command.
FDT1:X
FDT2:X
FDT3:X

AZD804 | Does thaViM [R1)243.3.1 | AZD36: o g T oy | No
device support the 1 ES-TF;,\); S required on SuiSHz
Mgmt_NWK_IEE FDT3: X = devices and networks thg
E_Joining_List : 8 support SubGHz
clientservice? o AZD36: network routers.

o FDT1:X

g FDT2:M | K doesn't support Sub

N FDT3:X | GHz routers therefore
not required in UK
deployed devices.

AZD805 | Does theMM [R1)/24.3.3.1 | AZD36: The ability for a non yes
device support the 1 FDT1:M Network Channel
Mgmt_NWK_IEE FDT2:X Manager to receive and
E_Joining_List FDT3:X % process the

ice?
serverservice? 5 AZD36: \I;/cl)gi;m;_NL\_Nr__rlEEE
. FDT1:M g List-req
. command is

© FDT2:X

) FDT3: X mandatoryfor the

g network manageall

N routers andhll end
devicesfor R22
Applicable to Sub GHz
and 2.4 GHz channel list

AZD806 | Does the MM (@) AZD36: yes
device support the AZD36: | £ EDT1M
Channel Change . oS
Manager? ? FOTLM @ = | FDTZ:X

FDT2: X =
N FDT3:X
FDT3:X
AZ807 Does the MM © AZD36: LINK POWER DELTA no
device support the AZD36: &= ) command is only
LINK_POWER_ FoTiM | 2= | FPTLM | supported on MM
DELTA command ) 8 EDT2: X Coordinator and Sub
on SubGHz FDT2: X o FDT3:M GHz end devices on Sub)|
interface? FDT3:M ' GHz interface.
AZD49 [R1)/2.5.6 M yes
[}
o O
oF M
N
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Doesthe device = yes
support the $=
mandatory 2o M
Configuration N E
Attributes?
AZD50 | Does the device [R1)/2.5.6 O yes
support the
optional Complex e
Descriptor Q g (0]
configuration N
attribute?
. % yes
50 °
NE
AZD51 | Does the device [R1)/2.5.6 (0] yes
support the o
optional User Q g (@]
Descriptor N
configuration
attribute?
. % yes
S0 °
N g
AZD52 | Does the device [R1)/2.5.6 O No
support the e}
optional Max Bind Q g (0]
configuration N
attribute?
9 % No
50 °
NE
AZD53 | Does the device [R1)/2.5.6 (0] No
support the )
optional Master < g (@]
Key configuration N
attribute?
9 % No
50 °
NE
AZD54 [R1)/2.5.6 FDT1: M yes
FDT2: X g o FDT1: M
FDT3:X | @& | FDT2:X
N | FDT3:X
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Does the device = yes
support the =
optional End 8 FDT1: M
Device Bind o FDT2: X
Timeout ® FDT3: X
configuration Q
attribute? N
AZD55 | Does the device [R1)/2.5.6 FDT1: M yes
support the FOT22M | $o | FDTL:M
optional Permit FDT3: X | % @ FDT2: M
JoinDuration N FDT3: X
configuration
attribute?
yes
$Z | FOTLM
Q5 | FDT2:M
N g FDT3: X
AZD56 | Does the device [R1)/2.5.6 AZD19: No
support the 0 e}
optional NWK g g AZD19: O
Security Level N
configuration
attribute?
oS No
@ = :
o | AZD19:0
Ng
AZD57 | Does the device [R1})/2.5.6 AZD19: yes
support the o) e}
optional NWK Q g AZD19: O
Secure All Frames| N
configuration
attribute?
oS yes
& = :
0 5 | AzD19:0
Ng
AZD500 | Does the device [R1)/2.5.6 AZD19: . yes
support the FOTLM | o ';ADZPEQM
optional NWK FDT2:M | & o FDT2: M
Leave Remove FDT3: X | N EDT3: X
Children ’
configuration
i ?
attribute? oS AZD19: yes
&= | FDTL:M
2 € | FDT2:M
o FDT3: X
AZD501 [R1)/2.5.6 FDT1: O No
FDT2:0 | $o | FDTLO
FDT3: X ﬂgn g FDT2: O
N FDT3: X
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Does the device = No
support the =
optional NWK Q FDT1: O
Broadcast o FDT2: O
Delivery ® FDT3: X
configuration Q
attribute? N
AZD502 | Does the device [R1)/2.5.6 FDT1: O No
support the FDT2: O
optional NWK FDT3:X | §o | FDTL:O
Transaction < g FDT2: O
Persistence Time N FDT3: X
configuration
attribute?
No
22 | FOTLO
Lo | FDT2:0
N g FDT3: X
AZD503 | Does thelevice [R1})/2.5.6 FDT1: X No
support the FDT2:X | o | FDTL:X
optional NWK FDT3:M | & g FDT2: X
Indirect Poll Rate N FDT3: M
configuration
attribute?
No
$Z | FDTLX
L5 | FDT2:X
N E FDT3: M
AZD504 | Does the device [R1)/2.5.6 FDT1: O No
support the FDT2:0 | $ 5 | FDTL:O
optional Max FDT3: X | %, g FDT2: O
Associations N FDT3: X
configuration
attribute?
No
$Z | FDTLO
Q5 | FDT2:0
N g FDT3: X
AZD505 | Does the device [R1)/2.5.6 FDT1: O No
support the FDT2.0 | $ o | FDTLO
optional NWK FDT3: X % g FDT2: O
Direct Join N FDT3: X
Addresses
configuration
attribute? No
$Z | FDTLO
So | FDT2:0
N % FDT3: X
AZD506 [R1]/25.6 | FDT1:X No
FDT2:0 | & o | FDTL:X
FDT3:0 | FDT2: O
N % | FDT3:0
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Does the device = No
support the =
optional Parent 8 FDT1: X
Link Retry o FDT2: O
Threshold ® FDT3: O
configuration Q
attribute? N
AZD507 | Does the device [R1)/3.6.10.3,| FDT1: X No
support the 3.6.1.4.3.1 FDT2: O $ o FDT1: X
mandatoryend FDT3:0 | % @ FDT2: O
device timeout N FDT3: O
Rejoin Interval
configuration
attribute? - No
3 FDT1: X
(CCB 2144) %i EDT2: O
N g FDT3: O
AZD508 | Does the device [R1)/3.6.10.3,| FDT1: X No
support the 36.143.1 | FDT2:0 | $ o | FDTL:X
optional Maxend FDT3:0 | & g FDT2: O
device timeout N FDT3: O
Rejoin Interval
configuration
attribute? 8 No
o o .
(ccmanas §43
ONY FDT3:0
N
AZD509 | When the routing | [R1]3.2.1.1.3 | FDT1:M yes
procedure FDT2:M | ”23
specifies that the FDT3:M x O .
NSDU is to be o g | FDTLM
bt do | FDT2:M
transmitted it is 32| FDT3'M
compliant to R22 .S’ a ’
per section N
3.2.1.1.3?
AZD510 | Doesthe device | [R1]3.2.2.2.1| FRTL:X | O
FDT2:0 | £
support Network : o s
Managemnt Data FDT3: O % S .
: m FDT1: X
ChannelList o 8 FDT2: O
Structure to N & FDT3: O
support one or ]
more MAC os]
interfaces? ﬁ—’,’
AZD511 | Does the device [R1]3.2.2.2.3 FDT%: é 8 % Click
support Energy FDT2: o
DetectChannellnf FDT3:0 | & 8 here o
o defined in Table Q a FDT1: X enter text
3.97 N © FDT2: O
2 | FDT3:0
N
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AZD512 | Does tlhe devicet [R1]3.2.2.3.1 Eggé g g Click

properly suppor : e}
NLME- FDT3:0 | & here 1o
NETWORK- %o | FDTL:X enter text
DISCOVERY. Na | FDT2:0
request and IN] FDT3: O
Requesprimitive
defined in Table
3.10?
; FDT1:X | O :
AZD513 E%%setlr;esiz\ggi [R1]3.2.2.5.3 FDT2- O g - Click
NLME- EDT3: O $ = here to
NETWORK % g FDT1: X enter text
_FORMATION N a FDT2: O
request and ® | FDT3:0
response %
N
AZD514 | Does tlhe devicet . 2[F;ll2 ) EB$; é g § Click
properly suppor 2.2.12. :
NLME-ED-SCAN FDT3:0 | $ 8 _ here 1o
request and ga | FDTLX enter text
response? N o | FDT2:0
2 | FDT3:0
2
AZD515 | Does t??\i(;/\lllisce [R1]3.2.2.36 EB$; é g § Click
suppor :
SET- FDT3:0 | $9 _ here 1o
INTERFACE ?_;_) % FDTl: X entertext
command and N @ FDTZ: 0
response? o> | FDT3:0
N
AZD516 | Does trtu'e\lﬂ'e\z/\lllizce [R1]3.2.2.37 EB$; é g § Click
suppor :
GET- FoT3:0 | $ 9 here to
INTERFACE ‘Cj_é" % FDTlE X enter text
command and N @ FDT2: O
response? o> | FDT30
N
AZD517 | Does the device [R1]3.4.13 FDT1: X 8 = No
support Verify FDT2:0 | o g
Link Cost FDT3:0 | 38
Command? Lo FDT1: X
NI FDT2: O
% | FDT3:0
N
AZD518 | Does the device [R1]3.6.11 FDT1: X 8 No
support Power FDT2: O %
Negotiation on FDT3: O o )
sub GHz _%E;, FDTl: X
channels? N FDT2: O
FDT3: O
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10.6.3.1.6 ZigBee Application Framework functions
Item Iltem Reference ZigBee Feature set Additional Platform
number description Status Support Constraints Support
AAF2 Does the device [R1)/2.3.2 M oS yes
support the &=
mandatory ZigBee 20 M
Descriptor N g
structures?
yes
%o
of M
N
AAF3 Does the device [R1)/2.3.2 (0] s yes
support the $ =
. ) 2
optional ZigBee S0 (0]
Complex N E
Descriptor
structure?
yes
g0
of ©
N
AAF4 Does the device [R1)/2.3.2 (0] s yes
support the $ =
optional ZigBee S0 0
User Descriptor N
structure?
yes
¢o
SF ©
N
AAF5 Does the device [R1})/2.3.2.1 M oS yes
support the 3=
transmission of 0 M
descriptors? N
yes
g0
of M
N
zigbee Copyright & 2005-2017, The ZigBee Alliance. All rights reserved. Page 111

alliance

This is an accepted ZigBee PICS proforma document.




