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Notice of use and disclosure

Copyright © ZigBee Alliance, Inc. (1996-2017). All rights Reserved. This
information within this document is the property of the ZigBee Alliance and its use
and disclosure are restricted.

Elements of ZigBee Alliance specifications may be subject to third party intellectual
property rights, including without limitation, patent, copyright or trademark rights
(such a third party may or may not be a member of ZigBee). ZigBee is not responsible
and shall not be held responsible in any manner for identifying or failing to identify
any or all such third party intellectual property rights.

No right to use any ZigBee name, logo or trademark is conferred herein. Use of any
ZigBee name, logo or trademark requires membership in the ZigBee Alliance and
compliance with the ZigBee Logo and Trademark Policy and related ZigBee policies.

This document and the information contained herein are provided on an “AS IS” basis
and ZigBee DISCLAIMS ALL WARRANTIES EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO (A) ANY WARRANTY THAT THE USE
OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OF
THIRD PARTIES (INCLUDING WITHOUT LIMITATION ANY
INTELLECTUAL PROPERTY RIGHTS INCLUDING PATENT, COPYRIGHT OR
TRADEMARK RIGHTS) OR (B) ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE OR
NONINFRINGEMENT. IN NO EVENT WILL ZIGBEE BE LIABLE FOR ANY
LOSS OF PROFITS, LOSS OF BUSINESS, LOSS OF USE OF DATA,
INTERRUPTION OF BUSINESS, OR FOR ANY OTHER DIRECT, INDIRECT,
SPECIAL OR EXEMPLARY, INCIDENTIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES OF ANY KIND, IN CONTRACT OR IN TORT, IN CONNECTION
WITH THIS DOCUMENT OR THE INFORMATION CONTAINED HEREIN,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. Al
Company, brand and product names may be trademarks that are the sole property of
their respective owners.

The above notice and this paragraph must be included on all copies of this document
that are made.
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1 Introduction

This document contains the PICS, test specification and PICS/test case cross reference for the
ZCL on/off cluster.

1.1 Conformance levels

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED" and "MAY" in this document are to be interpreted as described in [R5].

@"?Pﬁ“, i Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 9
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2.1 ZigBee Alliance documents

[R1] ZigBee Cluster Library Specification, ZigBee Alliance document 07-5123.

[R2] ZCL General Test Specification, ZigBee Alliance document 15-0xxx.

[R3] ZCL On/Off Cluster XML PICS, ZigBee Alliance document 15-0xxx.

[R4] ZigBee Lighting & Occupancy Device Specification, ZigBee Alliance document 15-
0014.

2.2 IETF documents

[R5] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, IETF RFC 2119,
March 1997.

Page 10 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @Bg&lee N
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3 PIXIT items

Item number Feature Support

OO .PIXIT.MINRI What is the minimum reporting interval for reporting | 19
attributes?

00.PIXIT.MAXRI What is the non-zero maximum reporting interval for
reporting attributes?

101

@"%Bﬁ“, i Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 11



ZCL On/Off Cluster Test Specification Errata, v1.0 ZigBee Document 16-02859-005, July 3rd, 2017

v/, PICS

103  All references are for the ZigBee Cluster Library specification [R1] unless otherwise indicated.
104  An XML version of these PICS is also available in [R3].

105 4.1 Usage

Item number Feature Reference Status Support
00.S Does the device implement the on/off cluster | 3.8.2 @) Yes/

as a server?
00.C Does the device implement the on/off cluster | 3.8.3 @] /No

as a client?

106

107 4.2 Server

108 4.2.1 Attributes

Item number Feature Reference Status Support
00.S.A0000 Does the device implement the Table 0O0.S: M Yes/
OnOff attribute? 3.42,
3.8.2.2.1
00.5.A0000.Scene Does the device implement receiving | 3.8.2.6 (OO.S.A0000 | Yes/
and responding to the scene cluster &S.S):M
commands for the OnOff attribute?
00.S.A0000.Report. Tx | Does the device implement receiving | 3.8.2.7 00.S.A0000: Yes/
and responding to the global report M

attribute commands for the OnOff
attribute and sending reports?

00.S.A4000 Does the device implement the Table 00.S: 0 Yes/
GlobalSceneControl attribute? 3.42,
3.8.2.2.2
00.S.A4001 Does the device implement the Table 00.S: 0 Yes/
OnTime attribute? 3.42,
3.8.2.2.3
00.S.A4002 Does the device implement the Table 00.Ss: 0 Yes/
OffWaitTime attribute? 3.42,
3.8.2.2.4
00.S.A4003 Does the device implement the [R4] Table | OO.S: O Yes/
StartUpOnOff attribute? 70,
27.3.1.1.1
00.S.Afffd Does the device implement the Table 2-1, | 00.S: M Yes/
ClusterRevision global attribute? 2.35.1.1

Page 12 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @Bgﬁlee <
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Item number Feature Reference Status Support
00.S.Afffe Does the device implement the Table 2-1, | O0.S: O /No
AttributeReportingStatus global 2.35.1.2
attribute?
4.2.2 Commands received
Item number Feature Reference Status Support
00.S.C00.Rsp Does the device implement receiving the Off | Table 3.43, | O0.S: M Yes/
command? 3.8.23.1
00.S.C01.Rsp Does the device implement receiving the On | Table 3.43, | 00.S: M Yes/
command? 3.8.2.3.2
00.S.C02.Rsp Does the device implement receiving the Table 3.43, | 00.S: M Yes/
Toggle command? 3.8.2.3.3
00.S.C40.Rsp Does the device implement receiving the Off | Table 3.43, | O0.S: O Yes/
with effect command? 3.8.2.34
00.S.C41.Rsp Does the device implement receiving the On | Table 3.43, | O0.S: O Yes/
with recall global scene command? 3.8.235
00.S.C42.Rsp Does the device implement receiving the On | Table 3.43, | O0.S: O Yes/
with timed off command? 3.8.2.3.6
4.3 Client
4.3.1 Attributes
Item number Feature Reference Status Support
00.C.A0000.Report.Rsp | Does the device implement sending 3.8.2.7 00.C: 0O /No
global report attribute command
requests and receiving reports for the
OnOff attribute?
00.C.Afffd Does the device implement the Table 2-1, | OO.C: M /No
ClusterRevision global attribute? 23511
0O0.C.Afffe Does the device implement the Table 2-1, | O0.C: O /No
AttributeReportingStatus global 2.35.1.2
attribute?
@%‘gﬁs°, ki Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 13
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4.3.2 Commands generated

Item number Feature Reference Status Support

00.C.C00.Tx Does the device implement sending the Off | Table 3.43, | OO.C: O /No
command? 3.8.23.1

00.C.C01.Tx Does the device implement sending the On | Table 3.43, | OO.C: O /No
command? 3.8.2.3.2

00.C.C02.Tx Does the device implement sending the Table 3.43, | 00.C: O /No
Toggle command? 3.8.2.3.3

00.C.C40.Tx Does the device implement sending the Off | Table 3.43, | OO.C: O /No
with effect command? 3.8.2.34

00.C.C41.Tx Does the device implement sending the On | Table 3.43, | OO.C: O /No
with recall global scene command? 3.8.235

00.C.C42.Tx Does the device implement sending the On | Table 3.43, | OO.C: O /No
with timed off command? 3.8.2.3.6
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5 Test specification

5.1 Introduction

5.1.1 Test case overview

The following test cases are available for the on/off cluster:

Test ID Description Reference
Global tests

OO-TC-01G Global attributes 521
Server side tests

OO-TC-01S Attributes with server as DUT 531

0O0-TC-02S Primary functionality with server as DUT 5.3.2

OO-TC-03S Secondary functionality with server as DUT 5.3.3

OO-TC-04S Scenes functionality with server as DUT 534

OO-TC-05S Reporting functionality with server as DUT 535

OO-TC-06S Startup functionality with server as DUT 5.3.6
Client side tests

0OO-TC-01C Functionality with client as DUT 54.1

5.1.2 Testing tolerances

In test cases where a change in an attribute value is tested over time, it is permitted for the
devices involved in the test to be within a tolerance of £15% of the expected value. As such,
these test cases indicate that the attribute value must be approximately equal to an expected
value, to which the £15% tolerance should then be applied. All other attribute values presented
are expected to be exact.

5.1.3 Client DUTs

For client test cases only test steps that pertain to commands that are supported on the DUT are
required to be executed. All commands in this cluster for which support is indicated in the
PICS shall be exercised, using valid, application achievable values.

Note that for the client attribute test case, it is permissible for the client not to be able to
execute any of the test steps.

The client SHALL ensure that an application link, e.g. a binding link, exists between itself and
the test harness. This should be configured before starting the test.

5.1.4 Test steps manipulating attributes

In test case steps that require more than one attribute to be manipulated (e.g. read), the tester
may decide whether it is appropriate or practical to send a single attribute manipulation

@"%Bﬁ“, i Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 15



ZCL On/Off Cluster Test Specification Errata, v1.0 ZigBee Document 16-02859-005, July 3rd, 2017

139  command, containing multiple attributes, or multiple attribute manipulation commands, each
140  containing a single attribute. The test case is designed to verify the behavior of the device
141  supporting the attribute rather that verifying the attribute manipulation command in question.
142

143
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5.2 Generic test cases

5.2.1 OO-TC-01G: Global attributes
This test case verifies the behavior of the global attributes of the on/off cluster client and

Server.

In this test, the PICS notation O0.S.Agm and OO.C.Agm represents the list of global attributes
that are specified as being mandatory for either the server or client, respectively. Similarly, the

PICS notation O0.S.Ago and OO.C.Ago represents the list of global attributes that are

specified as being optional for either the server or client, respectively.

5.2.1.1 Scope

General:

e Read attributes command (0x00)
e Read attributes response command (0x01)
e Write attributes command (0x02)
e Write attributes response command (0x04)

Basic cluster (0x0000):
e All global attributes

PICS:

e 00S5,00.C

e 00.S.Agm, O0.C.Agm, 0O0.S.Ago, O0O.C.Ago

5.2.1.2 Required devices

Designation Symbol Description
DUT Device under test implementing:
e The on/off cluster server or client.
TH @ Test harness implementing:

e The on/off cluster client or server, i.e. the
opposite cluster instantiation as
implemented on the DUT.

5.2.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

7 L e
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167 5.2.1.4 Test preparation

Link TH CLIENT with DUT SERVER

ZigBee

Before After
168
OO-TC-01G: Global attributes
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH and DUT. TH and DUT are powered on.
P3 | Join TH and DUT to a ZigBee Observe appropriate communication
network. between TH, DUT and any other
relevant node on the ZigBee network.
--- End of test case OO-TC-01G preparation ---
169
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5.2.1.5 Test procedure

OO-TC-01G: Global attributes

Item | PICS Test Harness Step DUT pass Verification
1 | OO.S.Agm, TH unicasts a ZCL read DUT unicasts a ZCL read
O00.CAIM | attributes command frameto | attributes response command frame
DUT to read each mandatory to TH containing each requested
global attribute of this cluster | attribute.
one at a time. The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).
2a | OO.S.Agm, TH unicasts a ZCL write DUT unicasts a ZCL write
OO0.CAgM | attributes command frame to | attributes response command frame
DUT to write the respective to TH for each attribute.
default value to each If the access control of DUT is set
mandatory global attribute of | to READ, the DUT response will
this cluster one at a time. indicate that the attribute write
command was not a SUCCESS. If
the access control of DUT is set to
READ/WRITE, the DUT response
will indicate that the write
command was a SUCCESS.
2b | OO.S.Agm, TH unicasts a ZCL read DUT unicasts a ZCL read
OO0.CAgM | attributes command frame to | attributes response command frame
DUT to read back each to TH containing the requested
attribute written in step 2a. attribute.
If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.
Continued...

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.
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OO-TC-01G: Global attributes

ltem

PICS

Test Harness Step

DUT pass Verification

00.S.Aqgo,

00.C.Ago

TH unicasts a ZCL read
attributes command frame to
DUT to read each optional
global attribute of this cluster
one at a time.

DUT unicasts a ZCL read
attributes response command frame
to TH containing each attribute.

If the DUT implements the
attribute, the Status field will be
equal to SUCCESS and the
command will contain the
requested attribute. If the DUT
does not implement the attribute,
the Status field will not be equal to
SUCCESS.

The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).

da

00.S.Ago,

00.C.Ago

TH unicasts a ZCL write
attributes command frame to
DUT to write the respective
default value to each optional
global attribute of this cluster
one at a time.

DUT unicasts a ZCL write
attributes response command frame
to TH for each attribute.

If the attribute is not implemented
or the access control of DUT is set
to READ, the DUT response will
indicate that the attribute write
command was not a SUCCESS. If
the attribute is implemented and the
access control of DUT is set to
READ/WRITE, the DUT response
will indicate that the write
command was a SUCCESS.

4b

00.S.Ago,

00.C.Ago

TH unicasts a ZCL read
attributes command frame to
DUT to read back each
attribute written in step 4a.

DUT unicasts a ZCL read
attributes response command frame
to TH containing the requested
attribute.

If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.

--- End of test case OO-TC-01G ---
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5.3 Server test cases

5.3.1 OO-TC-01S: Attributes with server as DUT

This test case verifies the behavior of the non-global attributes of the on/off cluster server.
In this test, the PICS notation OO.S.Am represents the list of non-global attributes that are
specified as being mandatory. Similarly, the PICS notation OO.S.Ao represents the list of non-
global attributes that are specified as being optional.

5.3.1.1 Scope

General:

e Read attributes command (0x00)
e Read attributes response command (0x01)
e Write attributes command (0x02)
e Write attributes response command (0x04)

On/off cluster (0x0006):

e All non-global attributes

PICS:
e 0O0.S,

e 00.S.Am, O0.S.Ao

5.3.1.2 Required devices

Designation Symbol Description
TH y Test harness client implementing:
CLIENT N\ e The on/off cluster client.
DUT y Device under test server:
SERVER o e The on/off cluster server.

5.3.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

7 L e
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194 5.3.1.4 Test preparation
Link TH CLIENT with DUT SERVER

ZigBee
Network DuT

SERVER

ZigBee
Network

O
Before After
195
OO-TC-01S: Attributes with server as DUT
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH CLIENT and DUT TH CLIENT and DUT SERVER are
SERVER. powered on.
P3 | Join TH CLIENT and DUT SERVER | Observe appropriate communication
to a ZigBee network. between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.
--- End of test case OO-TC-01C preparation ---
196
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5.3.1.5 Test procedure

OO-TC-01S: Attributes with server as DUT

Item | PICS Test Harness Step DUT pass Verification
1 | O0.S.Am TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT containing
read each mandatory attribute | each requested attribute.

Of th|S CIUSter one ata t|me The data type in each Command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).

2a | 00.S.Am TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
write attributes command write attributes response command
frame to DUT SERVER to frame to TH CLIENT for each
write the respective default attribute.

value to each mandatory If the access control of DUT

attribute of this cluster one ata | SERVER is set to READ, the DUT

time. SERVER response will indicate
that the attribute write command
was not a SUCCESS. If the access
control of DUT SERVER is set to
READ/WRITE, the DUT SERVER
response will indicate that the write
command was a SUCCESS.

2b | O0.S.Am TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL

read attributes command read attributes response command

frame to DUT SERVER to frame to TH CLIENT containing

read back each attribute written | the requested attribute.

in step 2a. If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.

Continued...
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OO-TC-01S: Attributes with server as DUT

Item | PICS Test Harness Step DUT pass Verification
3 | 00S.Ao TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT containing
read each optional attribute of | each attribute.
this cluster one at a time. If the DUT SERVER implements

the attribute, the Status field will be
equal to SUCCESS and the
command will contain the
requested attribute. If the DUT
SERVER does not implement the
attribute, the Status field will not be
equal to SUCCESS.

The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).

4a | O0.S.Ao TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
write attributes command write attributes response command
frame to DUT SERVER to frame to TH CLIENT for each
write the respective default attribute.
value to each optional attribute | |f the attribute is not implemented
of this cluster one at a time. or the access control of DUT

SERVER is set to READ, the DUT
SERVER response will indicate
that the attribute write command
was not a SUCCESS. If the
attribute is implemented and the
access control of DUT SERVER is
set to READ/WRITE, the DUT
response will indicate that the write
command was a SUCCESS.

Continued...
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OO-TC-01S: Attributes with server as DUT

Item | PICS Test Harness Step DUT pass Verification
4pb | 00.S.A0 TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT containing
read back each attribute written | the requested attribute.
In step 4a. If the Status field of the write

attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.

--- End of test case OO-TC-01S ---
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5.3.2 OO-TC-02S: Primary functionality with server as DUT

This test case verifies the primary functionality of the on/off cluster server.
Notes:

e This test case disables any transition time attributes that may be supported if the level
control cluster is implemented on the same endpoint as the on/off cluster.

5.3.2.1 Scope

General:
e Read attributes command (0x00)
e Read attributes response command (0x01)
e Write attributes command (0x02)
e Write attributes response command (0x04)
e Default response command (0x0b)

Onl/off cluster (0x0006):
e OnOff attribute (0x0000)
e Off command (0x00)
e On command (0x01)
e Toggle command (0x02)

Level control cluster (0x0008), if supported on the same endpoint:
e OnOffTransitionTime attribute (0x0010)
e OnTransitionTime attribute (0x0012)
e OffTransitionTime attribute (0x0013)

e 0OO0S
e 00.S5.A0000
e 00.S5.C00.Rsp —00.S.C02.Rsp

5.3.2.2 Required devices

Designation Symbol Description

TH Test harness client implementing:

DUT
SERVER

Device under test server implementing:
e The on/off cluster server.

CLIENT e The on/off cluster client.

Page 26 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @Bgﬁlee N
Comrol your wurly



ZigBee Document 16-02859-005, July 3rd, 2017 ZCL On/Off Cluster Test Specification Errata, v1.0

227 5.3.2.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

228

229 5.3.2.4 Test preparation
Link TH CLIENT with DUT SERVER

ZigBee
@ Network

ZigBee
Network

L
Before After
230
OO-TC-02S: Primary functionality with server as DUT
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH CLIENT and DUT TH CLIENT and DUT SERVER are
SERVER. powered on.
P3 | Join TH CLIENT and DUT SERVER | Observe appropriate communication
to a ZigBee network. between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.
--- End of test case OO-TC-02S preparation ---
231
232
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5.3.2.5 Test procedure

OO-TC-02S: Primary functionality with server as DUT

ltem

PICS

Test Harness Step

DUT Pass Verification

Oa

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off cluster
and the OnOffTransitionTime
attribute being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s) to
the OnOffTransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response command
frame to TH CLIENT.

0b

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off cluster
and the OnTransitionTime
attribute being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s) to
the OnTransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response command
frame to TH CLIENT.

Oc

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off cluster
and the OffTransitionTime
attribute being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s) to
the OffTransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response command
frame to TH CLIENT.

od

CC.S.C00.Rsp

TH CLIENT unicasts a ZCL
off command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to 0x00
(SUCCESS).

DUT SERVER turns off.
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OO-TC-02S: Primary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
1 CC.S.A0000 | After 2s, TH CLIENT unicasts | DUT SERVER unicasts a ZCL
a ZCL read attributes read attributes response command
command frame to DUT frame to TH CLIENT.
SERVER to read the OnOff OnOff attribute has the value 0x00.
attribute.
2a | CC.S.CO0L.Rsp | TH CLIENT unicasts a ZCL If requested, DUT SERVER
on command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to 0x00
(SUCCESS).
DUT SERVER turns on.
2b | CC.S.A0000 | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT.
read the OnOff attribute. OnOff attribute has the value 0x01.
3a | CC.S.CO0Rsp | TH CLIENT unicasts a ZCL If requested, DUT SERVER
off command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to 0x00
(SUCCESS).
DUT SERVER turns off.
3b | CC.S.A0000 | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT.
read the OnOff attribute. OnOff attribute has the value 0x00.
4a | CC.S.C02Rsp | TH CLIENT unicasts a ZCL If requested, DUT SERVER
toggle command frame to DUT | unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to 0x00
(SUCCESS).
DUT SERVER turns on.
Continued...
4b | CC.S.A0000 | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT.
read the OnOff attribute. OnOff attribute has the value 0x01.
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OO-TC-02S: Primary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
4c | CC.S.C02.Rsp | TH CLIENT unicasts a ZCL If requested, DUT SERVER
toggle command frame to DUT | unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to 0x00
(SUCCESS).
DUT SERVER turns off.
4d | CC.S.A0000 | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
read attributes command read attributes response command
frame to DUT SERVER to frame to TH CLIENT.
read the OnOff attribute. OnOff attribute has the value 0x00.
--- End of test case OO-TC-02S ---
234
235
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236 5.3.3 OO-TC-03S: Secondary functionality with server as DUT

237  This test case verifies the secondary functionality of the on/off cluster server.
238  Notes:

239 e If this test case is executed after a test that uses the Groups cluster, remove all groups
240 command then the DUT MAY need to be reset in order to restore the global scene.
241 e This test case disables any transition time attributes that may be supported if the level
242 control cluster is implemented on the same endpoint as the on/off cluster.

243 5.3.3.1 Scope

244 General:

245 e Read attributes command (0x00)

246 e Read attributes response command (0x01)
247 e Write attributes command (0x02)

248 e Write attributes response command (0x04)
249 e Default response command (0x0b)

250  Onloff cluster (0x0006):

251 e OnOff attribute (0x0000)

252 e GlobalSceneControl attribute (0x4000)

253 e OnTime attribute (0x4001)

254 e OffWaitTime attribute (0x4002)

255 e Off command (0x00)

256 e Oncommand (0x01)

257 e Off with effect command (0x40)

258 e On with recall global scene command (0x41)

259 e On with timed off command (0x42)

260  Level control cluster (0x0008), if supported on the same endpoint:
261 e OnOffTransitionTime attribute (0x0010)

262 e OnTransitionTime attribute (0x0012)

263 e OffTransitionTime attribute (0x0013)

264 e Move to level (with on/off) command (0x04)

265 PICS:

266 e 0O0.S

267 e 00.S.A0000, O0.S.A4000 — O0.S.A4002

268 e (00.S.C00.Rsp, 00.S.C01.Rsp, O0.S.C40.Rsp — 00.S.C42.Rsp
269
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270 5.3.3.2 Required devices

Designation Symbol Description
TH Test harness client implementing:
CLIENT @ e The on/off cluster client.
DUT Device under test server implementing:
SERVER @ e The on/off cluster server.

271

272 5.3.3.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

273
274

275 5.3.3.4 Test preparation

Link DUT CLIENT with TH SERVER

buT
SERVER

O
Before After
276
OO-TC-03S: Secondary functionality with server as DUT
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame to
form the network.
P2 | Power on TH CLIENT and DUT TH CLIENT and DUT SERVER are
SERVER. powered on.
P3 | Join TH CLIENT and DUT SERVER to | Observe appropriate communication
a ZigBee network. between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.
--- End of test case OO-TC-03S preparation ---
277
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5.3.3.5 Test procedure

OO-TC-03S: Secondary functionality with server as DUT

Item

PICS

Test Harness Step

DUT Pass Verification

Oa

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnOffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnOffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Ob

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Oc

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

la

00.S.CO01.Rsp

TH CLIENT unicasts a ZCL on
command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns on.

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
1b | O0.S.A0000, | TH CLIENT unicastsa ZCL read | DUT SERVER unicasts a ZCL
00.5.A4000 | attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
and GlobalSceneControl OnOff attribute has the value
attributes. 0x01. GlobalSceneControl

attribute has the value TRUE.

2a | O0.5.C40.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER
with effect command frame to unicasts a ZCL default response
DUT SERVER with the effect command frame to TH CLIENT
identifier and effect variant fields | with the status field equal to
both set to 0x00 (delayed all off). | Ox00 (SUCCESS).

DUT SERVER turns off.
2b | OO0.5.A0000, | After 5s, TH CLIENT unicastsa | DUT SERVER unicastsa ZCL
00.5.A4000 | 7CL read attributes command read attributes response
frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff and _ OnOff attribute has the value
GlobalSceneControl attributes. 0x00. GlobalSceneControl

attribute has the value FALSE.

3a | O0.S.C41.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with recall global scene command | unicasts a ZCL default response

frame to DUT SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.

3b | O0.S.A0000, | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
00.5.A4000 | attributes command frame to read attributes response

DUT SERVER to read the OnOff | command frame to TH CLIENT.

and GlobalSceneControl OnOff attribute has the value

attributes. 0x01. GlobalSceneControl

attribute has the value TRUE.

4a | O0.5.C40.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER
with effect command frame to unicasts a ZCL default response
DUT SERVER with the effect command frame to TH CLIENT
identifier and effect variant fields | with the status field equal to
both set to 0x00 (delayed all off). | Ox00 (SUCCESS).

DUT SERVER turns off.

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
4b | O0.S.A0000, | After 2s, TH CLIENT unicasts a DUT SERVER unicasts a ZCL
00.5.A4000 | 7CL read attributes command read attributes response
frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff and _ OnOff attribute has the value
GlobalSceneControl attributes. 0x00. GlobalSceneControl

attribute has the value FALSE.

4c | 00.5.C01.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER

command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.
4d | O0.S.A0000, | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
00.5.A4000 | attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
and GlobalSceneControl OnOff attribute has the value
attributes. 0x01. GlobalSceneControl

attribute has the value TRUE.

5a | O0.5.C40.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER
with effect command frame to unicasts a ZCL default response
DUT SERVER, with the effect command frame to TH CLIENT
identifier and effect variant fields | with the status field equal to

set to 0x01 (dying light) and 0x00, | 0x00 (SUCCESS).

respectively. DUT SERVER turns off.
5b | O0.S.A0000, | After 2s, TH CLIENT unicastsa | DUT SERVER unicasts a ZCL
00.5.A4000 | 7CL read attributes command read attributes response
frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff and _ OnOff attribute has the value
GlobalSceneControl attributes. 0x00. GlobalSceneControl

attribute has the value FALSE.

6a | OO.S.COLRsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER

command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
6b | 00.S.A0000, | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
00.5.A4000 | attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
and GlobalSceneControl OnOff attribute has the value
attributes. 0x01. GlobalSceneControl
attribute has the value TRUE.
6c | O0.S.C41.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with recall global scene command | unicasts a ZCL default response
frame to DUT SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER remains on.
6d | OO.S.A0000, | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
00.5.A4000 | attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
and GlobalSceneControl OnOff attribute has the value
attributes. 0x01. GlobalSceneControl
attribute has the value TRUE.
7 | 00.5.A4001, | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
00.5.A4002 | attributes command frame to read attributes response
DUT SERVER to read the command frame to TH CLIENT.
OnTime and OffWaitTime OnTime attribute has the value
attributes. 0x0000. OffWaitTime attribute
has the value 0x0000.
8a | O0.5.C42Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 1, the on | 0x00 (SUCCESS).
time field set to 0x012c (30s) and | pUT SERVER remains on.
the off wait time field set to
0x012c (30s). _
[DUT SERVER moves into the
timed on state.]
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
8b | O0.5.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388; a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a
value approximately equal to
0x012c. OffWaitTime attribute
has the value 0x012c.
9a | 00.5.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 1, the on | 0x00 (SUCCESS).
time field set to 0x012c (30s) and | pUT SERVER remains on.
the off wait time field set to
0x012c (30s). L
[DUT SERVER remains in the
timed on state.]
9b | O0.S.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to
the on/off control field set to 1, 0x00 (SUCCESS).
the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field
set to 0x012c (30s). L
[DUT SERVER remains in the
timed on state.]
9c | O0.S.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to
the on/off control field set to 1, 0x00 (SUCCESS).
the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field
set to 0x012c (30s). L
[DUT SERVER remains in the
timed on state.]
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
9d | 00.5.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to
the on/off control field setto 1, 0x00 (SUCCESS).
the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field
set to 0x012c (30s). L
[DUT SERVER remains in the
timed on state.]
9e | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388;' a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a
value approximately equal to
0x012c. OffWaitTime attribute
has the value 0x012c.
10a | O0.5.C40.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL off with effect command unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
effect identifier and effect variant | with the status field equal to
fields both set to 0x00 (delayed all | 0x00 (SUCCESS).
off). DUT SERVER turns off.
[DUT SERVER moves into the
delayed off state.]
10b | OO0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388; a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x012c.
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification

1la | O0.5.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame! to TH CLIENT
accept only when on sub-field of | with the status field equal to

the on/off control field set to 1, 0x00 (SUCCESS).

the on time field set to 0x012c DUT SERVER remains off.
(30s) and the off wait time field

set to 0x012c (30s).
(30s) [DUT SERVER remains in the

delayed off state.]

11b | O0.5.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
00.5.A4001, | 3 7CL read attributes command | read attributes response

00:5A%002 | frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the

value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x00c8.

12a | OO.S.CO1.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on command frame to DUT | unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns on.

[DUT SERVER moves into the
on state.]

12b | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
00.5.A4001, | 3 7CL read attributes command | read attributes response

00.5.A4002 frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.
Continued...

' A ZCL default response command frame is sent if requested, regardless of the value of the accept only when on sub-field of
the on/off control field.
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification

13a | O0.5.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to

the on/off control field setto 1, 0x00 (SUCCESS).

the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field

set to 0x012c (30s).
(30s) [DUT SERVER moves into the

timed on state.]

13b | O0.S.C00.Rsp | After 10s, TH CLIENT unicastsa | If requested, DUT SERVER
ZCL off command frame to DUT | unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns off.

[DUT SERVER moves into the
delayed off state.]

13c | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
00.5.A4001, | 3 7CL read attributes command | read attributes response

00:5A%002 | frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the

value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x012c.

14 | OO.S.A0000, | After 30s, TH CLIENT unicastsa | [DUT SERVER has moved into
88-2-2388; ZCL read attributes command the off state.]

= frame to DUT SERVER to read
the OnOff, OnTime and

OffWaitTime attributes. DRIV SIERVIER UnlesSs 6 A48 -

read attributes response
command frame to TH CLIENT.

OnOff attribute has the value
0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
15a | 00.5.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 1, the on | 0x00 (SUCCESS).
time field set to 0x012c (30s) and | pUT SERVER remains off.
the off wait time field set to
0x012c (30s). L
[DUT SERVER remains in the
off state.]
15b | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388;' a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.
16a | O0.5.COL.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.
[DUT SERVER moves into the
on state.]
16b | O0.S.C42.Rsp | After 10s, TH CLIENT unicastsa | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to
the on/off control field set to 1, 0x00 (SUCCESS).
the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field
set to 0x012c (30s). _
[DUT SERVER moves into the
timed on state.]
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
16¢ | O0.5.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388; a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a
value approximately equal to
0x012c. OffWaitTime attribute
has the value 0x012c.
16d | OO.S.A0000, | After 40s, TH CLIENT unicastsa | DUT SERVER has turned off.
88-2-2388; ZCL read attributes command [Note: DUT SERVER has
o frame to DUT SERVER to read moved into the off state.]
the OnOff, OnTime and
OffWaitTime attributes. :
DUT SERVER unicasts a ZCL
read attributes response
command frame to TH CLIENT.
OnOff attribute has the value
0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.
17a | O0.5.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 0, the on | 0x00 (SUCCESS).
time field set to 0x012c (30s) and | pUT SERVER turns on.
the off wait time field set to
0x012c (30s). _
[DUT SERVER moves into the
timed on state.]
17b | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388;' a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a
value approximately equal to
0x012c. OffWaitTime attribute
has the value 0x012c.
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification

18a | 00.5.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 0, the on | 0x00 (SUCCESS).

time field set to 0x012c (30s) and | pUT SERVER remains on.

the off wait time field set to

0x012c (30s).
(30s) [DUT SERVER remains in the

timed on state.]

18b | O0.S.C42.Rsp | After 10s, TH CLIENT unicastsa | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to

the on/off control field set to 0, 0x00 (SUCCESS).

the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field

set to 0x012c (30s).
(30s) [DUT SERVER remains in the

timed on state.]

18c | OO.S.A0000, | After 10s, TH CLIENT unicastsa | DUT SERVER unicasts a ZCL

88-2-2388;' ZCL read attributes command read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a

value approximately equal to
0x00c8. OffWaitTime attribute
has the value 0x012c.

19a | O0.S.C00.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER

command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns off.

[DUT SERVER moves into the
delayed off state.]

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification

19b | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
00.5.A4001, | 3 7CL read attributes command | read attributes response

00544002 | frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the

value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x012c.

20a | O0.5.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 0, the on | 0x00 (SUCCESS).

time field set to 0x012c (30s) and | pUT SERVER remains off.

the off wait time field set to

0x012c (30s).
(30s) [DUT SERVER remains in the

delayed off state.]

20b | O0.S.A0000, | After 10s, TH CLIENT unicasts a | DUT SERVER unicasts a ZCL

88-2-2388; ZCL read attributes command read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the

value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x00c8.

21a | 00.S.C01.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER

command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.

[DUT SERVER moves into the
on state.]

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
21b | O0.5.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388; a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.
22a | 00.5.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to
the on/off control field set to 0, 0x00 (SUCCESS).
the on time field set to 0x012c DUT SERVER remains on.
(30s) and the off wait time field
set to 0x012c¢ (30s). )
[DUT SERVER moves into the
timed on state.]
22b | O0.S.C00.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER
command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns off.
[DUT SERVER moves into the
delayed off state.]
22c | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388;' a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x012c.
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
22d | O0.S.A0000, | After 40s, TH CLIENT unicastsa | [DUT SERVER has moved into
88-2-2388; ZCL read attributes command the off state.]

frame to DUT SERVER to read
the OnOff, OnTime and

OffWaitTime attributes. PRI S SRV e e 4G -

read attributes response
command frame to TH CLIENT.

OnOff attribute has the value
0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.

23a | 00.5.C42.Rsp | After 10s, TH CLIENT unicasts a | If requested, DUT SERVER
ZCL on with timed off command | unicasts a ZCL default response
frame to DUT SERVER, with the | command frame to TH CLIENT
accept only when on sub-field of | with the status field equal to

the on/off control field set to O, 0x00 (SUCCESS).

the on time field set to 0x012c DUT SERVER turns on.

(30s) and the off wait time field

set to 0x012c (30s).
(309 [DUT SERVER moves into the

timed on state.]

23b | 00.5.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
00.5.A4001, | 3 7CL read attributes command | read attributes response

00:5.A%002 | frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has a

value approximately equal to
0x012c. OffWaitTime attribute
has the value 0x012c.

23c | O0.S.A0000, | After 40s, TH CLIENT unicastsa | DUT SERVER has turned off.

88-2-2388;' ZCL read attributes command [DUT SERVER has moved into
" frame to DUT SERVER to read the off state.]

the OnOff, OnTime and

OffWaitTime attributes. ]
DUT SERVER unicasts a ZCL

read attributes response
command frame to TH CLIENT.

OnOff attribute has the value
0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.

Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
24a | O0.S.C42.Rsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
with timed off command frame to | unicasts a ZCL default response
DUT SERVER, with the accept command frame to TH CLIENT
only when on sub-field of the with the status field equal to
on/off control field set to 0, the on | 0x00 (SUCCESS).
time field set to 0x012c (30s) and | pUT SERVER turns on.
the off wait time field set to
0x012c (30s). )
[DUT SERVER moves into the
timed on state.]
24b | LC.S.C04.Rsp | If the level control cluster is If requested, DUT SERVER
supported on the same endpoint | unicasts a ZCL default response
as the on/off cluster: command frame to TH CLIENT
After 10s, TH CLIENT unicasts a | With the status field equal to
ZCL move to level with (on/offy | 0x00 (SUCCESS).
command frame to DUT DUT SERVER turns off.
SERVER, with the level field set
to 0x00. [DUT SERVER moves into the
Otherwise: delayed off state.]
After 10s, TH CLIENT unicasts a
ZCL off command frame to DUT
SERVER.
24c | O0.S.A0000, | TH CLIENT immediately unicasts | DUT SERVER unicasts a ZCL
88-2-2388; a ZCL read attributes command | read attributes response
= frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x00. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has a value
approximately equal to 0x012c.
Continued...
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OO-TC-03S: Secondary functionality with server as DUT

Item | PICS

Test Harness Step

DUT Pass Verification

25a | LC.S.C04.Rsp

If the level control cluster is
supported on the same endpoint
as the on/off cluster:

After 10s, TH CLIENT unicasts a
ZCL move to level with (on/off)
command frame to DUT
SERVER, with the level field set
to Oxfe.

Otherwise:

After 10s, TH CLIENT unicasts a
ZCL on command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to

0x00 (SUCCESS).

DUT SERVER turns on.

[DUT SERVER moves into the

on state.]

25p | 00.S.A0000,

TH CLIENT immediately unicasts

DUT SERVER unicasts a ZCL

88-2-2388; a ZCL read attributes command | read attributes response
~ frame to DUT SERVER to read command frame to TH CLIENT.
the OnOff, OnTime and OnOff attribute has the value
OffWaitTime attributes. 0x01. OnTime attribute has the
value 0x0000. OffWaitTime
attribute has the value 0x0000.
--- End of test case OO-TC-03S ---
279
280
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5.3.4 OO-TC-04S: Scenes functionality with server as DUT

This test case verifies the scenes functionality of the on/off cluster server.
Notes:

e This test case disables any transition time attributes that may be supported if the level
control cluster is implemented on the same endpoint as the on/off cluster.

5.3.4.1 Scope

General:
e Read attributes command (0x00)
e Read attributes response command (0x01)
e Write attributes command (0x02)
e Write attributes response command (0x04)
e Default response command (0x0b)

Groups cluster (0x0004):
e Add group command (0x00)
e Add group response command (0x00)
e Get group membership command (0x02)
e Get group membership response command (0x02)
e Remove all groups command (0x04)

Scenes cluster (0x0005):
e Remove all scenes command (0x03)
e Remove all scenes response command (0x03)
e Store scene command (0x04)
e Store scene response command (0x04)
e Recall scene command (0x05)

On/off cluster (0x0006):
e OnOff attribute (0x0000)
e Off command (0x00)
e On command (0x01)

Level control cluster (0x0008), if supported on the same endpoint:
e OnOffTransitionTime attribute (0x0010)
e OnTransitionTime attribute (0x0012)
e OffTransitionTime attribute (0x0013)
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314  PICS:
315 e GS,SS,00s5S

316 e G.S.C00.Rsp, G.S.C02.Rsp-G.S.CO4.Rsp
317 e G.S.C00.TX, G.S.C02.T, G.S.C03.Tx
318 e S.S.CO4.Rsp, S.S.CO5.Rsp

319 e S.S.C04.Tx

320  00.S.A0000, 00.S.A0000.Scene

321 e 00.5.C00.Rsp, 00.S.COL.Rsp

322 5.3.4.2 Required devices

Designation Symbol Description

TH Test harness client implementing:
CLIENT e The groups cluster client,
e The scenes cluster client and
e The on/off cluster client.

DUT Device under test server implementing:
SERVER e The groups cluster server,
e The scenes cluster server and
e The on/off cluster server.

323

324 5.3.4.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

325
326

Page 50 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @Bgﬁlee <
Conmal your wurld



ZigBee Document 16-02859-005, July 3rd, 2017

ZCL On/Off Cluster Test Specification Errata, v1.0

327 5.3.4.4 Test preparation

Link TH CLIENT with DUT SERVER

Before

ZigBee

After

OO-TC-04S: Scenes functionality with server as DUT

Preparation Step

Observation

Form a ZigBee network.

Observe appropriate command frame to
form the network.

Power on TH CLIENT and DUT
SERVER.

TH CLIENT and DUT SERVER are
powered on.

Join TH CLIENT and DUT SERVER to
a ZigBee network.

Observe appropriate communication
between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.

328
ltem
P1
p2
P3
329
330

--- End of test case OO-TC-04S preparation ---
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5.3.4.5 Test procedure

OO-TC-04S: Scene functionality with server as DUT

Item | PICS

Test Harness Step

DUT Pass Verification

0a |-

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnOffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnOffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

la | G.S.C04.Rsp

TH CLIENT unicasts a ZCL
remove all groups command
frame to DUT SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

Continued...
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OO-TC-04S: Scene functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
1b | G.S.C02.Rsp, | TH CLIENT unicasts a ZCL get DUT SERVER unicasts a ZCL
G.S.C02.TX | group membership command get group membership response
frame to DUT SERVER with the | command frame with the group
group count field set to 0x00. count field equal to 0x00.
1c | G.S.C00.Rsp, | TH CLIENT unicasts ZCL add DUT SERVER unicasts a ZCL
G.5.C00.Tx | group command to DUT add group response command
SERVER, with the group ID field | frame to TH CLIENT with the
set to 0x0001. status field equal to 0x00
(SUCCESS) and the group ID
field equal to 0x0001.
2 | SS.CO3.Rsp, | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
S.5.C03.Tx | remove all scenes command remove all scenes response
frame to DUT SERVER with the | command frame to TH CLIENT
group ID field set to 0x0001. with the status field equal to
0x00 (SUCCESS) and the group
ID field equal to 0x0001.
3a | O0.5.COLRsp | TH CLIENT unicasts a ZCL on If requested, DUT SERVER
command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns on.
3b | O0.5.A0000. | TH CLIENT unicasts a ZCL store | DUT SERVER unicasts a ZCL
205@64 . scene command frame to DUT store scene response command
socosy | SERVER with the group ID field | frame to TH CLIENT with the
T set to 0x0001 and the scene 1D status field set to 0x00
field set to 0x01. (SUCCESS), the group ID field
set to 0x0001 and the scene ID
field set to 0x01.
3c | O0.S.A0000 | TH CLIENT unicastsa ZCL read | DUT SERVER unicasts a ZCL
attributes command frame for the | read attributes response
OnOff attribute to DUT SERVER. | command frame to TH CLIENT.
OnOff attribute has the value
0x01.
3d | O0.5.C00.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER

command frame to DUT
SERVER.

unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns off.
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OO-TC-04S: Scene functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
Continued...
3e | OO.S.A0000 | After 2s, TH CLIENT unicastsa | DUT SERVER unicasts a ZCL
ZCL read attributes command read attributes response
frame for the OnOff attribute to command frame to TH CLIENT.
DUT SERVER. OnOff attribute has the value
0x00.
3f | O0.S.A0000. | TH CLIENT unicasts a ZCL If requested, DUT SERVER
gcggés . recall scene command frame to unicasts a ZCL default response
>RSP DUT SERVER with the group ID | command frame to TH CLIENT
field set to 0x0001 and the scene | with the status field equal to
ID field set to Ox01. 0x00 (SUCCESS).
DUT SERVER turns on.
3g | O0.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame for the | read attributes response
OnOff attribute to DUT SERVER. | command frame to TH CLIENT.
Verify that the value of the
OnOff attribute is the same as
was returned in step 3c.
--- End of test case OO-TC-04S ---
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5.3.5 OO-TC-05S: Reporting functionality with server as DUT

This case test verifies the attribute reporting behavior of the on/off cluster server.
Notes:

e This test case disables any transition time attributes that may be supported if the level
control cluster is implemented on the same endpoint as the on/off cluster.

5.3.5.1 Scope

General:
e Read attributes command (0x00)
e Read attributes response command (0x01)
e Configure reporting command (0x06)
e Configure reporting response command (0x07)
e Report attributes command (0x0a)
e Default response command (0x0b)

Onl/off cluster (0x0006):
e  OnOff attribute (0x0000)
e Off command (0x00)
e On command (0x01)

Level control cluster (0x0008), if supported on the same endpoint:
e OnOffTransitionTime attribute (0x0010)
e OnTransitionTime attribute (0x0012)
e OffTransitionTime attribute (0x0013)

PIXIT:
e OO.PIXIT.MINRI, OO.PIXIT.MAXRI

e 00.S

e 00.S.A0000

e 00.S.A0000.Report. Tx

e 00.S.C00.Rsp, O0.S.CO1.Rsp
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363 5.3.5.2 Required devices

Designation Symbol Description

TH y Test harness client implementing:

DUT y Device under test server implementing:
SERVER o e The on/off cluster server.

CLIENT ( CL'ENT> e The on/off cluster client.

364

365 5.3.5.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

366
367
368
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5.3.5.4 Test preparation

Link TH CLIENT with DUT SERVER

_ o

ZigBee

Network DUT
SERVER

A

-~

Before

ZigBee
Network DUT
After

OO-TC-05S: Reporting functionality with server as DUT

Item | Preparation Step

Observation

P1 | Form a ZigBee network.

Observe appropriate command frame to
form the network.

P2 | Power on TH CLIENT and DUT
SERVER.

TH CLIENT and DUT SERVER are
powered on.

P3 | Join TH CLIENT and DUT SERVER to
a ZigBee network.

Observe appropriate communication
between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.

P4 | TH CLIENT unicasts a ZCL off
command frame to DUT SERVER.

If requested, DUT SERVER unicasts a
ZCL default response command frame
to TH CLIENT with the status field
equal to 0x00 (SUCCESS).

DUT SERVER is in the off state.

P5 | Establish a binding link in the reverse
direction from an endpoint on DUT
SERVER to a corresponding endpoint
on TH CLIENT that both support the
on/off cluster.

Observe appropriate communication
between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.

--- End of test case OO-TC-05S preparation ---
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5.3.5.5 Test procedure

OO-TC-05S: Reporting functionality with server as DUT

Item

PICS

Test Harness Step

DUT Pass Verification

Oa

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off
cluster and the
OnOffTransitionTime
attribute being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s)
to the OnOffTransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Ob

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off
cluster and the
OnTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s)
to the OnTransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Oc

Conditional on the level
control cluster being
supported on the same
endpoint as the on/off
cluster and the
OffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL
write attributes command
frame to DUT SERVER to
write the value 0x0000 (0s)
to the Off TransitionTime
attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Continued...
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OO-TC-05S: Reporting functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
0d | 00.5.A0000 TH CLIENT unicasts a ZCL | DUT SERVER unicasts a ZCL
read reporting configuration | read reporting configuration
command frame to DUT response command frame to TH

SERVER to read the default | CLIENT with a single attribute
reporting configuration of the | reporting configuration record
OnOff attribute. for the OnOff attribute and the
status field set to SUCCESS.

Set RI,,,, to the value of the
maximum reporting interval
field. RI,,,, is setto either
0x0000 or a value in the range
0x003d to Oxfffe.

Store the default report
parameters contained in the read
reporting configuration response
command frame.

Oe | OO.S.A0000, Wait for the attribute report | At a time <(RI,,,, + 2) seconds,
20-5-A0000-Rep°” according to the default DUT SERVER unicasts a ZCL
X configuration. report attributes command
frame to TH CLIENT with the
OnOff attribute.
la | 00.S.A0000, TH CLIENT unicastsa ZCL | DUT SERVER unicasts a ZCL
00.5.A0000.Report | configure reporting configure reporting response
TX command frame to DUT command frame to TH CLIENT,
SERVER for the OnOff confirming the configured
attribute with a direction attributes and with the status

minimum reporting interval
field set to OO.PIXIT.MINRI
and the maximum reporting
interval field set to
OO.PIXIT.MAXRI.

1b | 00.S.A0000, None At a time <(OO.PIXIT.MAXRI
00.S.A0000.Report + 2) seconds after step 1a, DUT
Tx SERVER unicasts a ZCL report

attributes command frame to TH
CLIENT with the OnOff
attribute.

Continued...
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OO-TC-05S: Reporting functionality with server as DUT

Item

PICS

Test Harness Step

DUT Pass Verification

2a

00.S.CO01.Rsp

TH CLIENT unicasts a ZCL
on command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns on.

2b

00.S.A0000,
00.S.A0000.Report
TX

None

At a time approximately
OO.PIXIT.MINRI seconds after
sending the report in step 1b,
DUT SERVER unicasts a ZCL
report attributes command
frame to TH CLIENT with the
OnOff attribute.

2C

00.S.A0000,
00.S.A0000.Report
.TX

None

At a time approximately
OO.PIXIT.MAXRI seconds
after sending the report in step
2b, DUT SERVER unicasts a
ZCL report attributes command
frame to TH CLIENT with the
OnOff attribute.

3a

00.5.C00.Rsp

TH CLIENT unicasts a ZCL
off command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns off.

3b

00.S.A0000,
00.S.A0000.Report
.TX

None

At a time approximately
OO.PIXIT.MINRI seconds after
sending the report in step 2c,
DUT SERVER unicasts a ZCL
report attributes command
frame to TH CLIENT with the
OnOff attribute.

Continued...
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OO-TC-05S: Reporting functionality with server as DUT

Item

PICS

Test Harness Step

DUT Pass Verification

3c

00.S.A0000,
00.S.A0000.Report
TX

None

At a time approximately
OO.PIXIT.MAXRI seconds
after sending the report in step
3b, DUT SERVER unicasts a
ZCL report attributes command
frame to TH CLIENT with the
OnOff attribute.

4a

00.S.A0000,
00.S.A0000.Report
TX

TH CLIENT unicasts a ZCL
configure reporting
command frame to DUT
SERVER for the OnOff
attribute and the maximum
reporting interval field set to
Oxffff (do not send reports).

DUT SERVER unicasts a ZCL
configure reporting response
command frame to TH CLIENT,
confirming the configured
attributes and with the status
field set to SUCCESS.

4h

00.S.A0000.Report
.TX

Wait for (OO.PIXIT.MAXRI
+ 2) seconds after the report
sent in step 3c.

DUT SERVER does not send
any further reports.

5 | 00.S.A0000 TH CLIENT unicastsa ZCL | DUT SERVER unicasts a ZCL
read reporting configuration | read reporting configuration
command frame to DUT response command frame to TH
SERVER to read the default | CLIENT with a single attribute
reporting configuration of the | reporting configuration record
OnOff attribute. for the OnOff attribute and the

status field equal to either 0x8b
(NOT_FOUND) or 0x00
(SUCCESS). If the status field
is equal to 0x00, the maximum
reporting interval field is equal
to Oxffff.

6a | OO.S.A0000 TH CLIENT unicastsa ZCL | DUT SERVER unicasts a ZCL
configure reporting configure reporting response
command frame to DUT command frame to TH CLIENT,
SERVER for the OnOff confirming the configured
attribute with a direction attributes and with the status
field set to 0x00, the field set to SUCCESS.
minimum reporting interval
field set to Oxffff and the
maximum reporting interval
field set to 0x0000 (restore
default report configuration).

Continued...
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OO-TC-05S: Reporting functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
6b | 00.S.A0000 TH CLIENT unicastsa ZCL | DUT SERVER unicasts a ZCL
read reporting configuration | read reporting configuration
command frame to DUT response command frame to TH

SERVER to read the default | CLIENT with a single attribute
reporting configuration of the | reporting configuration record
OnOff attribute. for the OnOff attribute and the
status field set to SUCCESS.

Verify that the default reporting
configuration is commensurate
with the parameters stored in

step Oa.
6c | ©0.S.A0000, Wait for the attribute report | At a time <(RI,,4, + 2) seconds
?O-S-AOOOO-RepO” according to the default after step 6a, DUT SERVER
X configuration. unicasts a ZCL report attributes

command frame to TH CLIENT
with the OnOff attribute.

--- End of test case OO-TC-05S ---
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376 5.3.6 OO-TC-06S: Startup functionality with server as DUT

377  This test case verifies the startup functionality of the on/off cluster server.
378  Notes:

379 e This test case disables any transition time attributes that may be supported if the level
380 control cluster is implemented on the same endpoint as the on/off cluster.

381 5.3.6.1 Scope

382  General:

383 e Read attributes command (0x00)

384 e Read attributes response command (0x01)
385 e Write attributes command (0x02)

386 e Write attributes response command (0x04)
387 e Default response command (0x0b)

388  Onloff cluster (0x0006):

389 e OnOff attribute (0x0000)

390 e StartUpOnOff attribute (0x4003)

391 e Off command (0x00)

392 e On command (0x01)

393  Level control cluster (0x0008), if supported on the same endpoint:
394 e OnOffTransitionTime attribute (0x0010)
395 e OnTransitionTime attribute (0x0012)
396 e OffTransitionTime attribute (0x0013)
397 PICS:

398 e 0O0S

399 e 00.S.A0000, O0O.S.A4003

400 e 00.S.C00.Rsp, O0.S.CO1.Rsp

401 5.3.6.2 Required devices

Designation Symbol Description

TH y Test harness client implementing:

DUT y Device under test server implementing:
SERVER o e The on/off cluster server.

CLIENT @ e The on/off cluster client.

402
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403 5.3.6.3 Initial conditions
Item | Initial Conditions
1 A packet sniffer shall be observing the communication over the air interface.
2 All devices are factory new and powered off until used.
404
405
406 5.3.6.4 Test preparation
Link DUT CLIENT with TH SERVER
S~
Before After
407
OO-TC-06S: Startup functionality with server as DUT
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame to
form the network.
P2 | Power on TH CLIENT and DUT TH CLIENT and DUT SERVER are
SERVER. powered on.
P3 | Join TH CLIENT and DUT SERVER to | Observe appropriate communication
a ZigBee network. between TH CLIENT, DUT SERVER
and any other relevant node on the
ZigBee network.
--- End of test case OO-TC-06S preparation ---
408
409
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5.3.6.5 Test procedure

OO-TC-06S: Startup functionality with server as DUT

Item | PICS

Test Harness Step

DUT Pass Verification

0a |-

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnOffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnOffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OnTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OnTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

Conditional on the level control
cluster being supported on the
same endpoint as the on/off
cluster and the
OffTransitionTime attribute
being supported:

TH CLIENT unicasts a ZCL write
attributes command frame to
DUT SERVER to write the value
0x0000 (0s) to the
OffTransitionTime attribute.

DUT SERVER unicasts a ZCL
write attributes response
command frame to TH CLIENT.

1 00.S.C01.Rsp

TH CLIENT unicasts a ZCL on
command frame to DUT
SERVER.

If requested, DUT SERVER
unicasts a ZCL default response
command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).

DUT SERVER turns on.

Continued...
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OO-TC-06S: Startup functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
2a | 00.5.A4003 | TH CLIENT unicasts a ZCL write | DUT SERVER unicasts a ZCL
attributes command frame to write attributes response
DUT SERVER to write the value | command frame to TH CLIENT.
0x00 (startup in the off state) to
the StartUpOnOff attribute.
2b |- Power off DUT SERVER. None.
2c |- Power on DUT SERVER. DUT SERVER is powered on in
the off state.
2d | OO0.S.A0000 | TH CLIENT unicastsa ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x00.
3a | 00.5.A4003 | TH CLIENT unicasts a ZCL write | DUT SERVER unicasts a ZCL
attributes command frame to write attributes response
DUT SERVER to write the value | command frame to TH CLIENT.
0x01 (startup in the on state) to
the StartUpOnOff attribute.
3b |- Power off DUT SERVER. None.
3 |- Power on DUT SERVER. DUT SERVER is powered on in
the on state.
3d | OO.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x01.
4a | O0.S.A4003 | TH CLIENT unicasts a ZCL write | DUT SERVER unicasts a ZCL
attributes command frame to write attributes response
DUT SERVER to write the value | command frame to TH CLIENT.
0x02 (toggle the previous state) to
the StartUpOnOff attribute.
4b | - Power off DUT SERVER. None.
4¢c | - Power on DUT SERVER. DUT SERVER is powered on in
the off state.
Continued...
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OO-TC-06S: Startup functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
4d | OO0.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x00.
de | - Power off DUT SERVER. None.
4f | - Power on DUT SERVER. DUT SERVER is powered on in
the on state.
4g | OO0.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x01.
ba | O0.5.A4003 | TH CLIENT unicasts a ZCL write | DUT SERVER unicasts a ZCL
attributes command frame to write attributes response
DUT SERVER to write the value | command frame to TH CLIENT.
Oxff (startup in the previous state)
to the StartUpOnOff attribute.
5b |- Power off DUT SERVER. None.
5¢ |- Power on DUT SERVER. DUT SERVER is powered on in
the on state.
5d | O0.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x01.
5e | O0.5.C00.Rsp | TH CLIENT unicasts a ZCL off If requested, DUT SERVER
command frame to DUT unicasts a ZCL default response
SERVER. command frame to TH CLIENT
with the status field equal to
0x00 (SUCCESS).
DUT SERVER turns off.
5f |- Power off DUT SERVER. None.
50 |- Power on DUT SERVER. DUT SERVER is powered on in
the off state.
Continued...
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OO-TC-06S: Startup functionality with server as DUT

Item | PICS Test Harness Step DUT Pass Verification
5h | O0.S.A0000 | TH CLIENT unicasts a ZCL read | DUT SERVER unicasts a ZCL
attributes command frame to read attributes response
DUT SERVER to read the OnOff | command frame to TH CLIENT.
attribute. OnOff attribute has the value
0x00.
--- End of test case OO-TC-06S ---
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5.4 Client test cases

5.4.1 OO-TC-01C: Functionality with client as DUT

This case test verifies the functionality of the on/off cluster client.

The DUT client SHALL be on the same network as a suitable server, provided by the user, and
this device SHALL be used by the client to exercise its functionality. The test case uses the
test harness to prompt the user, based on the declared PICS, to exercise the functionality of the
basic cluster client and to verify the results. A sniffer tool SHALL be used to log the exercised
functionality and to determine its validity.

In this test case, the PICS notation OO.C.CdTx represents the list of commands that are
declared as being transmitted by the DUT.

5.4.1.1 Scope
On/off cluster (0x0006):
e Off command (0x00)
e On command (0x01)
e Toggle command (0x02)
e Off with effect command (0x40)
e On with recall global scene command (0x41)
e On with timed off command (0x42)

e 00.C
e 00.C.C00.Tx—00.C.C02.Tx, OO.C.C40.Tx — O0.C.C42.Tx

5.4.1.2 Required devices

Designation Symbol Description
DUT ‘ Device under test client implementing:
CLIENT e The on/off cluster client.
SERVER ‘ Suitable server device implementing:
e The on/off cluster server.

5.4.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.
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438 5.4.1.4 Test preparation

Link DUT CLIENT with SERVER

Before After
439
OO-TC-01C: Functionality with client as DUT
Item | Preparation Step Observation

P1 | Power on the DUT CLIENT device and | DUT CLIENT and SERVER are
the SERVER device. powered on.

P2 | Ensure the DUT CLIENT device and the | Observe appropriate communication
SERVER device are on the same ZigBee | between DUT CLIENT, SERVER and
network. any other relevant node on the ZigBee

network.
--- End of test case OO-TC-01C preparation ---
440
441
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442 5.4.1.5 Test procedure

OO-TC-01C: Functionality with client as DUT
Item | PICS Test Harness Step DUT Pass Verification

1 - Test harness prompts the user None.
with a list of commands, based on
the declared PICS, which the
DUT CLIENT indicates it can
transmit.

2 00.C.Cd.Tx None. DUT CLIENT transmits correctly
formed commands in any order and
with application achievable values.
This is verified using the sniffer log.

3 |- Prompt the user to verify that | During step 2, DUT CLIENT has
the cluster commands listed in | transmitted every command listed by
step 1 were transmitted during | the test harness in step 1.

step 2.

4 |- Prompt the user to verify that During step 2, DUT CLIENT has not
the cluster commands not listed | transmitted any commands from this
in step 1 were not transmitted cluster that were not listed by the test
during step 2. harness in step 1.

--- End of test case OO-TC-01C ---
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VSO Annex A: PICS to test case cross reference

446 6.1 Server

Test case

PICS OO-TC- OO-TC- OO-TC- OO-TC- OO-TC- OO-TC- OO-TC-
01G 01S 02S 03S 04S 05S 06S

00.S X X X X X X X
00.S.A0000 X X X X X X
00.S.A0000.Scene X
00.S.A0000.Report.Tx X
00.S.A4000
00.S.A4001
00.S.A4002
00.S.A4003
00.S.Afffd X
00.S.Afffe X
00.S.C00.Rsp X X X X X
00.S.C01.Rsp X X X X X
00.S.C02.Rsp X
00.S.C40.Rsp X
00.S.C41.Rsp X
00.S.C42.Rsp X

X | X | X | X

447

448 6.2 Client

Test case

PICS 0OO-TC-01G | OO-TC-01C

00.C X X
00.C.A0000.Report.Rsp X
0O0.C.Afffd X
00.C.Afffe X
00.C.C00.Tx
00.C.C01.Tx
00.C.C02.Tx
00.C.C40.Tx
00.C.C41.Tx
00.C.C42.Tx

X | X[ X|X|X|X
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