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Notice of use and disclosure

Copyright © ZigBee Alliance, Inc. (1996-2017). All rights Reserved. This
information within this document is the property of the ZigBee Alliance and its use
and disclosure are restricted.

Elements of ZigBee Alliance specifications may be subject to third party intellectual
property rights, including without limitation, patent, copyright or trademark rights
(such a third party may or may not be a member of ZigBee). ZigBee is not responsible
and shall not be held responsible in any manner for identifying or failing to identify
any or all such third party intellectual property rights.

No right to use any ZigBee name, logo or trademark is conferred herein. Use of any
ZigBee name, logo or trademark requires membership in the ZigBee Alliance and
compliance with the ZigBee Logo and Trademark Policy and related ZigBee policies.

This document and the information contained herein are provided on an “AS IS” basis
and ZigBee DISCLAIMS ALL WARRANTIES EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO (A) ANY WARRANTY THAT THE USE
OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OF
THIRD PARTIES (INCLUDING WITHOUT LIMITATION ANY
INTELLECTUAL PROPERTY RIGHTS INCLUDING PATENT, COPYRIGHT OR
TRADEMARK RIGHTS) OR (B) ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE OR
NONINFRINGEMENT. IN NO EVENT WILL ZIGBEE BE LIABLE FOR ANY
LOSS OF PROFITS, LOSS OF BUSINESS, LOSS OF USE OF DATA,
INTERRUPTION OF BUSINESS, OR FOR ANY OTHER DIRECT, INDIRECT,
SPECIAL OR EXEMPLARY, INCIDENTIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES OF ANY KIND, IN CONTRACT OR IN TORT, IN CONNECTION
WITH THIS DOCUMENT OR THE INFORMATION CONTAINED HEREIN,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. All
Company, brand and product names may be trademarks that are the sole property of
their respective owners.

The above notice and this paragraph must be included on all copies of this document
that are made.
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i1 Introduction

112 This document contains the PICS, test specification and PICS/test case cross reference for the
113 ZCL OTA cluster.

114 1.1 Conformance levels

115  The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",

116 "RECOMMENDED™" and "MAY™ in this document are to be interpreted as described in [R4].
117
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118

119 2.1 ZigBee Alliance documents

120 [R1] ZigBee Core Specification, ZigBee Alliance document 05-3474.
121 [R2] ZigBee Cluster Library Specification, ZigBee Alliance document 07-5123.
122 [R3] ZCL OTA Cluster XML PICS, ZigBee Alliance document 16-02822.

123 2.2 IETF documents

124  [R4] S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, IETF RFC 2119,
125 March 1997.

126
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3 PICS

All references are for the ZigBee Cluster Library specification [R1] unless otherwise indicated.
An XML version of these PICS is also available in [R3].

Where legacy PICS items have been changed to match the ZigBee 3.0 format, the old item is
shown in red in parenthesis for completeness, e.g. (OUDC1).

3.1 General

3.1.1 ZigBee device type

Item number Feature Reference Status Support

ZDC1 Is the device capable of acting as a ZigBee [R1] 0] Yes/No
Coordinator (ZC) or a ZigBee Router (ZR)?

3.1.2 OTA upgrade image

Item number Feature Reference Status Support
oull Is the OTA upgrade file format supported? 114 M Yes/Ne
OUI2a Is the OTA upgrade file format supported 11.4.6 0.1 Yes/No
with the ECDSA Crypto Suite 1 signature
tag?
OUI2b Is the OTA upgrade file format supported 11.4.9 0.1 YesfNo
with the ECDSA Crypto Suite 2 signature
tag?
Notes:

0.1  Adevice SHALL support OUI2a and/or OUI2b.

3.1.3 Usage
Item number Feature Reference Status Support
OTAS Does the device implement the OTA cluster | 11.8.1 O es/No
(OUDC1) as a server?
OTA.C Does the device implement the OTA cluster | 11.8.1 O Yes/No
(OUDC2) as a client?

@ﬁg"eé Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 11
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3.2 Server

3.2.1 Attributes

Item number Feature Reference Status Support
OTA.S.Afffd Does the device implement the Table 2-1, | OTAS:M Yes/No
ClusterRevision global attribute? 23511
OTA.S Afffe Does the device implement the Table 2-1, | OTAS: O esfNo
AttributeReportingStatus global attribute? 23512
3.2.2 Commands received
Item number Feature Reference Status Support
OTA.S.C01.Rsp Does the device implement receiving the Table OTAS: M YestNo
(OIMPS1) Query Next Image Request command? 11.14,
11.13.4
OTA.S.C03.Rsp Does the device implement receiving the Table OTAS: M Yes/No
(OIMPS2) Image Block Request command? 11.14,
11.13.6
OTA.S.C04.Rsp Does the device implement receiving the Table OTAS: O Yes/No
(OIMPS4) Image page Request command? 11.14,
11.13.7
OTA.S.C06.Rsp Does the device implement receiving the Table OTAS: M Yes/No
(OIMPS3) Update End Request command? 11.14,
11.13.9
OTA.S.C08.Rsp Does the device implement receiving the Table OTAS: O es/No
(OIMPS5) Query Device Specific File Request 11.14,
command? 11.13.10
3.2.3 Commands generated
Item number Feature Reference Status Support
OTA.S.C00.Tx Does the device implement sending the Table OTAS: O es/No
(OOMTSL) Image Notify command? 11.14,
11.13.3
OTA.S.C02.Tx Does the device implement sending the Table OTAS: M ¥es/No
(OOMTS2) Query Next Image Response command? 11.14,
11.135
OTA.S.C05.Tx Does the device implement sending the Table OTAS: M ¥es/No
(OOMTS3) Image Block Response command? 11.14,
11.13.8
Page 12 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligsee‘
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Item number Feature Reference Status Support
OTA.S.C07.Tx Does the device implement sending the Table OTAS: M ¥esNo
(OOMTS4) Upgrade End Response command? 11.14,
11.13.9.6
OTA.S.C09.Tx Does the device implement sending the Table OTAS: O Yes/No
(OOMTS5) Query Device Specific File Response 11.14,
command? 111311
OOMTS6 Does the device send all supported OTA OTAS: M YestNoe
messages using APS encryption (except
broadcast messages)?
3.2.4 OTA upgrade policies
Iltem number Feature Reference Status Support
OUPS1 Does the server support responding to a 11.13.5 OTAS: M Yes/No
Query Next Image Request with a
response that has a version number higher
than in the request (upgrade)?
OUPS2 Does the server support responding to a 11.135 OTAS: O Yes/No
Query Next Image Request with a
response that has a version number lower
than in the request (downgrade)?
OUPS3 Does the server support responding to a 11.13.5 OTAS: O Yes/No
Query Next Image Request with a
response that has a version number the
same as in the request (re-install)?
OUPS4 Does the server support sending a Default | 11.13.6.5.2 | OTA.S: M 3es/No
Response with status of
NO_IMAGE_AVAILABLE when it
receives an Image Block Request for a file
that it does not have?
3.3 Client
3.3.1 Attributes
Item number Feature Reference Status Support
OTA.C.AQ0000 Does the device implement the Table OTAC: M YesNe
(OUAL) UpgradeServerID attribute? 11.10,
11.10.1
OTA.C.A0001 Does the device implement the FileOffset Table OTA.C: O Yes/Ne
(OUA2) attribute? 11.10,
11.10.2
@}:ﬂgﬁ,ﬁ;,wld Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 13
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Item number Feature Reference Status Support
OTA.C.A0002 Does the device implement the Table OTA.C: Yes/No
(OUA3) CurrentFileVersion attribute? 11.10,

11.10.3
OTA.C.A0003 Does the device implement the Table OTAC: YestNoe
(OQUA4) CurrentZigBeeStackVersion attribute? 11.10,

11.10.4
OTA.C.A0004 Does the device implement the Table OTAC: YestNoe
(OUAb) DownloadedFileVersion attribute? 11.10,

11.10.5
OTA.C.A0005 Does the device implement the Table OTAC: YestNoe
(OUAb) DownloadedZigBeeStackVersion attribute? | 11.10,

11.10.6
OTA.C.A0006 Does the device implement the Table OTAC: Yes/Ne
(QUAT) ImageUpgradeStatus attribute? 11.10,

11.10.7
OTA.C.A0007 Does the device implement the Table OTA.C: Yes/No
(OUAB) ManufacturerlD attribute? 11.10,

11.10.8
OTA.C.A0008 Does the device implement the Table OTA.C: Yes/No
(OQUA9) ImageTypelD attribute? 11.10,

11.10.9
OTA.C.A0009 Does the device implement the Table OTA.C: Yes/No
(OQUAL10) MinimumBlockPeriod attribute? 11.10,

11.10.10
OTA.C.A000a Does the device implement the ImageStamp | Table OTA.C: YestNe
(OUA11) attribute? 11.10,

11.10.11
OTA.C.A000b Does the device implement the Table OTA.C: es/No
(OUA12) UpgradeActivationPolicy attribute? 11.10,

11.10.12
OTA.C.A000c Does the device implement the Table OTA.C: Yes/No
(QUAL3) UpgradeTimeoutPolicy attribute? 11.10,

11.10.13
OTA.C.Afffd Does the device implement the Table 2-1, | OTA.C: YesNe

ClusterRevision global attribute? 23511
OTA.C.Afffe Does the device implement the Table 2-1, | OTA.C: es/No
AttributeReportingStatus global attribute? 2.35.1.2

Page 14 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligsee‘
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3.3.2 Commands received

Item number Feature Reference Status Support
OTA.C.C00.Rsp Does the device implement receiving the Table OTA.C: Yes/Noe
(OIMPC1) Image Notify command? 11.14,
11.13.3
OTA.C.C02.Rsp Does the device implement receiving the Table OTAC: YesfNo
(OIMPC2) Query Next Image Response command? 11.14,
11.13.5
OTA.C.C05.Rsp Does the device implement receiving the Table OTA.C: YesfNo
(OIMPC3) Image Block Response command? 11.14,
11.13.8
OTA.C.CO07.Rsp Does the device implement receiving the | Table OTA.C: Yes/No
(OIMPC4) Update End Response command? 11.14,
11.13.9.6
OTA.C.C09.Rsp Does the device implement receiving the Table OTAC: YesfNo
(OIMPCE5) Query Device Specific File Response 11.14,
command? 111311
3.3.3 Commands generated
Item number Feature Reference Status Support
OTA.C.C01.Tx Does the device implement sending the Table OTA.C: YesiNo
(OOMTC1) Query Next Image Request command? 11.14,
11.13.4
OTA.C.C03.Tx Does the device implement sending the Table OTA.C: Yes/No
(OOMTC2) Image Block Request command? 11.14,
11.13.6
OTA.C.C04.Tx Does the device implement sending the Table OTA.C: ¥es/No
(OOMTC4) Image Page Request command? 11.14,
11.13.7
OTA.C.C06.Tx Does the device implement sending the Table OTA.C: YestNe
(OOMTC3) Upgrade End Request command? 11.14,
11.13.9
OTA.C.C08.Tx Does the device implement sending the Table OTA.C: es/No
(OOMTC5) Query Device Specific File Request 11.14,
command? 11.13.10
OOMTS6 Does the device send all supported OTA OTA.C: YesNe
messages using APS encryption (except
broadcast messages)?
@gggﬁ,ﬁ;,wld Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 15
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160 3.3.4 OTA upgrade policies

Item number Feature Reference Status Support

OUPCO0a Does the device support an in-band 11.10.12 OTA.C: 0.2 YestNoe
mechanism for image activation

OUPCOb Does the device support an out-of-scope 11.10.12 OTA.C: 0.2 YestNo
mechanism for image activation

OUPC1 Does the device support cryptographic OTA.C: M Yes/Noe
verification of images signed using
ECDSA?

OuPC2 Does the device support aborting an active | 11.13.8 OTA.C: M YesNoe

download on reception of an Image Block
Response with a status of ABORT?

OUPC3 Does the device support an abort after a 11.13.9.4 OTAC: M YestNe
file has been downloaded on reception of a
Default Response with a status of ABORT
in response to an Upgrade End Request?

OUPC4 Does the device support processing an 11.13.84 OTAC: M Yes/No
Image Block Response with a status of
WAIT_FOR_DATA?

OUPC5 Does the device support sending 11.13.9.3 OTAC:O Yes/No
REQUIRE_MORE_IMAGE in the
Upgrade End Request after it has finished
a download (i.e. does it require multiple
images to upgrade)?

OUPC6 Does the device support a time delayed 11.13.9.6.8 | OUPCO0a: O YestNo
upgrade sent back from the server in the
Upgrade End Response message?

OUPCY? Does the device support waiting for a 11114 OUPCO0a: O es/No
separate Upgrade End response command
from the OTA server at a later time? (i.e.
the server initially sends an Upgrade End
Response with a UpgradeTime value of
OXFFFFFFFF and later sends an Upgrade
End Response with a UpgradeTime value
other than OXFFFFFFFF)

OUPCS8 Does the device always respond to a 11.13.3.4 (ZDC1 & Yes/Noe
unicast Image Notification message from OTAC): M
the OTA server?

OUPC9 Does the device support periodic discovery OTA.C: M YestNoe

of an OTA server if it has not found one
previous in the network, at a rate of at least
once per day?

Page 16 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligsee‘

Control your world


hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线

hp
删除线


ZigBee Document 16-02824-004, August 4th, 2017 ZCL OTA Cluster Test Specification, v0.9

Item number Feature Reference Status Support

OUPC10 Does the device support periodic query for OTAC: M YesNoe
a new upgrade image at a rate of at least
once per day?

OUPC11 Does the device support sending new OTAC: M YesHNo
Image Block Request commands when it is
downloading a new image at a rate of at
least once per hour?

OUPC12 Does the device accept images with a OTA.C: O YestNo
lower version number (downgrade)?
161  Notes:
162 0.2 Adevice SHALL support OUPCOa or OUPCOb.
163
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4 Test specification

4.1 Introduction

4.1.1 Test case overview

The following test cases are available for the OTA cluster:

Test ID Description Reference
Global tests
OTA-TC-01G | Global attributes 4.2.1
Client side tests
OTA-TC-01C | Attributes with client as DUT 431
OTA-TC-02C | Unknown upgrade server 4.3.2
OTA-TC-03C | Query upgrade server when no image is available 4.3.3
OTA-TC-04C | Image notification with matching parameters 4.3.4
OTA-TC-05C | Simple download (upgrade) 4.35
OTA-TC-06C | Simple download (downgrade) 4.3.6
OTA-TC-07C | File download with immediate upgrade 4.3.7
OTA-TC-08C | Simple download with delayed upgrade 4.3.8
OTA-TC-09C | Simple download with wait for run upgrade command 4.3.9
OTA-TC-10C | Cryptographically invalid file 4.3.10
OTA-TC-11C | Require more image 43.11
OTA-TC-12C | Wait for data 4.3.12
OTA-TC-13C | Aborted download 4.3.13
OTA-TC-14C | Aborted upgrade 4.3.14
OTA-TC-15C | Image page request 4.3.15
OTA-TC-16C | Device specific upgrade files 4.3.16
OTA-TC-17C | Rate limiting 4.3.17
Server side tests
OTA-TC-01S | Query upgrade server when no image is available 4.4.1
OTA-TC-02S | Image notification with matching parameters 442
OTA-TC-03S | Simple download (upgrade) 4.4.3
OTA-TC-04S | File download with immediate upgrade 4.4.4
OTA-TC-05S | Simple download with wait for run upgrade command 445
OTA-TC-06S | Simple download with out-of-scope activation 4.4.6
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Test ID Description Reference
OTA-TC-07S | Missing file 4.4.7
OTA-TC-08S | Image page request 4.4.8
OTA-TC-09S | Device specific upgrade files 4.4.9
OTA-TC-10S | Rate limiting 4.4.10

4.1.2 Testing tolerances

In test cases where a change in an attribute value is tested over time, it is permitted for the
devices involved in the test to be within a tolerance of £15% of the expected value. As such,
these test cases indicate that the attribute value must be approximately equal to an expected
value, to which the £15% tolerance should then be applied. All other attribute values presented
are expected to be exact.

4.1.3 Test steps manipulating attributes

In test case steps that require more than one attribute to be manipulated (e.g. read), the tester
may decide whether it is appropriate or practical to send a single attribute manipulation
command, containing multiple attributes, or multiple attribute manipulation commands, each
containing a single attribute. The test case is designed to verify the behavior of the device
supporting the attribute rather that verifying the attribute manipulation command in question.

4.1.4 Upgrade Files
In order to facilitate testing there are two main considerations with regard to the upgrade files.

4.1.4.1 NULL Upgrade Files

All devices shall be able to handle a NULL upgrade file. A NULL upgrade is a valid OTA file
that has an image body without any real upgrade data inside of it. The image data contained
inside may be considered invalid and should not be parsed by the manufacturer specific
bootloader.

The NULL file is used for testing only. It decreases the testing time since these smaller files
do not require as much time to download. Devices do not have to act upon the image data
within the NULL file but they are required to act upon all fields in the OTA header
accordingly.

A device that performs a “run upgrade” using the NULL file does not have to do anything. It
can continue operating in the network without a reset, and it does not need to change the
CurrentFileVersion attribute with the version contained in the NULL upgrade file.

Devices must be able to download NULL upgrade files but do not need to act on them. After
successfully completing the download of a NULL file, a device must send back an Upgrade
End request command. The status value of the command may be either SUCCESS or
INVALID_IMAGE.
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4.1.4.2 Manufacturer Specific Upgrade file

In order to facilitate testing all devices must provide a manufacturer specific file that contains
an actual upgrade image that the device under test can run. That image must contain a version
number different than the version number of the software under test.

4.1.5 Polling

In the case of battery-powered ZigBee end devices that poll infrequently and are otherwise
inaccessible, device manufacturers shall employ a mode in which those devices execute a
MAC data poll more frequently than would normally be expected in order to support timely
execution of test cases. This poll timing shall be 2-3 seconds.

4.1.6 Query and Download Rates

The profile specification normally specifies the rates at which the OTA client shall send query
request commands and how often it will send image block requests. However for the purposes
of testing the rates must be fast enough to allow tests to complete in a reasonable amount of
time. Therefore the test specification will take precedence over the values in the profile as
follows:

e The rate of the query next image request shall be once every 5 minutes.

e The rate for sending an image block request after receiving a successful image block
response shall be less than 250 ms.
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4.2 Generic test cases

4.2.1 OTA-TC-01G: Global attributes

This test case verifies the behavior of the global attributes of the OTA cluster client and server.

In this test, the PICS notation OTA.S.Agm and OTA.C.Agm represents the list of global
attributes that are specified as being mandatory for either the server or client, respectively.
Similarly, the PICS notation OTA.S.Ago and OTA.C.Ago represents the list of global
attributes that are specified as being optional for either the server or client, respectively.

4.2.1.1 Scope
General:
e Read attributes command (0x00)
e Read attributes response command (0x01)
e Write attributes command (0x02)
e Write attributes response command (0x04)

OTA cluster (0x0019):
e All global attributes

PICS:
e OTAS,OTAC
e OTA.S.Agm, OTA.C.Agm, OTA.S.Ago, OTA.C.Ago

4.2.1.2 Required devices

Designation Symbol Description
DUT Device under test implementing:
e The OTA cluster server or client.
TH Test harness implementing:
e The OTA cluster client or server, i.e. the
opposite cluster instantiation as
implemented on the DUT.

4.2.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.
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240 4.2.1.4 Test preparation

Add DUT and TH to a ZigBee network

Before After
241
OTA-TC-01G: Global attributes
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH and DUT. TH and DUT are powered on.
P3 | Join TH and DUT to a ZigBee Observe appropriate communication
network. between TH, DUT and any other
relevant node on the ZigBee network.
--- End of test case OTA-TC-01G preparation ---
242
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243 4.2.1.5 Test procedure

OTA-TC-01G: Global attributes
Item | PICS Test Harness Step DUT pass Verification
1 | OTAS.Agm, | TH unicasts a ZCL read DUT unicasts a ZCL read
OTA.CAIM | attributes command frame to | attributes response command frame
DUT to read each mandatory to TH containing each requested
global attribute of this cluster | attribute.
one at a time. The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).
2a | OTAS.Agm, | TH unicasts a ZCL write DUT unicasts a ZCL write
OTA.C.AgM | attributes command frameto | attributes response command frame
DUT to write the respective to TH for each attribute.
default value to each If the access control of DUT is set
mandatory global attribute of | o READ, the DUT response will
this cluster one at a time. indicate that the attribute write
command was not a SUCCESS. If
the access control of DUT is set to
READ/WRITE, the DUT response
will indicate that the write
command was a SUCCESS.
2b | OTAS.Agm, | TH unicasts a ZCL read DUT unicasts a ZCL read
OTA.C.AgM | attributes command frameto | attributes response command frame
DUT to read back each to TH containing the requested
attribute written in step 2a. attribute.
If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.
Continued...
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OTA-TC-01G: Global attributes

Item

PICS

Test Harness Step

DUT pass Verification

OTA.S.Ago,

OTA.C.Ago

TH unicasts a ZCL read
attributes command frame to
DUT to read each optional
global attribute of this cluster
one at a time.

DUT unicasts a ZCL read
attributes response command frame
to TH containing each attribute.

If the DUT implements the
attribute, the Status field will be
equal to SUCCESS and the
command will contain the
requested attribute. If the DUT
does not implement the attribute,
the Status field will not be equal to
SUCCESS.

The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).

4a

OTA.S.Ago,

OTA.C.Ago

TH unicasts a ZCL write
attributes command frame to
DUT to write the respective
default value to each optional
global attribute of this cluster
one at a time.

DUT unicasts a ZCL write
attributes response command frame
to TH for each attribute.

If the attribute is not implemented
or the access control of DUT is set
to READ, the DUT response will
indicate that the attribute write
command was not a SUCCESS. If
the attribute is implemented and the
access control of DUT is set to
READ/WRITE, the DUT response
will indicate that the write
command was a SUCCESS.

4b

OTA.S.Ago,

OTA.C.Ago

TH unicasts a ZCL read
attributes command frame to
DUT to read back each
attribute written in step 4a.

DUT unicasts a ZCL read
attributes response command frame
to TH containing the requested
attribute.

If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.

--- End of test case OTA-TC-01G ---
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245 4.3 Client test cases

246 4.3.1 OTA-TC-01C: Attributes with client as DUT

247  This test case verifies the behavior of the attributes of the OTA cluster client.

248 Inthis test, the PICS notation OTA.C.Am represents the list of non-global attributes that are
249  specified as being mandatory. Similarly, the PICS notation OTA.C.Ao represents the list of
250 non-global attributes that are specified as being optional.

251

252 4.3.1.1 Scope

253  General:

254 e Read attributes command (0x00)

255 e Read attributes response command (0x01)
256 e Write attributes command (0x02)

257 e Write attributes response command (0x04)

258  OTA cluster (0x0019):

259 e All non-global attributes
260 PICS:

261 e OTA.C,

262 e OTA.C.Am, OTA.C.A0

263 4.3.1.2 Required devices

Designation Symbol Description
DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

264

265 4.3.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

266
267
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268 4.3.1.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
269
OTA-TC-01C: Attributes with client as DUT
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-01C preparation ---
270
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271 4.3.1.5 Test procedure
OTA-TC-01C: Attributes with client as DUT
Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.Am TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER containing each
each mandatory attribute of requested attribute.
this cluster one at a time. The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).
2a | OTA.C.Am TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL write
write attributes command attributes response command frame
frame to DUT CLIENT to to TH SERVER for each attribute.
write the respective default If the access control of DUT
value to each mandatory CLIENT is set to READ, the DUT
attribute of this cluster oneata | CLIENT response will indicate that
time. the attribute write command was
not a SUCCESS. If the access
control of DUT CLIENT is set to
READ/WRITE, the DUT CLIENT
response will indicate that the write
command was a SUCCESS.
2b | OTA.C.Am TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER containing the
back each attribute written in requested attribute.
step 2a. If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.
Continued...
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OTA-TC-01C: Attributes with client as DUT

Item | PICS

Test Harness Step

DUT pass Verification

3 | OTAC.A0

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
each optional attribute of this
cluster one at a time.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER containing each
attribute.

If the DUT CLIENT implements
the attribute, the Status field will be
equal to SUCCESS and the
command will contain the
requested attribute. If the DUT
CLIENT does not implement the
attribute, the Status field will not be
equal to SUCCESS.

The data type in each command
must match the value listed in the
specification(s). The data value in
each command for the attribute
must fall within the valid range
described in the specification(s).

da | OTA.C.A0

TH SERVER unicasts a ZCL
write attributes command
frame to DUT CLIENT to
write the respective default
value to each optional attribute
of this cluster one at a time.

DUT CLIENT unicasts a ZCL write
attributes response command frame
to TH SERVER for each attribute.

If the attribute is not implemented
or the access control of DUT
CLIENT is set to READ, the DUT
CLIENT response will indicate that
the attribute write command was
not a SUCCESS. If the attribute is
implemented and the access control
of DUT CLIENT is set to
READ/WRITE, the DUT response
will indicate that the write
command was a SUCCESS.

Continued...
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OTA-TC-01C: Attributes with client as DUT

Item | PICS

Test Harness Step

DUT pass Verification

4h | OTA.C.A0

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
back each attribute written in
step 4a.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER containing the
requested attribute.

If the Status field of the write
attributes response command frame
was equal to SUCCESS, the
updated value is read back. If the
Status field of the write attributes
response command frame was not
equal to SUCCESS the value is not
updated when read back.

--- End of test case OTA-TC-01C ---
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275 4.3.2 OTA-TC-02C: Unknown upgrade server

276  This test verifies that an OTA upgrade client (the DUT), which does not have the address of
277  the OTA upgrade server (the TH) pre-programmed, properly performs to query the OTA
278  upgrade server.

279 4.3.2.1 Scope

280  General:
281 e Read attributes command (0x00)
282 e Read attributes response command (0x01)

283  OTA cluster (0x0019):

284 e UpgradeServerld attribute (0x0000)
285 PICS:

286 e OTAC

287 e OTA.C.A0000

288 4.3.2.2 Required devices

Designation Symbol Description

DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

289

290 4.3.2.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The OTA upgrade client is not pre-programmed with the IEEE address of the OTA
upgrade server (UpgradeServerlD attribute).

291
292
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293 4.3.2.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
294
OTA-TC-02C: Unknown upgrade server
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-02C preparation ---
295
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296 4.3.2.5 Test procedure

OTA-TC-02C: Unknown upgrade server
Item | PICS Test Harness Step DUT pass Verification

la |- - DUT CLIENT (OTA upgrade
client) initiates the process to
search for the OTA upgrade server,
by issuing a match descriptor

request.
1b |- TH SERVER (OTA upgrade Upon receiving a response from TH
server) responds with a match | SERVER, DUT CLIENT may
descriptor response. optionally issue an IEEE address

request to the device to obtain its
long address.

Devices may determine the IEEE
address of the OTA upgrade server
via the neighbor table or other
internal records.

1c |- Conditional on step 1b (DUT): | NOTE: DUT updates the value of
TH SERVER responds with the UpgradeServerld attribute with
am IEEE address response. the obtained IEEE address of the
OTA upgrade server.
2 | OTA.C.A0000 | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame

frame to DUT CLIENT to read | to TH SERVER.

the UpgradeServerld attribute. | ypgradeServerld attribute has a
value equal to TH SERVER (OTA
upgrade server).

--- End of test case OTA-TC-02C ---
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300 4.3.3 OTA-TC-03C: Query upgrade server when no image is available

301  This tests that the OTA upgrade client (the DUT) sends a correctly formatted request to the
302 OTA upgrade server (the TH).

303 4.3.3.1 Scope
304  General:
305 e Default response command (0x0b)

306  OTA cluster (0x0019):

307 e Query Next Image Request command (0x01)
308 e Query Next Image Response command (0x02)
309 PICS:

310 e OTAC

311 e OTA.C.CO2.Rsp

312 e OTA.C.COL1.TX

313 4.3.3.2 Required devices

Designation Symbol Description

DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

314
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4.3.3.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to

periodically query the upgrade server

4.3.3.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After

OTA-TC-03C: Query upgrade server when no image is available

Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-03C preparation ---
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320 4.3.3.5 Test procedure
OTA-TC-03C: Query upgrade server when no image is available
Item | PICS Test Harness Step DUT pass Verification
la | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER.
The Manufacturer Code, Image
Type and Current File Version
fields depend on the configuration
of the DUT.
1b | OTACCO2Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the Status field | with the status field equal to 0x00
set to 0x98 (NO_IMAGE_- (SUCCESS).
AVAILABLE). DUT CLIENT does nothing.
2a | OTACCOLTx | . After 10s, DUT CLIENT unicasts a
ZCL Query Next Image Request
command frame to TH SERVER.
The Manufacturer Code, Image
Type and Current File Version
fields depend on the configuration
of the DUT.
2b | OTACLO2Rs | TH SERVER unicasts a ZCL | If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the Status field | with the status field equal to 0x00
set to 0x98 (NO_IMAGE_- (SUCCESS).
AVAILABLE). DUT CLIENT does nothing.
--- End of test case OTA-TC-03C ---
321
322
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4.3.4 OTA-TC-04C: Image notification with matching parameters

This tests the server’s ability to send out image notifications (optional). Testing that the client

responds to them is not required behavior, so we will not have test cases.

NOTE: Clients that do not support receiving the broadcast image notification may skip those
steps where the server is sending a broadcast message; they do not have to respond to
broadcast notifications. However, clients must run the steps related to receiving a unicast

image notification message and meet the pass criteria as detailed below.

4.3.4.1 Scope

General:
e Read attributes command (0x00)
e Read attributes response command (0x01)
e Default response command (0x0b)

OTA cluster (0x0019):
e Image Notify command (0x00)
e Query Next Image Request command (0x01)
e Query Next Image Response command (0x02)

e OTAC
e OTA.C.CO0.Rsp, OTA.C.C02.Rsp
e OTA.C.COL.Tx

4.3.4.2 Required devices

Designation Symbol Description

DUT

Device under test client implementing:

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

CLIENT ‘ e The OTA cluster client.

Page 36 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.

2]

LigBee

Control your world



ZigBee Document 16-02824-004, August 4th, 2017 ZCL OTA Cluster Test Specification, v0.9

346  4.3.4.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA

upgrade server must be setup as the TH.

4 The OTA upgrade server shall have NO images available for the client to download.

347

348 4.3.4.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After

349
OTA-TC-04C: Image notification with matching parameters
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-04C preparation ---
350
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351 4.3.4.5 Test procedure

OTA-TC-04C: Image notification with matching parameters

Item | PICS Test Harness Step DUT pass Verification

1 | OTACCOORs | TH SERVER broadcasts a If requested, DUT CLIENT

ZCL Image Notify command unicasts a ZCL default response
frame to all devices, indicating | command frame to TH SERVER
that an upgrade image is with the status field equal to 0x00
available, with the Payload (SUCCESS).

Type field set to 0x00 (Query | DUT CLIENT does nothing.

jitter only) and the Query Jitter NOTE: DUT CLIENT shall NOT

er:(ejrsf?teltgs()l)r(]ot%e(olcr@g;- Rl%tify respond with a Query Next Image
command frame shall be Request command frame.

omitted.

2a | OTACCOORs | TH SERVER broadcasts a DUT CLIENT unicasts a ZCL
OTAC.COLTx | 7CL Image Notify command | Query Next Image Request
frame to all devices, indicating | command frame using its

that a new image is available, | parameters for the Manufacturer
with the Payload Type field set | Code, Image Type, and Current
to 0x01 (Query jitter and File Version fields.
manufacturer code), the Query
Jitter field set to 0x64 (100)
and the Manufacturer Code
field set according to the value
that the OTA client device is
using.

NOTE: The manufacturer code
will vary based on the OTA
upgrade file that the server
was informed aboult.

2b | OTACCO02Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame with the command frame to TH SERVER
Status field set to 0x98 with the status field equal to 0x00
(NO_IMAGE_AVAILABLE). | (SUCCESS).

DUT CLIENT does nothing.

Continued...
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OTA-TC-04C: Image notification with matching parameters

Item | PICS Test Harness Step DUT pass Verification
3a | OTACCOORsp | TH SERVER broadcasts a DUT CLIENT unicasts a ZCL
OTA.C.0LTx ZCL Image Notify command | Query Next Image Request

frame to all devices, indicating | command frame using its
that a new image is available, | parameters for the Manufacturer
with the Payload Type field set | Code, Image Type and Current File
to 0x02 (Query jitter, Version fields.
manufacture code and image
type), the Query Jitter field set
to 0x64 (100) and the
Manufacturer Code and Image
Type fields set according to the
values of the OTA client.
NOTE: The manufacturer code
and image type will vary based
on the OTA upgrade file that
the server was informed about.

3b | OTACCO2Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame with the command frame to TH SERVER
Status field set to 0x98 with the status field equal to 0x00
(NO_IMAGE_AVAILABLE). | (SUCCESS).

DUT CLIENT does nothing.
4a | OTACCOORsp | TH SERVER broadcasts a DUT CLIENT unicasts a ZCL
OTACOLTX | 7CL Image Notify command | Query Next Image Request
frame to all devices, indicating | command frame using its
that the new image is available, | parameters for the Manufacturer
with the Payload Type field set | Code, Image Type and Current File
to 0x03 (Query jitter, Version fields.
manufacture code, image type
and new file version), the
Query Jitter field set to 0x64
(100) and the Manufacturer
Code, Image Type and New
File Version fields set
according to the values of the
OTA client.
NOTE: The manufacturer code
and image type will vary based
on the OTA upgrade file that
the server was informed about.
Continued...
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OTA-TC-04C: Image notification with matching parameters

Item | PICS Test Harness Step DUT pass Verification

4p | OTACCO2Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame with the command frame to TH SERVER
Status field set to 0x98 with the status field equal to 0x00
(NO_IMAGE_AVAILABLE). | (SUCCESS).

DUT CLIENT does nothing.

Sa | OTACCOORs | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTA.C.0LTx Image Notify command frame | Query Next Image Request

to DUT CLIENT, indicating command frame using its

that a new image is available, | parameters for the Manufacturer
with the Payload Type field set | Code, Image Type and Current File

to 0x03 (Query jitter, Version fields.
manufacture code, image type | NOTE: Clients are required to
and new file version), the respond to unicast notifications,

Query Jitter field set to 0x00 regardless of whether the
(0) and the Manufacturer Code | parameters match or if the sent

and Image Type fields set to jitter is less than the chosen jitter.
values that DIFFER from the

OTA client device. This
message shall be APS
encrypted.

5b | OTACCO02Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Query Next Image Response unicasts a ZCL default response
command frame with the command frame to TH SERVER
Status field set to 0x98 with the status field equal to 0x00
(NO_IMAGE_AVAILABLE). | (SUCCESS).

DUT CLIENT does nothing.

6 | OTACCOORs | TH SERVER broadcasts a If requested, DUT CLIENT

ZCL Image Notify command unicasts a ZCL default response
frame to all devices, indicating | command frame to TH SERVER
that a new image is available, | with the status field equal to 0x00
with the Payload Type field set | (SUCCESS).

to 0x01 (Query jitter and DUT CLIENT does nothing.
manufacturer code), the Query
Jitter field set to 0x64 (100)
and the Manufacturer Code set
to a value that is DIFFERENT
from the OTA client device’s
value.

--- End of test case OTA-TC-04C ---

352
353
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354 4.3.5 OTA-TC-05C: Simple download (upgrade)
355  This will test the server and the client’s ability to download a simple OTA upgrade file.

356 4.3.5.1 Scope

357  General:

358 e Read attributes command (0x00)

359 e Read attributes response command (0x01)
360 e Default response command (0x0b)

361  OTA cluster (0x0019):

362 e UpgradeActivationPolicy attribute (0x000b)

363 e Query Next Image Request command (0x01)

364 e Query Next Image Response command (0x02)
365 e Image Block Request command (0x03)

366 e Image Block Response command (0x05)

367 e Upgrade End Request command (0x06)

368 e Upgrade End Response command (0x07)

369 PICS:

370 e OTAC

371 e OTA.C.A000b

372 e OTA.C.CO2.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
373 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

374  4.3.5.2 Required devices

Designation Symbol Description

DUT Device under test client implementing:

CLIENT ' e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

375
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4.3.5.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields. The version in the file shall be greater than the version currently installed on
the OTA client (i.e. an upgrade).

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to

periodically query the upgrade server

4.3.5.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After

OTA-TC-05C: Simple download (upgrade)

Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-05C preparation ---
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381 4.3.5.5 Test procedure
OTA-TC-05C: Simple download (upgrade)
Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.AQ00b TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the UpgradeACtivationPOIicy Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCOD shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the NULL upgrade file for
the OTA client indicating that
it is the next upgrade file for
the corresponding
manufacturer 1D and Image
Type ID. This shall be done
via a manufacturer specific
process.
3a | OTACCOLT | . DUT CLIENT unicasts a ZCL
Query Next Image request
command frame to TH SERVER
with the Manufacturer Code, Image
Type, and Current File Version
fields equal to appropriate values
for the DUT.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTACL.CO3Tx | Query Next Image response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS) and and File Version fields equal to the
the Manufacturer Code, Image | values of the previous request, the
Type, File Version, and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
Continued...

’) ZigBee'
Control your world

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.

Page 43



ZCL OTA Cluster Test Specification, v0.9

ZigBee Document 16-02824-004, August 4th, 2017

OTA-TC-05C: Simple download (upgrade)
Item | PICS Test Harness Step DUT pass Verification
3c | OTACCOSRs | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CBTz | Image Block Response Upgrade End Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field equal to either 0x00
Manufacturer Code, Image (SUCCESS) or 0x96
Type and File Version fields (INVALID_IMAGE) and the
set according to the values of Manufacturer Code, Image Type
the OTA upgrade file, the File | and File Version fields equal to
Offset field set to the value in values according to the file that was
the previous request and the downloaded.
Data Size field setto avalue | NOTE: The value of the Status field
suitable for the TH. depends on how DUT CLIENT
processes the NULL file. This is
vendor specific and not critical to
passing the test.
3d | OTACCO7.Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Upgrade End Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version DUT CLIENT does nothing.
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT.
If the noted Upgrade-
ActivationPolicy attribute was
set to 0x00, the Current Time
and Upgrade Time fields are
both set to the current clock
time (upgrade now).
If the noted Upgrade-
ActivationPolicy attribute was
set to 0x01, the Current Time
field is set to any value and the
Upgrade Time field is set to
OxFFfFffff.
--- End of test case OTA-TC-05C ---
382
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4.3.6 OTA-TC-06C: Simple download (downgrade)

This will test the client’s ability to download a simple OTA upgrade file with a lower version

number than it is currently running.

4.3.6.1 Scope
General:
e Read attributes command (0x00)

e Read attributes response command (0x01)
e Default response command (0x0b)

OTA cluster (0x0019):
e UpgradeActivationPolicy attribute (0x000b)
e Query Next Image Request command (0x01)
e Query Next Image Response command (0x02)
e Image Block Request command (0x03)
e Image Block Response command (0x05)
e Upgrade End Request command (0x06)
e Upgrade End Response command (0x07)

e OTAC

e OTA.C.A000b

e OTA.C.CO2.Rsp, OTA.C.C05.Rsp, OTA.C.C07.Rsp
e OTA.C.CO1.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

e OQUPCI12

4.3.6.2 Required devices

Designation Symbol Description

DUT

Device under test client implementing:

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

CLIENT ' e The OTA cluster client.
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4.3.6.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields. The version in the file shall be less than the version currently installed on the
OTA client (i.e. a downgrade).

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to

periodically query the upgrade server.

4.3.6.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After

OTA-TC-06C: Simple download (downgrade)

Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-06C preparation ---
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413 4.3.6.5 Test procedure
OTA-TC-06C: Simple download (downgrade)
Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.A000b TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the UpgradeACtivationPOIicy Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCODb shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the NULL upgrade file for
the OTA client indicating that
it is the next upgrade file for
the corresponding
manufacturer 1D and Image
Type ID. This shall be done
via a manufacturer specific
process.
3a | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
Continued...
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OTA-TC-06C: Simple download (downgrade)

Item | PICS Test Harness Step DUT pass Verification
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL If DUT CLIENT supports
83:;;303-” Query Next Image Response downgrading (OUPC12), DUT

command frame to DUT
CLIENT with the Status field
set to 0x00 (SUCCESS) and
the Manufacturer Code, Image
Type, File Version and Image
Size fields set according to the
OTA upgrade file prepared as
part of the initial conditions.

CLIENT unicasts a ZCL Image
Block Request command frame to
TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field equal to zero and
the Maximum Data Size field equal
to a suitable value for the DUT.

If DUT CLIENT does not support
downgrading (OUPC12), DUT
CLIENT unicasts a ZCL Upgrade
End Request command frame to TH
SERVER with the Status field
equal to 0x95 (ABORT) and halts
the upgrade process, playing no
further role in this test case.

3c OTA.C.C05.Rsp
OTA.C.C06.Tx

TH SERVER unicasts a ZCL
Image Block Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.

Continued...
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OTA-TC-06C: Simple download (downgrade)

Item | PICS

Test Harness Step

DUT pass Verification

3d OTA.C.CO7.Rsp

TH SERVER unicasts a ZCL
Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT.

If the noted Upgrade-
ActivationPolicy attribute was
set to 0x00, the Current Time
and Upgrade Time fields are
both set to the current clock
time (upgrade now).

If the noted Upgrade-
ActivationPolicy attribute was
set to 0x01, the Current Time
field is set to any value and the
Upgrade Time field shall be set
to OXfFfffff.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT does nothing.

--- End of test case OTA-TC-06C ---
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416 4.3.7 OTA-TC-07C: File download with immediate upgrade

417  This will test the client’s ability to download a FULL, valid OTA upgrade file, and
418 immediately upgrade once that download is complete (depending on the status of the client’s
419  UpgradeActivationPolicy attribute).

420 4.3.7.1 Scope

421  General:

422 e Read attributes command (0x00)

423 e Read attributes response command (0x01)
424 e Default response command (0x0b)

425  OTA cluster (0x0019):

426 e CurrentFileVersion attribute (0x0002)

427 e ImageUpgradeStatus attribute (0x0006)

428 e UpgradeActivationPolicy attribute (0x000b)

429 e Query Next Image Request command (0x01)

430 e Query Next Image Response command (0x02)
431 e Image Block Request command (0x03)

432 e Image Block Response command (0x05)

433 e Upgrade End Request command (0x06)

434 e Upgrade End Response command (0x07)

435 PICS:

436 e OTAC

437 e OTA.C.A0002, OTA.C.A0006, OTA.C.A000b
438 e OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.C07.Rsp
439 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

440 4.3.7.2 Required devices

Designation Symbol Description
DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

441
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442  4.3.7.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for their OTA client device
that contains their vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 Using platform specific means, verify the current running version of software the
client is using.

443

444  4.3.7.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
445
OTA-TC-07C: File download with immediate upgrade
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-07C preparation ---
446
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4.3.7.5 Test procedure

OTA-TC-07C: File download with immediate upgrade

Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.AQ00 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the UpgradeActivationPolicy | Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCODb shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer 1D
and Image Type ID. This shall
be done via a manufacturer
specific process.
3a | OTACCOLTx | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Core, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS) and and File Version fields equal to the
the Manufacturer Code, Image | values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
Continued...
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OTA-TC-07C: File download with immediate upgrade

Item | PICS Test Harness Step DUT pass Verification

3c | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).

Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

4 | OTA.C.A0006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus If DUT CLIENT does not support
attribute. the attribute, it shall respond with a

status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).
ba | OTACCHTX | . DUT CLIENT unicasts a ZCL

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next block and the Maximum
Data Size field equal to a suitable
value for the DUT.

Continued...
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OTA-TC-07C: File download with immediate upgrade

Item | PICS

Test Harness Step

DUT pass Verification

5b OTA.C.CO5.Rsp

TH SERVER unicasts a ZCL
Image Block Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

The test shall repeat from step 5a,
until the complete file has been
downloaded.

6 OTA.C.C06.Tx

DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.

If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to

0x00:

7a OTA.C.CO7.Rsp

TH SERVER unicasts a ZCL
Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT and the Current Time
and Upgrade Time fields are
both set to the current clock
time (upgrade now).

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT shall initiate the
upgrade according to the device
vendor’s specific bootload process.
NOTE: The OTA client may
require a variable amount of time
to complete the upgrade and return
to the network.

Continued...

Page 54

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.

/) ZigBee'
Control your world



ZigBee Document 16-02824-004, August 4th, 2017

ZCL OTA Cluster Test Specification, v0.9

OTA-TC-07C: File download with immediate upgrade

Item | PICS

Test Harness Step

DUT pass Verification

7b OTA.C.A0002

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
the CurrentFileVersion
attribute.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER.

If DUT CLIENT does not support
the attribute, it shall respond with a
status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to the version of the OTA file
that was downloaded.

7c

Verify via platform specific means
that the device is running the
version of software that it download
and installed.

If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to

0x01:

8a OTA.C.C07.Rsp

TH SERVER unicasts a ZCL
Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT, the Current Time
field set to any value and the
Upgrade Time field set to
OxFFfFffff.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT does nothing.

NOTE: Activation of the image is
done via out-of-band mechanisms.
Attempts by the OTA server to tell
the client to install the image will

be rejected.

8b OTA.C.A0002

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
the CurrentFileVersion
attribute.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER.

If DUT CLIENT does not support
the attribute, it shall respond with a
status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to the EXISTING version of
the OTA file (i.e. the downloaded
file has NOT been activated).

Continued...
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OTA-TC-07C: File download with immediate upgrade

Item | PICS

Test Harness Step

DUT pass Verification

8c OTA.C.A0006

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
the ImageUpgradeStatus
attribute.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER.

If DUT CLIENT does not support
the attribute, it shall respond with a
status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x06 (Waiting to Upgrade
via External Event).

--- End of test case OTA-TC-07C ---
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4.3.8 OTA-TC-08C: Simple download with delayed upgrade
This will test the client’s ability to download a valid OTA upgrade file and, if its

UpgradeActivationPolicy attribute is set to 0x00, wait before applying the upgrade. If the
client’s UpgradeActivationPolicy attribute is set to 0x01, the client shall reject an attempt by
the server to activate the upgrade via conventional means.

4.3.8.1 Scope

General:

Read attributes command (0x00)
Read attributes response command (0x01)
Default response command (0x0b)

OTA cluster (0x0019):

ImageUpgradeStatus attribute (0x0006)
UpgradeActivationPolicy attribute (0x000b)
Query Next Image Request command (0x01)
Query Next Image Response command (0x02)
Image Block Request command (0x03)

Image Block Response command (0x05)
Upgrade End Request command (0x06)
Upgrade End Response command (0x07)

OTA.C

OTA.C.A0006, OTA.C.A000b

OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

4.3.8.2 Required devices

Designation Symbol Description

DUT

Device under test client implementing:

SERVER

TH Test harness server implementing:

e The OTA cluster server.

CLIENT ' e The OTA cluster client.
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476  4.3.8.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for their OTA client device
that contains their vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

477

478 4.3.8.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
479
OTA-TC-08C: Simple download with delayed upgrade
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-08C preparation ---
480
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4.3.8.5 Test procedure

OTA-TC-08C: Simple download with delayed upgrade

Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.AQ00b TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the 'UpgradeACtivationPOIicy Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCODb shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer ID
and Image Type ID. This shall
be done via a manufacturer
specific process.
3a | OTACCOLTx ) . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS) and and File Version fields equal to the
the Manufacturer Code, Image | values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
Continued...
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OTA-TC-08C: Simple download with delayed upgrade

Item | PICS Test Harness Step DUT pass Verification

3c | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).

Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset fields set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

4 | OTA.C.A0006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus If DUT CLIENT does not support
attribute. the attribute, it shall respond with a

status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).
ba | OTACCHTX | . DUT CLIENT unicasts a ZCL

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next block and the Maximum
Data Size field equal to a suitable
value for the DUT.

Continued...
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OTA-TC-08C: Simple download with delayed upgrade

Item | PICS Test Harness Step DUT pass Verification
5b | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version fields | The test shall repeat from step 5a,
set according to the values of | yntil the complete file has been
the OTA Upgrade flle, the File downloaded.
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

Ba | OTACCO6.Tx | . DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.

6b | OTACCO7Rs | TH SERVER unicastsa ZCL | -

OUPCE Upgrade End Response

command frame to DUT
CLIENT with the
Manufacturer Core, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT, the Current Time
field set to the current clock
time and the Upgrade Time
field set to the current clock
time plus 300 (upgrade in 5
minutes).

Continued...
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OTA-TC-08C: Simple download with delayed upgrade

Item | PICS Test Harness Step DUT pass Verification
If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to
0x01:

7 - DUT CLIENT unicasts a ZCL

Default Response command frame
with a status of NOT _-
AUTHORIZED (The new
downloaded image shall NOT be
activated).

NOTE: In this case, the image shall
only be activated via out-of-scope
means.

If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to

0x00:
8a - If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).
8h | OTACA006 | After 30s after step 6b: DUT CLIENT unicasts a ZCL read
TH SERVER unicasts a ZCL | attributes response command frame
read attributes command to TH SERVER.
frame to DUT CLIENT to read | The ImageUpgradeStatus attribute
the ImageUpgradeStatus has a value equal to 0x04 (Count
attribute. down).
8c - Approximately 5 minutes after step
6b, DUT CLIENT shall perform its
manufacturing specific process to
apply the upgrade.
NOTE: The time it takes to
complete the upgrade will vary.
The tester should wait a reasonable
amount of time before proceeding
to the next step.
8d | OTA.C.A0006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT toread | to TH SERVER.
the ImageUpgradeStatus The ImageUpgradeStatus attribute
attribute. has a value equal to 0x00 (Normal).
--- End of test case OTA-TC-08C ---
Page 62 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @(I(j{ggﬁe&[ i




484

485
486

487

488
489
490
491

492
493
494
495
496
497
498
499
500

501
502
503
504
505

506

507

ZigBee Document 16-02824-004, August 4th, 2017

ZCL OTA Cluster Test Specification, v0.9

4.3.9 OTA-TC-09C: Simple download with wait for run upgrade command

This will test the client’s ability to download a valid OTA upgrade file, and wait for the run
upgrade command from the server before applying the upgrade.

4.3.9.1 Scope

General:

Read attributes command (0x00)
Read attributes response command (0x01)
Default response command (0x0b)

OTA cluster (0x0019):

ImageUpgradeStatus attribute (0x0006)
UpgradeActivationPolicy attribute (0x000b)
Query Next Image Request command (0x01)
Query Next Image Response command (0x02)
Image Block Request command (0x03)

Image Block Response command (0x05)
Upgrade End Request command (0x06)
Upgrade End Response command (0x07)

OTA.C

OTA.C.A0006, OTA.C.A000b

OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

4.3.9.2 Required devices

Designation Symbol Description

DUT

Device under test client implementing:

SERVER

TH Test harness server implementing:

e The OTA cluster server.

CLIENT ' e The OTA cluster client.
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508 4.3.9.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for their OTA client device
that contains their vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

509

510 4.3.9.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
511
OTA-TC-09C: Simple download with wait for run upgrade command
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-09C preparation ---
512
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513 4.3.9.5 Test procedure
OTA-TC-09C: Simple download with wait for run upgrade command
Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.AQ00b TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the UpgradeACtivationPOIicy Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCOD shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer ID
and Image Type ID. This shall
be done via a manufacturer
specific process.
3a | OTACCOLTx ) . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS) and and File Version fields equal to the
the Manufacturer Code, Image | values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
Continued...
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OTA-TC-09C: Simple download with wait for run upgrade command

Item | PICS Test Harness Step DUT pass Verification

3c | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).

Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

4 | OTA.C.A0006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus If DUT CLIENT does not support
attribute. the attribute, it shall respond with a

status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).
ba | OTACCHTX | . DUT CLIENT unicasts a ZCL

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next block and the Maximum
Data Size field equal to a suitable
value for the DUT.

Continued...
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OTA-TC-09C: Simple download with wait for run upgrade command

Item | PICS Test Harness Step DUT pass Verification
5b | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version fields | The test shall repeat from step 5a,
set according to the values of | yntjl the complete file has been
the OTA Upgrade flle, the File downloaded.
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

Ba | OTACCO6.Tx | . DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.

6b | OTACCO7Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

OUPC7

Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT, the Current Time
field set to any value and the
Upgrade Time field set to
OxfFFFFfFff (wait for upgrade
command).

unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

Continued...

/) LigBee
Control your world

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.

Page 67



ZCL OTA Cluster Test Specification, v0.9

ZigBee Document 16-02824-004, August 4th, 2017

OTA-TC-09C: Simple download with wait for run upgrade command

Item | PICS

Test Harness Step

DUT pass Verification

7 OTA.C.A0006

After 10s after step 6b:

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
the ImageUpgradeStatus
attribute.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER.

If the UpgradeActivationPolicy
attribute is equal to 0x00, the
ImageUpgradeStatus attribute has a
value equal to 0x03 (Waiting to
Upgrade).

If the UpgradeActivationPolicy
attribute is equal to 0x01, the
ImageUpgradeStatus attribute has a
value equal to 0x06 (Waiting to
Upgrade via External Event).

8 OTA.C.CO7.Rsp
OUPC7

TH SERVER unicasts a ZCL
Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT and the Current Time
and Upgrade Time fields both
set to the current clock time
(upgrade now).

If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to

0x01:

9

DUT CLIENT unicasts a ZCL
Default Response command frame
with a status of NOT _-
AUTHORIZED (The new
downloaded image shall NOT be
activated).

NOTE: In this case, the image shall

only be activated via out-of-scope
means.

Continued...
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OTA-TC-09C: Simple download with wait for run upgrade command

Item

PICS

Test Harness Step

DUT pass Verification

If the value of the UpgradeActiviationPolicy attribute obtained in step 1 is equal to

0x00:

10a

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT shall initiate the
upgrade according to the device
vendor’s specific bootload process.
NOTE: The OTA client may
require a variable amount of time
to complete the upgrade and return
to the network.

8c

OTA.C.A0006

TH SERVER unicasts a ZCL
read attributes command
frame to DUT CLIENT to read
the ImageUpgradeStatus
attribute.

DUT CLIENT unicasts a ZCL read
attributes response command frame
to TH SERVER.

The ImageUpgradeStatus attribute
has a value equal to 0x00 (Normal).

--- End of test case OTA-TC-09C ---

’) ZigBee'
Control your world

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 69



ZCL OTA Cluster Test Specification, v0.9 ZigBee Document 16-02824-004, August 4th, 2017

516 4.3.10 OTA-TC-10C: Cryptographically invalid file

517  This will test the client’s ability to cryptographically verify an image file and reject an invalid
518  one.

519 4.3.10.1 Scope
520  General:
521 e Default response command (0x0b)

522  OTA cluster (0x0019):

523 e Query Next Image Request command (0x01)
524 e Query Next Image Response command (0x02)
525 e Image Block Request command (0x03)
526 e Image Block Response command (0x05)
527 e Upgrade End Request command (0x06)
528 PICS:
529 e OTAC
530 e OTA.C.C02.Rsp, OTA.C.CO05.Rsp
531 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx
532 4.3.10.2 Required devices
Designation Symbol Description
DUT ‘ Device under test client implementing:
CLIENT e The OTA cluster client.
TH ’ Test harness server implementing:
SERVER e The OTA cluster server.

533
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4.3.10.3

Initial conditions

Item

Initial Conditions

1

A packet sniffer shall be observing the communication over the air interface.

2

All devices are factory new and powered off until used.

3

The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

The manufacturer must prepare a FULL upgrade file for their OTA client device
that has an OTA header, vendor firmware, an ECDSA signer certificate sub-element
tag, and an ECDSA signature sub-element tag. A single byte of the upgrade file
shall be modified so that it is no longer cryptographically valid. This modification
shall be made to the header string value that is in the header of the image.

NOTE: This test must be run with a full upgrade image instead of a NULL upgrade
image. It is not possible to differentiate between a device that detects a signature is
invalid and a device that declares that the NULL image is invalid (since it doesn’t
contain a real upgrade image). In both cases the client will return
INVALID_IMAGE.

The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server
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537 4.3.10.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
538
OTA-TC-10C: Cryptographically invalid file
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-10C preparation ---
539
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4.3.10.5 Test procedure
OTA-TC-10C: Cryptographically invalid file
Item | PICS Test Harness Step DUT pass Verification
1 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer ID
and Image Type ID. This shall
be done via a manufacturer
specific process.
2a | OTACCOLTx | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
2b | OTACCO2Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

Query Next Image Response
command frame to DUT
CLIENT with the Status field
set to 0x00 (SUCCESS) and
the Manufacturer Code, Image
Type, File Version and Image
Size fields set according to the
OTA upgrade file prepared as
part of the initial conditions.

unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

3a

OTA.C.C03.Tx

DUT CLIENT unicasts a ZCL
Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next block and the Maximum
Data Size field equal to a suitable
value for the DUT.

Continued...
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OTA-TC-10C: Cryptographically invalid file

Item | PICS

Test Harness Step

DUT pass Verification

3b OTA.C.CO5.Rsp

TH SERVER unicasts a ZCL
Image Block Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

The test shall repeat from step 3a,
until the complete file has been
downloaded.

4 OTA.C.C06.Tx

DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x96
(INVALID_IMAGE) and the
Manufacturer Code, Image Type
and File Version fields equal to
values according to the file that was
downloaded.

NOTE: DUT CLIENT shall not
process the upgrade file.

--- End of test case OTA-TC-10C ---
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543 4.3.11 OTA-TC-11C: Require more image

544 This will test the client’s ability to retrieve multiple files when they are required for an
545  upgrade. Only those devices that require multiple files in order to upgrade will run this test.

546 4.3.11.1 Scope
547  OTA cluster (0x0019):
548 e Query Next Image Request command (0x01)
549 e Query Next Image Response command (0x02)
550 e Image Block Request command (0x03)
551 e Image Block Response command (0x05)
552 e Upgrade End Request command (0x06)
553 PICS:
554 e OTAC
555 e OTA.C.C02.Rsp, OTA.C.C05.Rsp
556 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx
557 4.3.11.2 Required devices
Designation Symbol Description

DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

558
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4.3.11.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare two NULL upgrade files for their OTA client device
that has just an OTA header, without any upgrade firmware in the image.
The images shall be labeled with different image type IDs and versions numbers for
each component of the system that requires an upgrade image.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server
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562 4.3.11.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
563
OTA-TC-11C: Require more image
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-11C preparation ---
564
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565 4.3.11.5 Test procedure
OTA-TC-11C: Require more image
Item | PICS Test Harness Step DUT pass Verification
1 TH SERVER shall be informed | -
of the two NULL upgrade files
for the OTA client indicating
that they are the next upgrade
files for the corresponding
manufacturer ID and Image
Type ID. This shall be done
via a manufacturer specific
process.
2a | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for either of the two required
images.
2h | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL

OTA.C.C03.Tx

Query Next Image Response
command frame to DUT
CLIENT with the Status field
set to 0x00 (SUCCESS), the
Manufacturer Code, Image
Type, File Version and Image
Size fields set according to the
OTA upgrade file prepared as
part of the initial conditions.

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field equal to zero and
the Maximum Data Size field equal
to a suitable value for the DUT.

2c | OTAC.CORsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
8;’:;006'“ Image Block Response Upgrade End Request command

command frame to DUT frame to TH SERVER with the
CLIENT with the Status field equal to 0x99
Manufacturer Code, Image (REQUIRE_MORE_IMAGE) and
Type and File Version fields the Manufacturer Code, Image
set according to the values of Type and File Version fields equal
the OTA upgrade file, the File | to values according to the file that
Offset field set to the value in | was downloaded.
the previous request and the
Data Size field set to a value
suitable for the TH.

Continued...
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OTA-TC-11C: Require more image
Item | PICS Test Harness Step DUT pass Verification
3a | OTACCOLTx . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to values for the other
required image that was not queried
in step 2a.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS), the and File Version fields equal to the
Manufacturer Code, Image values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
3b | OTACCOSRs | TH SERVER unicastsa ZCL | DUT CLIENT unicasts a ZCL
OTAC.COB.Tx | Image Block Response Upgrade End Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field equal to 0x00
Manufacturer Code, Image (SUCCESS) and the Manufacturer
Type and File Version fields Code, Image Type and File Version
set according to the values of equal to values according to the file
the OTA upgrade file, the File | that was downloaded.
Offset field set to the value in | NOTE: DUT CLIENT shall not
the previous request and the process the NULL upgrade files.
Data Size field set to a value
suitable for the TH.

566
567

--- End of test case OTA-TC-11C ---
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568 4.3.12 OTA-TC-12C: Wait for data

569  This will test the client to see if it handles a download where the OTA upgrade file is
570  temporarily unavailable.

571 4.3.12.1 Scope

572  General:

573 e Read attributes command (0x00)

574 e Read attributes response command (0x01)
575 e Default response command (0x0b)

576  OTA cluster (0x0019):

577 e ImageUpgradeStatus attribute (0x0006)
578 e UpgradeActivationPolicy attribute (0x000Db)
579 e Query Next Image Request command (0x01)
580 e Query Next Image Response command (0x02)
581 e Image Block Request command (0x03)
582 e Image Block Response command (0x05)
583 e Upgrade End Request command (0x06)
584 e Upgrade End Response command (0x07)
585 PICS:
586 e OTAC
587 e OTA.C.A0006, OTA.C.A000b
588 e OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
589 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx
500 4.3.12.2 Required devices
Designation Symbol Description
DUT ’ Device under test client implementing:
CLIENT e The OTA cluster client.
TH ’ Test harness server implementing:
SERVER e The OTA cluster server.

591
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4.3.12.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 The OTA upgrade server shall be setup such that the new upgrade file is not
immediately available. The first attempt to request the image shall result in a
response of WAIT_FOR_DATA.
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595 4.3.12.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
596
OTA-TC-12C: Wait for data
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-12C preparation ---
597
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598 4.3.12.5 Test procedure
OTA-TC-12C: Wait for data
Item | PICS Test Harness Step DUT pass Verification
1 | OTAC.A000b TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the UpgradeACtivationPOIicy Note the value of the
attribute. UpgradeActivationPolicy attribute.
NOTE: If the attribute cannot be
read from DUT CLIENT (e.g., from
a sleeping battery-powered device),
the value of the selected PICS
document item OUPCOa or
OUPCOD shall imply a value of
0x00 or 0x01 respectively.
2 TH SERVER shall be informed | -
of the NULL upgrade file for
the OTA client indicating that
it is the next upgrade file for
the corresponding
manufacturer 1D and Image
Type ID. This shall be done
via a manufacturer specific
process.
3a | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
3b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS), the and File Version fields equal to the
Manufacturer Code, Image values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size field equal
OTA upgrade file prepared as | to a suitable value for the DUT.
part of the initial conditions.
Continued...
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OTA-TC-12C: Wait for data

Item | PICS Test Harness Step DUT pass Verification

3c | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

oupc4 Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the Status field | with the status field equal to 0x00
set to 0x97 (SUCCESS).
(WAIT_FOR_DATA), the
Current Time field set to the
current clock time and the
Request Time field set to the
current clock time plus 120 (2
minutes).

4 | OTA.C.A0006 After 10s, TH SERVER DUT CLIENT unicasts a ZCL read
unicasts a ZCL read attributes | attributes response command frame
command frame to DUT to TH SERVER.

CLIENT toread the If DUT CLIENT does not support

ImageUpgradeStatus attribute. | the attribute, it shall respond with a
status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).

ba | OTACCOTx | . After at least 2 minutes after step
3c, DUT CLIENT unicasts a ZCL
Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field equal to zero and
the Maximum Data Size field equal
to a suitable value for the DUT.
NOTE: This is the same block that
was requested by DUT CLIENT in
step 3b.
Continued...
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OTA-TC-12C: Wait for data

Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT.

If the noted Upgrade-
ActivationPolicy attribute was
set to 0x00, the Current Time
and Upgrade Time field both
set to the current clock time
(upgrade now).

If the noted Upgrade-
ActivationPolicy attribute was
set to 0x01, the Current Time
field set to any value and the
Upgrade Time field set to
OXFFFfffff.

Item | PICS Test Harness Step DUT pass Verification
Sb | OTACCOSRsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.COB.TX | Image Block Response Upgrade End Request command

command frame to DUT frame to TH SERVER with the
CLIENT with the Status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version fields
set according to the values of
the OTA upgrade file.

5¢c | OTACCOTRs | TH SERVER unicasts a ZCL | If requested, DUT CLIENT

unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT does nothing.

599
600

--- End of test case OTA-TC-12C ---
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601 4.3.13 OTA-TC-13C: Aborted download

602  This will test the client to see if it handles a download that the server aborts before it is
603  complete.

604 4.3.13.1 Scope

605  General:

606 e Read attributes command (0x00)

607 e Read attributes response command (0x01)
608 e Default response command (0x0b)

609  OTA cluster (0x0019):

610 e ImageUpgradeStatus attribute (0x0006)
611 e Query Next Image Request command (0x01)
612 e Query Next Image Response command (0x02)
613 e Image Block Request command (0x03)
614 e Image Block Response command (0x05)
615 PICS:
616 e OTAC
617 e OTA.C.A0006
618 e OTA.C.CO2.Rsp, OTA.C.C05.Rsp
619 e OTA.C.C01.Tx, OTA.C.C03.Tx
620 4.3.13.2 Required devices
Designation Symbol Description
DUT Device under test client implementing:

CLIENT e The OTA cluster client.

TH ‘ Test harness server implementing:

SERVER e The OTA cluster server.

621
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622 4.3.13.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a full upgrade file for their OTA client device that
has vendor firmware. There should be no optional fields.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

623
624
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625 4.3.13.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
626
OTA-TC-13C: Aborted download
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-13C preparation ---
627
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4.3.13.5 Test procedure
OTA-TC-13C: Aborted download
Item | PICS Test Harness Step DUT pass Verification
1 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer ID
and Image Type ID. This shall
be done via a manufacturer
specific process.
2a | OTACCOLTx | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
2b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL

OTA.C.C03.Tx

Query Next Image Response
command frame to DUT
CLIENT with the Status field
set to 0x00 (SUCCESS), the
Manufacturer Code, Image
Type, File Version and Image
Size set according to the OTA
upgrade file prepared as part of
the initial conditions.

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field equal to zero and
the Maximum Data Size field equal
to a suitable value for the DUT.

2c | OTACCOSRs | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL

OTAC.CO3Tx | Image Block Response Image Block Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Manufacturer Code, Image Type
Manufacturer Code, Image and File Version field equal to the
Type and File Version fields values of the previous request, the
set according to the values of File Offset field equal to a different
the OTA upgrade file, the File | value from the offset in step 2b and
Offset field set to the value in | the Maximum Data Size field equal
the previous request and the to a suitable value for the DUT.
Data Size field set to a value
suitable for the TH.

Continued...
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OTA-TC-13C: Aborted download

Item | PICS Test Harness Step DUT pass Verification
2d | OTACCOSRsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
oupc2 Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the Status field | with the status field equal to 0x00
set to 0x95 (ABORT). (SUCCESS).
DUT CLIENT does nothing.

3 | OTAC.AQ006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus The ImageUpgradeStatus attribute
attribute. has a value equal to 0x00 (Normal).

--- End of test case OTA-TC-13C ---
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4.3.14 OTA-TC-14C: Aborted upgrade
This will test the server and the client’s ability to abort an upgrade after the download has been
completed.

NOTE: This test uses a FULL upgrade image since we are trying to note whether the client
incorrectly applied the upgrade file (and has a different version) or whether it correctly
discarded the file and has the same version as it was running previously. Most devices do not

change their version number if a NULL upgrade file is received so when using a NULL

upgrade file it is not possible to tell if the device aborted the upgrade or simply discarded the
NULL upgrade file.

4.3.14.1 Scope

General:

Read attributes command (0x00)
Read attributes response command (0x01)
Default response command (0x0b)

OTA cluster (0x0019):

CurrentFileVersion attribute (0x0002)
ImageUpgradeStatus attribute (0x0006)
Query Next Image Request command (0x01)
Query Next Image Response command (0x02)
Image Block Request command (0x03)

Image Block Response command (0x05)
Upgrade End Request command (0x06)

OTA.C

OTA.C.A0002, OTA.C.A000b

OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx

4.3.14.2 Required devices

Designation Symbol Description

DUT

Device under test client implementing:

SERVER

TH Test harness server implementing:

e The OTA cluster server.

CLIENT ' e The OTA cluster client.
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660 4.3.14.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for their OTA client device
that contains their vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

661
662

Page 92 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligBee‘

Control your world



ZigBee Document 16-02824-004, August 4th, 2017 ZCL OTA Cluster Test Specification, v0.9

663 4.3.14.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
664
OTA-TC-14C: Aborted upgrade
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-14C preparation ---
665
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666 4.3.14.5 Test procedure
OTA-TC-14C: Aborted upgrade
Item | PICS Test Harness Step DUT pass Verification
1 |- TH SERVER shall be informed | -

of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer 1D
and Image Type ID. This shall
be done via a manufacturer
specific process.

- DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values

2a OTA.C.C01.Tx

for the DUT.
2b | OTAC.CO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO3Tx | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with the

CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS), the and File Version fields equal to the
Manufacturer Code, Image values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size set according to the OTA | the Maximum Data Size field equal
upgrade file prepared as part of | to a suitable value for the DUT.
the initial conditions.

2c | OTAC.CORsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT

Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00

Manufacturer Code, Image (SUCCESS).
Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

Continued...
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OTA-TC-14C: Aborted upgrade

Item | PICS Test Harness Step DUT pass Verification
3 | OTAC.AQ006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus If DUT CLIENT does not support
attribute. the attribute, it shall respond with a
status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).
4a | OTACCO3Tx | . DUT CLIENT unicasts a ZCL
Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next block and the Maximum
Data Size field equal to a suitable
value for the DUT.
4p | OTACCORsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Image Block Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version fields | The test shall repeat from step 4a,
set according to the values of | yntil the complete file has been
the OTA upgrade file, the File | downloaded.
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.
ba | OTACCO6Tx | - DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.
Continued...
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OTA-TC-14C: Aborted upgrade
Item | PICS Test Harness Step DUT pass Verification

5h | OuPcs TH SERVER unicasts a ZCL DUT CLIENT does nothing.

Default Response command NOTE: The client shall NOT apply
frame to DUT CLIENT witha | the upgrade.

Status parameter set to 0x95

(ABORT).

6 | OTAC.AQ006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus The ImageUpgradeStatus attribute
attribute. has a value equal to 0x00 (Normal).

7 | OTAC.AQ02 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT toread | to TH SERVER.
the CurrentFileVersion The CurrentFileVersion attribute
attribute. has a value equal to the same value

as it used in the Firmware Version
parameter of the initial Query
Image Request command frame in
step 2a.

--- End of test case OTA-TC-14C ---
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669 4.3.15 OTA-TC-15C: Image page request
670  This will test the server or the client’s ability to handle an image page request to receive
671  multiple blocks sent without requesting each one.

672 NOTE: This test is required only if the device supports the optional feature image page
673  request.

674 4.3.15.1 Scope

675  General:

676 e Read attributes command (0x00)

677 e Read attributes response command (0x01)
678 e Default response command (0x0b)

679  OTA cluster (0x0019):

680 e ImageUpgradeStatus attribute (0x0006)
681 e Query Next Image Request command (0x01)
682 e Query Next Image Response command (0x02)
683 e Image Page Request command (0x04)
684 e Image Block Response command (0x05)
685 e Upgrade End Request command (0x06)
686 e Upgrade End Response command (0x07)
687 PICS:
688 e OTAC
689 e OTA.C.A000b
690 e OTA.C.CO2.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
691 e OTA.C.C01.Tx, OTA.C.C02.Tx, OTA.C.C06.Tx
692 4.3.15.2 Required devices
Designation Symbol Description

DUT Device under test client implementing:

CLIENT ' e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

693
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694 4.3.15.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for their OTA client device
that contains their vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

695
696
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697 4.3.15.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
698
OTA-TC-15C: Image page request
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-15C preparation ---
699
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700 4.3.15.5 Test procedure
OTA-TC-15C: Image page request
Item | PICS Test Harness Step DUT pass Verification
1 TH SERVER shall be informed | -
of the upgrade file for the OTA
client indicating that it is the
next upgrade file for the
corresponding manufacturer 1D
and Image Type ID. This shall
be done via a manufacturer
specific process.
2a | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
2b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.CO4Tx | Query Next Image Response Image Page Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field Manufacturer Code, Image Type
set to 0x00 (SUCCESS), the and File Version fields equal to the
Manufacturer Code, Image values of the previous request, the
Type, File Version and Image | File Offset field equal to zero and
Size fields set according to the | the Maximum Data Size, Page Size
OTA upgrade file prepared as | and Response Spacing fields equal
part of the initial conditions. to suitable values for the DUT.
Continued...
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OTA-TC-15C: Image page request

Item | PICS Test Harness Step DUT pass Verification

2c | OTACCORsp | TH SERVER unicasts multiple | If requested, DUT CLIENT
ZCL Image Block Response unicasts a ZCL default response
command frames to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).

Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the original query request,
incremented by the server’s
maximum data size for each
subsequent image block
response, and the Data Size
field set to a value suitable for
the TH.

Each Image Block Response
command frame corresponds to
the maximum data size of the
TH and the page size value
sent by DUT CLIENT in the
previous request.

3 | OTAC.A0006 TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL read
read attributes command attributes response command frame
frame to DUT CLIENT to read | to TH SERVER.
the ImageUpgradeStatus If DUT CLIENT does not support
attribute. the attribute, it shall respond with a

status of UNSUPPORTED _-
ATTRIBUTE. If it does support
the attribute, it shall respond with a
status of SUCCESS and a value
equal to 0x01 (Download in
Progress).

Continued...
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OTA-TC-15C: Image page request

Item | PICS Test Harness Step DUT pass Verification
4a | OTACCOAT | - DUT CLIENT unicasts a ZCL
Image Page Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
and File Version fields equal to the
values of the previous request, the
File Offset field commensurate with
the next page and the Maximum
Data Size, Page Size and Response
Spacing fields equal to suitable
values for the DUT.
4p | OTACCOSRs | TH SERVER unicasts multiple | If requested, DUT CLIENT
ZCL Image Block Response unicasts a ZCL default response
command frames to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00
Manufacturer Code, Image (SUCCESS).
Type and File Version fields | The test shall repeat from step 4a,
set according to the values of | yntil the complete file has been
the OTA upgrade file, the File | downloaded.
Offset field set to the value in
the original query request,
incremented by the server’s
maximum data size for each
subsequent image block
response, and the Data Size
field set to a value suitable for
the TH.
Each Image Block Response
command frame corresponds to
the maximum data size of the
TH and the page size value
sent by DUT CLIENT in the
previous request.
ba | OTACCOETX | . DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to 0x00
(SUCCESS) and the Manufacturer
Code, Image Type and File Version
fields equal to values according to
the file that was downloaded.
Continued...
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OTA-TC-15C: Image page request

Item | PICS Test Harness Step DUT pass Verification
5b | OTACCO7.Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Upgrade End Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00

Manufacturer Code, Image (SUCCESS).

Type and File Version fields | pUT CLIENT does nothing.
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT and the Current Time
and Upgrade Time fields both
set to the current clock time
(upgrade now).

--- End of test case OTA-TC-15C ---
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4.3.16 OTA-TC-16C: Device specific upgrade files
This will test the server and the client’s ability to download a simple OTA upgrade file that is
intended for a specific device.

NOTE: This test is required only if the device supports the optional feature device specific file
request.

4.3.16.1 Scope

General:
e Default response command (0x0b)

OTA cluster (0x0019):
e Image Page Request command (0x04)
e Image Block Response command (0x05)
e Upgrade End Request command (0x06)
e Upgrade End Response command (0x07)
e Query Device Specific File Request command (0x08)
e Query Device Specific File Response command (0x09)

e OTAC
e OTA.C.CO05.Rsp, OTA.C.C0O7.Rsp, OTA.C.C09.Rsp
e OTA.C.C02.Tx, OTA.C.C06.Tx, OTA.C.C08.Tx

4.3.16.2 Required devices

Designation Symbol Description

DUT Device under test client implementing:

CLIENT ' e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

Control your world
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4.3.16.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare two NULL upgrade files for their OTA client device
that has no vendor firmware, just an OTA header. These upgrade files should
include the Upgrade file destination field. The upgrade file destination of one file
shall be set to the IEEE address of the OTA client. The second file shall be set to
the IEEE address of (>) 0000000001.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

@czjngu'fﬁfmwn,ld Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. Page 105




ZCL OTA Cluster Test Specification, v0.9 ZigBee Document 16-02824-004, August 4th, 2017

727 4.3.16.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
728
OTA-TC-16C: Device specific upgrade files
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-16C preparation ---
729
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730 4.3.16.5 Test procedure
OTA-TC-16C: Device specific upgrade files
Item | PICS Test Harness Step DUT pass Verification
1 TH SERVER shall be informed | -
of the two NULL upgrade file
for the OTA client indicating
that they are the next upgrade
files for the corresponding
manufacturer 1D and Image
Type ID. This shall be done
via a manufacturer specific
process.
2a | OTACCHBTX | . DUT CLIENT unicasts a ZCL
Query Device Specific File Request
command frame to TH SERVER
with the Request Node Address,
Manufacturer Code, Image Type,
File Version and Current ZigBee
Stack Version fields equal to
appropriate values for the DUT.
2b | OTACCO9Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL

OTA.C.C03.Tx

Query Device Specific File
Response command frame to
DUT CLIENT with the Status
field set to 0x00 (SUCCESS)
and the Manufacturer Code,
Image Type, File Version and
Image Size fields set according
to the OTA upgrade file
prepared as part of the initial
conditions.

Image Block Request command
frame to TH SERVER with the
Manufacturer Code, Image Type
File Version and Request Node
Address fields equal to the values
of the previous request, the File
Offset field equal to zero and the
Maximum Data Size field equal to a
suitable value for the DUT.

2c | OTACCOSRsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.COB.TX | Image Block Response Upgrade End Request command
command frame to DUT frame to TH SERVER with the
CLIENT with the Status field equal to 0x00
Manufacturer Code, Image (SUCCESS), the Manufacturer
Type and File Version set Code, Image Type and File Version
according to the values of the | fields equal to values according to
OTA upgrade file, the File the file that was downloaded.
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.
Continued...
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OTA-TC-16C: Device specific upgrade files

Item | PICS Test Harness Step DUT pass Verification
2d | OTACCO7.Rsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
Upgrade End Response unicasts a ZCL default response
command frame to DUT command frame to TH SERVER
CLIENT with the with the status field equal to 0x00

Manufacturer Code, Image (SUCCESS).
Type and File Version fields DUT CLIENT does nothing.

ESBC:;'QS g;%v;é:ise;? the NOTE: The client shall not process
command frame from DUT the NULL upgrade file.

CLIENT and the Current Time
and Upgrade Time fields both
set to the current clock time
(upgrade now).

--- End of test case OTA-TC-16C ---
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733 4.3.17 OTA-TC-17C: Rate limiting

734 This test verifies that the server can rate limit a client. This test is optional, depending on the
735  PICS for the device (if it supports rate limiting).

736  4.3.17.1 Scope
737  General:
738 e Default response command (0x0b)

739  OTA cluster (0x0019):

740 e Query Next Image Request command (0x01)
741 e Query Next Image Response command (0x02)
742 e Image Block Request command (0x03)
743 e Image Block Response command (0x05)
744 e Upgrade End Request command (0x06)
745 e Upgrade End Response command (0x07)
746  PICS:
147 e OTAC
748 e OTA.C.C02.Rsp, OTA.C.C05.Rsp, OTA.C.CO7.Rsp
749 e OTA.C.C01.Tx, OTA.C.C03.Tx, OTA.C.C06.Tx
750 4.3.17.2 Required devices
Designation Symbol Description

DUT Device under test client implementing:

CLIENT ‘ e The OTA cluster client.

TH
SERVER

Test harness server implementing:
e The OTA cluster server.

751
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4.3.17.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade client setup as a ZR, ZC, or ZED. The OTA
upgrade server must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields. The version in the file shall be greater than the version currently installed on
the OTA client (i.e. an upgrade).

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 The client shall be configured with its production BlockRequestDelay value, which
may be zero or another value.
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755 4.3.17.4 Test preparation

Add DUT CLIENT and TH SERVER to a ZigBee network

Before After
756
OTA-TC-17C: Rate limiting
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on TH SERVER and DUT TH SERVER and DUT CLIENT are
CLIENT. powered on.
P3 | Join TH SERVER and DUT CLIENT | Observe appropriate communication
to a ZigBee network. between TH SERVER, DUT CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-17C preparation ---
757
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758 4.3.17.5 Test procedure
OTA-TC-17C: Rate limiting
Item | PICS Test Harness Step DUT pass Verification
1 |- TH SERVER shall be informed | -
of the NULL upgrade file for
the OTA client indicating that
it is the next upgrade file for
the corresponding
manufacturer ID and Image
Type ID. This shall be done
via a manufacturer specific
process.
2a | OTACCOLTX | . DUT CLIENT unicasts a ZCL
Query Next Image Request
command frame to TH SERVER
with the Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate values
for the DUT.
2b | OTACCO2Rsp | TH SERVER unicasts a ZCL DUT CLIENT unicasts a ZCL
OTAC.LO3TX | Query Next Image Response Image Block Request command
command frame to DUT frame to TH SERVER with bit 1 of
CLIENT with the Status field | the Field Control field set to 1
set to 0x00 (SUCCESS), the (MinimumBIlockPeriod present), the
Manufacturer Code, Image Manufacturer Code, Image Type
Type, File Version and Image | and File Version fields equal to the
Size fields set according to the | values of the previous request, the
OTA upgrade file prepared as | File Offset field equal to zero, the
part of the initial conditions. Maximum Data Size field equal to a
suitable value for the DUT and the
MinimumBlockPeriod field equal to
the current value of DUT
CLIENT’s MinimumBlockPeriod
attribute.
Continued...
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OTA-TC-17C: Rate limiting

Item | PICS Test Harness Step DUT pass Verification
2c | OTACCORsp | TH SERVER unicasts a ZCL If requested, DUT CLIENT
OUPC4

Image Block Response
command frame to DUT
CLIENT with the Status field
set to 0x97
(WAIT_FOR_DATA), the
Current Time and Request
Time fields both set to 0 and
the MinimumBIlockPeriod field
set to a value other than the
client's current value (e.g., 0-30
seconds).

unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

3a OTA.C.C03.Tx

After a delay of
MinimumBlockPeriod seconds after
step 2c, DUT CLIENT unicasts a
ZCL Image Block Request
command frame to TH SERVER
with bit 1 of the Field Control field
set to 1 (MinimumBlockPeriod
present), the Manufacturer Code,
Image Type and File Version fields
equal to the values of the previous
request, the File Offset field equal
to zero, the Maximum Data Size
field equal to a suitable value for
the DUT and the
MinimumBlockPeriod field equal to
the value provided by TH SERVER
in the Image Block Response
command frame.

3b OTA.C.CO05.Rsp

TH SERVER unicasts a ZCL
Image Block Response
command frame to DUT
CLIENT with the Status field
set to SUCCESS, the
Manufacturer Code, Image
Type and File Version fields
set according to the values of
the OTA upgrade file, the File
Offset field set to the value in
the previous request and the
Data Size field set to a value
suitable for the TH.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

The test shall repeat from step 3a,
until DUT CLIENT has fetched all
of the parts of the file.

Continued...
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OTA-TC-17C: Rate limiting

Item | PICS

Test Harness Step

DUT pass Verification

4a OTA.C.C06.Tx

DUT CLIENT unicasts a ZCL
Upgrade End Request command
frame to TH SERVER with the
Status field equal to either 0x00
(SUCCESS) or 0x96
(INVALID_IMAGE) and the
Manufacturer Code, Image Type
and File Version fields equal to
values according to the file that was
downloaded.

NOTE: Depending on how the
device processes the NULL file
shall determine the status code.
This is vendor specific and not
critical to passing the test.

2d OTA.C.CO7.Rsp

TH SERVER unicasts a ZCL
Upgrade End Response
command frame to DUT
CLIENT with the
Manufacturer Code, Image
Type and File Version fields
matching the values in the
Upgrade End Request
command frame from DUT
CLIENT and the Current Time
and Upgrade Time fields both
set to the current clock time
(upgrade now).

NOTE: This step is only
required if the status code of
the Upgrade End Request is
SUCCESS.

If requested, DUT CLIENT
unicasts a ZCL default response
command frame to TH SERVER
with the status field equal to 0x00
(SUCCESS).

DUT CLIENT does nothing.

NOTE: The client shall not process
the NULL upgrade file.

--- End of test case OTA-TC-17C ---
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4.4 Server test cases

4.4.1 OTA-TC-01S: Query upgrade server when no image is available

This tests that the OTA upgrade server (the DUT) handles a correctly formatted request from
the OTA upgrade client (the TH).

4.4.1.1 Scope
OTA cluster (0x0019):

e Query Next Image Request command (0x01)
e Query Next Image Response command (0x02)

PICS:
e OTAS
e OTA.S.CO1.Rsp
e OTA.S.C02.Tx

4.4.1.2 Required devices

Designation Symbol Description

TH Test harness client implementing:

CLIENT ' e The OTA cluster client.

DUT
SERVER

Device under test server implementing:
e The OTA cluster server.

4.4.1.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for their OTA client device
that has no vendor firmware, just an OTA header. There should be no optional
fields.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server
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777 4.4.1.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
778
OTA-TC-01S: Query upgrade server when no image is available
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-01S preparation ---
779
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780 4.4.1.5 Test procedure

OTA-TC-01S: Query upgrade server when no image is available

OTA.S.C02.Tx

unicasts a ZCL Query Next
Image Request command
frame to DUT SERVER. The
Manufacturer Code, Image
Type and Current File Version
fields depend on the
configuration of the DUT.

Item | PICS Test Harness Step DUT pass Verification
1 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.CO2Tx | Query Next Image Request Query Next Image Response

command frame to DUT command frame to TH CLIENT
SERVER. with the Status field set to 0x98
The Manufacturer Code, (NO_IMAGE_AVAILABLE).
Image Type and Current File
Version fields depend on the
configuration of the TH.

2 | OTASCOLRsp | After 10s, TH CLIENT DUT SERVER unicasts a ZCL

Query Next Image Response
command frame to TH CLIENT
with the Status field set to 0x98
(NO_IMAGE_AVAILABLE).

781
782

--- End of test case OTA-TC-01S ---
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783 4.4.2 OTA-TC-02S: Image notification with matching parameters

784  This tests the server’s ability to send out image notifications (optional). Testing that the client
785  responds to them is not required behavior, so we will not have test cases.

786 4.4.2.1 Scope

787  General:
788 e Read attributes command (0x00)
789 e Read attributes response command (0x01)

790  OTA cluster (0x0019):

791 e Image Notify command (0x00)

792 e Query Next Image Request command (0x01)
793 e Query Next Image Response command (0x02)
794  PICS:

795 e OTAS

796 e OTA.S.C00.Tx, OTA.S.C02.Tx

797 e OTA.S.COL.Rsp

798 4.4.2.2 Required devices

Designation Symbol Description
TH ‘ Test harness client implementing:
CLIENT e The OTA cluster client.
DUT ’ Device under test server implementing:
SERVER e The OTA cluster server.

799

800 4.4.2.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The OTA upgrade server shall have NO images available for the client to download.

801

Page 118 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligsee‘

Control your world



ZigBee Document 16-02824-004, August 4th, 2017 ZCL OTA Cluster Test Specification, v0.9

802 4.4.2.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
803
OTA-TC-02S: Image notification with matching parameters
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-02S preparation ---
804
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4.4.2.5 Test procedure

OTA-TC-02S: Image notification with matching parameters

ltem

PICS

Test Harness Step

DUT pass Verification

1

OTA.S.C00.Tx

DUT SERVER broadcasts a ZCL
Image Notify command frame to all
devices, indicating that an upgrade
image is available, with the
Payload Type field set to 0x00
(Query jitter only) and the Query
Jitter field set to 0x00 (0%). The
other fields in the Image Notify
command frame shall be omitted.

2a

OTA.S.C00.Tx

DUT SERVER broadcasts a ZCL
Image Notify command frame to all
devices, indicating that a new
image is available, with the
Payload Type field set to 0x01
(Query jitter and manufacturer
code), the Query Jitter field set to
0x64 (100) and the Manufacturer
Code field set according to the
value that the OTA client device is
using.

NOTE: The manufacturer code will
vary based on the OTA upgrade file
that the server was informed about.

2b

OTA.S.CO1.Rsp
OTA.S.C02.Tx

TH CLIENT unicasts a ZCL
Query Next Image Request
command frame to DUT
SERVER using its parameters
for the Manufacturer Code,
Image Type, and Current File
Version fields.

DUT SERVER unicasts a ZCL
Query Next Image Response
command frame to TH CLIENT
with the Status field set to 0x98
(NO_IMAGE_AVAILABLE).

Continued...
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OTA-TC-02S: Image notification with matching parameters

Item

PICS

Test Harness Step

DUT pass Verification

3a

OTA.S.C00.Tx

DUT SERVER broadcasts a ZCL
Image Notify command frame to all
devices, indicating that a new
image is available, with the Payload
Type field set to 0x02 (Query jitter,
manufacture code and image type),
the Query Jitter field set to O0x64
(100) and the Manufacturer Code
and Image Type fields set according
to the values of the OTA client.

NOTE: The manufacturer code and
image type will vary based on the
OTA upgrade file that the server
was informed about.

3b

OTA.S.CO1.Rsp
OTA.S.C02.Tx

TH CLIENT unicasts a ZCL
Query Next Image Request
command frame to DUT
CLIENT using its parameters
for the Manufacturer Code,
Image Type and Current File
Version fields.

DUT SERVER unicasts a ZCL
Query Next Image Response
command frame to TH CLIENT
with the Status field set to 0x98
(NO_IMAGE_AVAILABLE).

4a

OTA.S.C00.Tx

DUT SERVER broadcasts a ZCL
Image Notify command frame to all
devices, indicating that the new
image is available, with the
Payload Type field set to 0x03
(Query jitter, manufacture code,
image type and new file version),
the Query Jitter field set to 0x64
(100) and the Manufacturer Code,
Image Type and New File Version
fields set according to the values of
the OTA client.

NOTE: The manufacturer code and
image type will vary based on the
OTA upgrade file that the server
was informed about.

Continued...
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OTA-TC-02S: Image notification with matching parameters

Item | PICS Test Harness Step DUT pass Verification
4h | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLO2Tx | Query Next Image Request Query Next Image Response
command frame using its command frame to TH CLIENT
parameters for the with the Status field set to 0x98
Manufacturer Code, Image (NO_IMAGE_AVAILABLE).
Type and Current File Version
fields.
Sa | OTASCOOTx | . DUT SERVER unicasts a ZCL
Image Notify command frame to
TH CLIENT, indicating that a new
image is available, with the
Payload Type field set to 0x03
(Query jitter, manufacture code,
image type and new file version),
the Query Jitter field set to 0x00 (0)
and the Manufacturer Code and
Image Type fields set to values that
DIFFER from the OTA client
device. This message shall be APS
encrypted.
Sb | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.LO2Tx | Query Next Image Request Query Next Image Response
command frame to DUT command frame to TH CLIENT
SERVER using its parameters | with the Status field set to 0x98
for the Manufacturer Code, (NO_IMAGE_AVAILABLE).
Image Type and Current File
Version fields.
NOTE: Clients are required to
respond to unicast
notifications, regardless of
whether the parameters match
or if the sent jitter is less than
the chosen jitter.
Continued...
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OTA-TC-02S: Image notification with matching parameters

Item | PICS

Test Harness Step

DUT pass Verification

6 OTA.S.C00.Tx

DUT SERVER broadcasts a ZCL
Image Notify command frame to all
devices, indicating that a new
image is available, with the
Payload Type field set to 0x01
(Query jitter and manufacturer
code), the Query Jitter field set to
0x64 (100) and the Manufacturer
Code set to a value that is
DIFFERENT from the OTA client
device’s value.

--- End of test case OTA-TC-02S ---
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808 4.4.3 OTA-TC-03S: Simple download (upgrade)
809  This will test the server’s ability to transfer a simple OTA upgrade file.

810 4.4.3.1 Scope

811  General:
812 e Read attributes command (0x00)
813 e Read attributes response command (0x01)

814  OTA cluster (0x0019):

815 e Query Next Image Request command (0x01)

816 e Query Next Image Response command (0x02)

817 e Image Block Request command (0x03)

818 e Image Block Response command (0x05)

819 e Upgrade End Request command (0x06)

820 e Upgrade End Response command (0x07)

821 PICS:

822 e OTAS

823 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.C0O7.Tx
824 e OTA.S.C01.Rsp, OTA.S.C03.Rsp, OTA.S.C06.Rsp

825 4.4.3.2 Required devices

Designation Symbol Description
TH Test harness client implementing:
CLIENT

e The OTA cluster client.

DUT ‘ Device under test server implementing:

SERVER e The OTA cluster server.

826
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4.4.3.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for the TH that has no vendor
firmware, just an OTA header. There should be no optional fields. The version in
the file shall be greater than the version currently installed on the OTA client (i.e.
an upgrade).

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 The OTA upgrade client (TH) shall be setup so that both the UpgradeActivation-
Policy attribute and the UpgradeTimeoutPolicy attribute are both set to 0x00.
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830 4.4.3.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
831
OTA-TC-03S: Simple download (upgrade)
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-03S preparation ---
832
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833 4.4.3.5 Test procedure
OTA-TC-03S: Simple download (upgrade)
Item | PICS Test Harness Step DUT pass Verification
1 - DUT SERVER shall be informed of
the NULL upgrade file for the OTA
client indicating that it is the next
upgrade file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.
2 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
grﬁgcoz'w Query Next Image request Query Next Image response
command frame to DUT command frame to TH CLIENT
SERVER with the with the Status field set to 0x00
Manufacturer Code, Image (SUCCESS) and the Manufacturer
Type, and Current File Version | Code, Image Type, File Version,
fields equal to appropriate and Image Size fields set according
values for the TH. to the OTA upgrade file prepared as
part of the initial conditions.
3 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCOSTX | Image Block Request command | Image Block Response command
frame to DUT SERVER with | frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field equal to zero and to the value in the previous request
the Maximum Data Size field and the Data Size field set to a
equal to a suitable value for the | value suitable for the DUT.
TH.
4 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.CO7.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the
SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version matching the
the Manufacturer Code, Image | values in the Upgrade End Request
Type and File Version fields command frame from TH CLIENT,
equal to values according to the Current Time field is set either
the file that was downloaded. to the current clock time (upgrade
now) or to any value and the
Upgrade Time field is set either to
the current clock time (upgrade
now) or to OXffFffff.
--- End of test case OTA-TC-03S ---
834

’) ZigBee'
Control your world

Copyright © 2017, ZigBee Alliance, Inc. All rights reserved.

Page 127



ZCL OTA Cluster Test Specification, v0.9 ZigBee Document 16-02824-004, August 4th, 2017

835 4.4.4 OTA-TC-04S: File download with immediate upgrade

836  This will test the server’s ability to transfer a FULL, valid OTA upgrade file, and request the
837  OTA client immediately upgrade once the download is complete.

838 4.4.4.1 Scope

839  General:
840 e Read attributes command (0x00)
841 e Read attributes response command (0x01)

842  OTA cluster (0x0019):

843 e Query Next Image Request command (0x01)

844 e Query Next Image Response command (0x02)

845 e Image Block Request command (0x03)

846 e Image Block Response command (0x05)

847 e Upgrade End Request command (0x06)

848 e Upgrade End Response command (0x07)

849 PICS:

850 e OTAS

851 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.C07.Tx
852 e OTA.S.C01.Rsp, OTA.S.C03.Rsp, OTA.S.C06.Rsp

853 4.4.4.2 Required devices

Designation Symbol Description
TH Test harness client implementing:

CLIENT ‘ e The OTA cluster client.

DUT
SERVER

Device under test server implementing:
e The OTA cluster server.

854
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4.4.4.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for the TH that contains their
vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 Using platform specific means, verify the current running version of software the
client is using.

8 The OTA upgrade client (TH) shall be setup so that both the UpgradeActivation-
Policy attribute and the UpgradeTimeoutPolicy attribute are both set to 0x00.
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858 4.4.4.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
859
OTA-TC-04S: File download with immediate upgrade
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-04S preparation ---
860
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4.4.4.5 Test procedure

OTA-TC-04S: File download with immediate upgrade

Item | PICS Test Harness Step DUT pass Verification
1 - DUT SERVER shall be informed of
the upgrade file for the OTA client
indicating that it is the next upgrade
file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.
2 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCO2Tx | Query Next Image Request Query Next Image Response
command frame to DUT command frame to TH CLIENT
SERVER with the with the Status field set to 0x00
Manufacturer Core, Image (SUCCESS) and the Manufacturer
Type and Current File Version | Code, Image Type, File Version and
fields equal to appropriate Image Size fields set according to
values for the TH. the OTA upgrade file prepared as
part of the initial conditions.
3 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCOSTX | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field equal to zero and to the value in the previous request
the Maximum Data Size field and the Data Size field set to a
equal to a suitable value for the | value suitable for the DUT.
TH.
4a | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.CO8T | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field commensurate with | to the value in the previous request
the next block and the and the Data Size field set to a
Maximum Data Size field equal | value suitable for the DUT.
to a suitable value for the TH.
4b The test shall repeat from step | -
4a, until the complete file has
been downloaded.
Continued...
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OTA-TC-04S: File download with immediate upgrade

Item | PICS Test Harness Step DUT pass Verification
5 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLOT.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the
SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version matching the
the Manufacturer Code, Image | values in the Upgrade End Request
Type and File Version fields command frame from TH CLIENT
equal to values according to and the Current Time and Upgrade
the file that was downloaded. Time fields are both set to the
current clock time (upgrade now).
--- End of test case OTA-TC-04S ---
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864 4.4.5 OTA-TC-05S: Simple download with wait for run upgrade command

865  This will test the server’s ability to transfer a valid OTA upgrade file, and then send the run
866  upgrade command.

867 4.4.5.1 Scope

868  General:
869 e Read attributes command (0x00)
870 e Read attributes response command (0x01)

871  OTA cluster (0x0019):

872 e Query Next Image Request command (0x01)

873 e Query Next Image Response command (0x02)

874 e Image Block Request command (0x03)

875 e Image Block Response command (0x05)

876 e Upgrade End Request command (0x06)

877 e Upgrade End Response command (0x07)

878 PICS:

879 e OTAS

880 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.C07.Tx
881 e OTA.S.C01.Rsp, OTA.S.C03.Rsp, OTA.S.C06.Rsp

882 4.4.5.2 Required devices

Designation Symbol Description
TH Test harness client implementing:

CLIENT ‘ e The OTA cluster client.

DUT
SERVER

Device under test server implementing:
e The OTA cluster server.

883
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884 4.4.5.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for the TH that contains their
vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server.

7 The OTA upgrade client (TH) shall be setup so that both the UpgradeActivation-
Policy attribute and the UpgradeTimeoutPolicy attribute are both set to 0x00.

885

886 4.4.5.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
887
OTA-TC-05S: Simple download with wait for run upgrade command
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-05S preparation ---
888
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4.4.5.5 Test procedure

OTA-TC-05S: Simple download with wait for run upgrade command

Item | PICS Test Harness Step DUT pass Verification
1 - DUT SERVER shall be informed of
the upgrade file for the OTA client
indicating that it is the next upgrade
file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.
2 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCO2Tx | Query Next Image Request Query Next Image Response
command frame to DUT command frame to TH CLIENT
SERVER with the with the Status field set to 0x00
Manufacturer Core, Image (SUCCESS) and the Manufacturer
Type and Current File Version | Code, Image Type, File Version and
fields equal to appropriate Image Size fields set according to
values for the TH. the OTA upgrade file prepared as
part of the initial conditions.
3 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCOSTX | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field equal to zero and to the value in the previous request
the Maximum Data Size field and the Data Size field set to a
equal to a suitable value for the | value suitable for the DUT.
TH.
4a | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLCOST | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field commensurate with | to the value in the previous request
the next block and the and the Data Size field set to a
Maximum Data Size field equal | value suitable for the DUT.
to a suitable value for the TH.
4b The test shall repeat from step | -
4a, until the complete file has
been downloaded.
Continued...
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OTA-TC-05S: Simple download with wait for run upgrade command

Item | PICS Test Harness Step DUT pass Verification
5 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLOT.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the
SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version matching the
the Manufacturer Code, Image | values in the Upgrade End Request
Type and File Version fields command frame from TH CLIENT,
equal to values according to the Current Time field set to any
the file that was downloaded. value and the Upgrade Time field
set to OxfHFfFff (wait for upgrade).
6a - Optional:
DUT SERVER unicasts a ZCL
read attributes command frame to
TH CLIENT to read the
ImageUpgradeStatus attribute.
NOTE: This step may be completed
at a random interval before the 5
minute countdown.
6b Conditional on step 6a being | -
executed:
TH CLIENT unicasts a ZCL
read attributes response
command frame to DUT
SERVER with a status of
SUCCESS and a value equal to
0x03 (Waiting to Upgrade).

7 | OTASCO7TTX | . DUT SERVER unicasts a ZCL
Upgrade End Response command
frame to TH CLIENT with the
Manufacturer Code, Image Type
and File Version fields matching
the values in the Upgrade End
Request command frame from TH
CLIENT and the Current Time and
Upgrade Time fields both set to the
current clock time (upgrade now).

--- End of test case OTA-TC-05S ---
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892 4.4.6 OTA-TC-06S: Simple download with server supporting out-of-scope
893 activation mechanism

894  This will test the server’s ability to download a valid OTA upgrade file, but will not then direct
895 an OTA client to activate the downloaded file utilizing normal ZigBee mechanisms.

896 4.4.6.1 Scope

897  General:
898 e Read attributes command (0x00)
899 e Read attributes response command (0x01)

900 OTA cluster (0x0019):

901 e Query Next Image Request command (0x01)

902 e Query Next Image Response command (0x02)

903 e Image Block Request command (0x03)

904 e Image Block Response command (0x05)

905 e Upgrade End Request command (0x06)

906 e Upgrade End Response command (0x07)

907 PICS:

908 e OTAS

909 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.CO7.Tx
910 e OTA.S.C01.Rsp, OTA.S.C03.Rsp, OTA.S.C06.Rsp

911 4.4.6.2 Required devices

Designation Symbol Description

TH Test harness client implementing:

CLIENT ' e The OTA cluster client.

DUT
SERVER

Device under test server implementing:
e The OTA cluster server.

912
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4.4.6.3 Initial conditions

Item | Initial Conditions
1 A packet sniffer shall be observing the communication over the air interface.
2 All devices are factory new and powered off until used.
3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.
4 The manufacturer must prepare a FULL upgrade file for the TH that contains their
vendor firmware.
5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.
6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server.
7 The OTA upgrade client (TH) shall be setup so that both the UpgradeActivation-
Policy attribute and the UpgradeTimeoutPolicy attribute are both set to 0x00.
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916 4.4.6.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
917
OTA-TC-06S: Simple download with server supporting out-of-scope activation
mechanism
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-06S preparation ---
918
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4.4.6.5 Test procedure

OTA-TC-06S: Simple download with server supporting out-of-scope activation

mechanism
Item | PICS Test Harness Step DUT pass Verification
1 - DUT SERVER shall be informed of
the upgrade file for the OTA client
indicating that it is the next upgrade
file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.
2 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLO2Tx | Query Next Image Request Query Next Image Response
command frame to DUT command frame to TH CLIENT
SERVER with the with the Status field set to 0x00
Manufacturer Core, Image (SUCCESS) and the Manufacturer
Type and Current File Version | Code, Image Type, File Version and
fields equal to appropriate Image Size fields set according to
values for the TH. the OTA upgrade file prepared as
part of the initial conditions.
3 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCOSTx | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field equal to zero and to the value in the previous request
the Maximum Data Size field and the Data Size field set to a
equal to a suitable value for the | value suitable for the DUT.
TH.
4a | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLOSTX | Image Block Request command | Image Block Response command
frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type and File Version fields and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field commensurate with | to the value in the previous request
the next block and the and the Data Size field set to a
Maximum Data Size field equal | value suitable for the DUT.
to a suitable value for the TH.
Continued...
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OTA-TC-06S: Simple download with server supporting out-of-scope activation

mechanism
Item | PICS Test Harness Step DUT pass Verification
4b The test shall repeat from step | -
4a, until the complete file has
been downloaded.
5 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.LOTTX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the
SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version matching the
the Manufacturer Code, Image | values in the Upgrade End Request
Type and File Version fields command frame from TH CLIENT,
equal to values according to the Current Time field set to any
the file that was downloaded. value and the Upgrade Time field
set to OxfHFfFff (wait for upgrade).
6a - Optional:
DUT SERVER unicasts a ZCL
read attributes command frame to
TH CLIENT to read the
ImageUpgradeStatus attribute.
NOTE: This step may be completed
at a random interval before the 5
minute countdown.
6b Conditional on step 6a being | -

executed:

TH CLIENT unicasts a ZCL
read attributes response
command frame to DUT
SERVER with a status of
SUCCESS and a value equal to
0x06 (Waiting to Upgrade via
External Event).

OTA.S.C06.Rsp
OTA.S.C07.Tx

TH CLIENT unicasts a ZCL
Upgrade End Request
command frame to DUT
SERVER with the Status field
equal to 0x00 (SUCCESS) and
the Manufacturer Code, Image
Type and File Version fields
equal to values according to
the file that was downloaded.

DUT SERVER unicasts a ZCL
Upgrade End Response command
frame to TH CLIENT with the
Manufacturer Code, Image Type
and File Version matching the
values in the Upgrade End Request
command frame from TH CLIENT,
the Current Time field set to any
value and the Upgrade Time field
set to OxfFffff (wait for upgrade).

--- End of test case OTA-TC-06S ---
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4.4.7 OTA-TC-07S: Missing file
This will test the server to see if it correctly responds to a request for a non-existent file.

4.4.7.1 Scope

General:
e Default response command (0x0b)

OTA cluster (0x0019):
e Image Block Request command (0x03)

PICS:
e OTAS
e OTA.S.CO3.Rsp

4.4.7.2 Required devices

Designation Symbol Description
TH Test harness client implementing:
CLIENT

e The OTA cluster client.

DUT ‘ Device under test server implementing:

SERVER e The OTA cluster server.

4.4.7.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.
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4.4.7.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before

After

OTA-TC-07S: Missing file

Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication

to a ZigBee network.

between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.

--- End of test case OTA-TC-07S preparation ---
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937 4.4.7.5 Test procedure

OTA-TC-07S: Missing file
Item | PICS Test Harness Step DUT pass Verification

1 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OuPs4 Image Block Request command | Default Response command frame
frame to DUT SERVER with | to TH CLIENT with the Status field
the Manufacturer Code field set to 0x98

equal to 0xfff0, the Image Type | (NO_IMAGE_AVAILABLE).
field equal to 0x0000 and File
Version field equal to
OxFfFfFffO.

NOTE: The Manufacturer
Code, Image Type and File
Version fields may be varied to
any values such that the DUT
SEVRER has no knowledge of
that upgrade file.

--- End of test case OTA-TC-07S ---
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940 4.4.8 OTA-TC-08S: Image page request

941  This will test the server’s ability to handle an image page request to receive multiple blocks
942  sent without requesting each one.

943 NOTE: This test is required only if the device supports the optional feature image page
944  request.

945 4.4.8.1 Scope

946  General:
947 e Read attributes command (0x00)
948 e Read attributes response command (0x01)

949  OTA cluster (0x0019):

950 e Query Next Image Request command (0x01)

951 e Query Next Image Response command (0x02)

952 e Image Page Request command (0x04)

953 e Image Block Response command (0x05)

954 e Upgrade End Request command (0x06)

955 e Upgrade End Response command (0x07)

956 PICS:

957 e OTAS

958 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.CO7.Tx
959 e OTA.S.C01.Rsp, OTA.S.C02.Rsp, OTA.S.C06.Rsp

960 4.4.8.2 Required devices

Designation Symbol Description
TH Test harness client implementing:
CLIENT

e The OTA cluster client.

DUT ‘ Device under test server implementing:

SERVER e The OTA cluster server.

961
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4.4.8.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a FULL upgrade file for the TH that contains their
vendor firmware.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server
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4.4.8.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before

After

OTA-TC-08S: Image page request

Preparation Step

Observation

Form a ZigBee network.

Observe appropriate command frame
to form the network.

Power on DUT SERVER and TH
CLIENT.

DUT SERVER and TH CLIENT are
powered on.

Join DUT SERVER and TH CLIENT
to a ZigBee network.

Observe appropriate communication
between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.

965
966
Item
P1
p2
P3
967

--- End of test case OTA-TC-08S preparation ---
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4.4.8.5 Test procedure

OTA-TC-08S: Image page request

Item | PICS Test Harness Step DUT pass Verification
1 - DUT SERVER shall be informed of
the upgrade file for the OTA client
indicating that it is the next upgrade
file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.
2 | OTASCOLRsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.CO2Tx | Query Next Image Request Query Next Image Response
command frame to DUT command frame to TH CLIENT
SERVER with the with the Status field set to 0x00
Manufacturer Code, Image (SUCCESS), the Manufacturer
Type and Current File Version | Code, Image Type, File Version and
fields equal to appropriate Image Size fields set according to
values for the DUT. the OTA upgrade file prepared as
part of the initial conditions.
3 | OTASCO4Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts multiple
OTASCOSTX | Image Page Request command | ZCL Image Block Response
frame to DUT SERVER with command frames to TH CLIENT
the Manufacturer Code, Image | with the Manufacturer Code, Image
Type and File Version fields Type and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field equal to zero and to the value in the original query
the Maximum Data Size, Page | request, incremented by the server’s
Size and Response Spacing maximum data size for each
fields equal to suitable values | subsequent image block response,
for the TH. and the Data Size field set to a
value suitable for the DUT.
Each Image Block Response
command frame corresponds to the
maximum data size of the DUT and
the page size value sent by TH
CLIENT in the previous request.
4a - Optional:
DUT SERVER unicasts a ZCL
read attributes command frame to
TH CLIENT to read the
ImageUpgradeStatus attribute.
Continued...
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OTA-TC-08S: Image page request
Item | PICS Test Harness Step DUT pass Verification
4b |- Conditional on step 4a being | -
executed:
TH CLIENT unicasts a ZCL
read attributes response
command frame to DUT
SERVER with a status of
SUCCESS and a value equal to
0x01 (Download in Progress).
ba | OTASCO4Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts multiple
OTAS.LOSTX | Image Page Request command | ZCL Image Block Response
frame to DUT SERVER with command frames to TH CLIENT
the Manufacturer Code, Image | with the Manufacturer Code, Image
Type and File Version fields Type and File Version fields set
equal to the values of the according to the values of the OTA
previous request, the File upgrade file, the File Offset field set
Offset field commensurate with | to the value in the original query
the next page and the request, incremented by the server’s
Maximum Data Size, Page Size | maximum data size for each
and Response Spacing fields subsequent image block response,
equal to suitable values for the | and the Data Size field set to a
TH. value suitable for the DUT.
Each Image Block Response
command frame corresponds to the
maximum data size of the DUT and
the page size value sent by TH
CLIENT in the previous request.
50 |- The test shall repeat from step | -
5a, until the complete file has
been downloaded.
Continued...
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OTA-TC-08S: Image page request

Item | PICS Test Harness Step DUT pass Verification
6 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLOT.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the

SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version fields matching
the Manufacturer Code, Image | the values in the Upgrade End
Type and File Version fields Request command frame from TH
equal to values according to CLIENT and the Current Time and
the file that was downloaded. Upgrade Time fields both set to the
current clock time (upgrade now).
NOTE: If the time cluster is not
supported by the OTA server then
both the current time and the
upgrade time shall be set to zero.

--- End of test case OTA-TC-08S ---
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4.4.9 OTA-TC-09S: Device specific upgrade files

This will test the server’s ability to transfer a simple OTA upgrade file that is intended for a

specific device.

NOTE: This test is required only if the device supports the optional feature device specific file

request.

4.4.9.1 Scope
OTA cluster (0x0019):

Image Page Request command (0x04)

Image Block Response command (0x05)

Upgrade End Request command (0x06)

Upgrade End Response command (0x07)

Query Device Specific File Request command (0x08)
Query Device Specific File Response command (0x09)

OTA.S
OTA.S.C05.Tx, OTA.S.CO7.Tx, OTA.S.C09.Tx
OTA.S.C02.Rsp, OTA.S.C06.Rsp, OTA.S.C08.Rsp

4.4.9.2 Required devices

ZCL OTA Cluster Test Specification, v0.9

Designation Symbol Description
TH ‘ Test harness client implementing:
CLIENT e The OTA cluster client.
DUT ‘ Device under test server implementing:
SERVER e The OTA cluster server.
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4.4.9.3 Initial conditions

Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare two NULL upgrade files for the TH that has no
vendor firmware, just an OTA header. These upgrade files should include the
Upgrade file destination field. The upgrade file destination of one file shall be set
to the IEEE address of the OTA client. The second file shall be set to the IEEE
address of (>) 0000000001.

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server
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993 4.4.9.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
994
OTA-TC-09S: Device specific upgrade files
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-09S preparation ---
995
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4.4.9.5 Test procedure

OTA-TC-09S: Device specific upgrade files

Item | PICS

Test Harness Step

DUT pass Verification

1

DUT SERVER shall be informed of
the two NULL upgrade file for the
OTA client indicating that they are
the next upgrade files for the
corresponding manufacturer 1D and
Image Type ID. This shall be done
via a manufacturer specific process.

2 OTA.S.C08.Rsp
OTA.S.C09.Tx

TH CLIENT unicasts a ZCL
Query Device Specific File
Request command frame to
DUT SERVER with the
Request Node Address,
Manufacturer Code, Image
Type, File Version and Current
ZigBee Stack Version fields
equal to appropriate values for
the TH.

DUT SERVER unicasts a ZCL
Query Device Specific File
Response command frame to TH
CLIENT with the Status field set to
0x00 (SUCCESS) and the
Manufacturer Code, Image Type,
File Version and Image Size fields
set according to the OTA upgrade
file prepared as part of the initial
conditions.

3 OTA.S.C03.Rsp

TH CLIENT unicasts a ZCL

DUT SERVER unicasts a ZCL

OTASCOSTx | Image Block Request command | Image Block Response command

frame to DUT SERVER with frame to TH CLIENT with the
the Manufacturer Code, Image | Manufacturer Code, Image Type
Type File Version and Request | and File Version set according to
Node Address fields equal to the values of the OTA upgrade file,
the values of the previous the File Offset field set to the value
request, the File Offset field in the previous request and the
equal to zero and the Maximum | Data Size field set to a value
Data Size field equal to a suitable for the DUT.
suitable value for the TH.

Continued...
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OTA-TC-09S: Device specific upgrade files

Item | PICS Test Harness Step DUT pass Verification
4 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTAS.LO7.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the

SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version fields matching
the Manufacturer Code, Image | the values in the Upgrade End
Type and File Version fields Request command frame from TH
equal to values according to CLIENT and the Current Time and
the file that was downloaded. Upgrade Time fields both set to the
current clock time (upgrade now).

NOTE: If the time cluster is not
supported by the OTA server then
both the current time and the
upgrade time shall be set to zero.

--- End of test case OTA-TC-09S ---
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1000 4.4.10 OTA-TC-10S: Rate limiting

1001  This test verifies that the server can rate limit a client. This test is optional, depending on the
1002  PICS for the device (if it supports rate limiting).

1003 4.4.10.1 Scope
1004  OTA cluster (0x0019):
1005 e Query Next Image Request command (0x01)
1006 e Query Next Image Response command (0x02)
1007 e Image Block Request command (0x03)
1008 e Image Block Response command (0x05)
1009 e Upgrade End Request command (0x06)
1010 e Upgrade End Response command (0x07)
1011  PICS:
1012 e OTAS
1013 e OTA.S.C02.Tx, OTA.S.C05.Tx, OTA.S.CO7.Tx
1014 e OTA.S.C01.Rsp, OTA.S.C03.Rsp, OTA.S.C06.Rsp
1015 4.4.10.2 Required devices

Designation Symbol Description

TH Test harness client implementing:

CLIENT ' e The OTA cluster client.

DUT
SERVER

Device under test server implementing:
e The OTA cluster server.

1016
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4.4.10.3 Initial conditions
Item | Initial Conditions

1 A packet sniffer shall be observing the communication over the air interface.

2 All devices are factory new and powered off until used.

3 The test requires an OTA upgrade server setup as a ZR or ZC. The OTA upgrade
client must be setup as the TH.

4 The manufacturer must prepare a NULL upgrade file for the TH that has no vendor
firmware, just an OTA header. There should be no optional fields. The version in
the file shall be greater than the version currently installed on the OTA client (i.e.
an upgrade).

5 The OTA upgrade server shall be setup so that no new upgrade image is available
for the client.

6 The OTA upgrade client shall discover the upgrade server’s identity and be setup to
periodically query the upgrade server

7 The client shall be configured with its production BlockRequestDelay value, which
may be zero or another value.
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1020 4.4.10.4 Test preparation

Add TH CLIENT and DUT SERVER to a ZigBee network

Before After
1021
OTA-TC-10S: Rate limiting
Item | Preparation Step Observation
P1 | Form a ZigBee network. Observe appropriate command frame
to form the network.
P2 | Power on DUT SERVER and TH DUT SERVER and TH CLIENT are
CLIENT. powered on.
P3 | Join DUT SERVER and TH CLIENT | Observe appropriate communication
to a ZigBee network. between DUT SERVER, TH CLIENT
and any other relevant node on the
ZigBee network.
--- End of test case OTA-TC-10S preparation ---
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1023

4.4.10.5

Test procedure

OTA-TC-10S: Rate limiting

ltem

PICS

Test Harness Step

DUT pass Verification

DUT SERVER shall be informed of
the NULL upgrade file for the OTA
client indicating that it is the next
upgrade file for the corresponding
manufacturer 1D and Image Type
ID. This shall be done via a
manufacturer specific process.

OTA.S.CO1.Rsp
OTA.S.C02.Tx

TH CLIENT unicasts a ZCL
Query Next Image Request
command frame to DUT
SERVER with the
Manufacturer Code, Image
Type and Current File Version
fields equal to appropriate
values for the TH.

DUT SERVER unicasts a ZCL
Query Next Image Response
command frame to TH CLIENT
with the Status field set to 0x00
(SUCCESS), the Manufacturer
Code, Image Type, File Version and
Image Size fields set according to
the OTA upgrade file prepared as
part of the initial conditions.

3 | OTASCO3Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASCOSTX | Image Block Request command | Image Block Response command
frame to DUT SERVER with | frame to TH CLIENT with the
bit 1 of the Field Control field | Status field set to 0x97
set to 1 (MinimumBlockPeriod | (WAIT_FOR_DATA), the Current
present), the Manufacturer Time and Request Time fields both
Code, Image Type and File set to 0 and the
Version fields equal to the MinimumBlockPeriod field set to a
values of the previous request, | value other than the client's current
the File Offset field equal to value (e.g., 0-30 seconds).
zero, the Maximum Data Size
field equal to a suitable value
for the TH and the
MinimumBlockPeriod field
equal to the current value of
TH CLIENT’s
MinimumBlockPeriod attribute.
Continued...
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OTA-TC-10S: Rate limiting

Item | PICS Test Harness Step DUT pass Verification
4a | OTASCO3Rsp | After a delay of DUT SERVER unicasts a ZCL
OTASLOSTX | MinimumBlockPeriod seconds | Image Block Response command
after step 3, TH CLIENT frame to TH CLIENT with the
unicasts a ZCL Image Block Status field set to SUCCESS, the
Request command frame to Manufacturer Code, Image Type
DUT SERVER with bit 1 of and File Version fields set
the Field Control field setto 1 | according to the values of the OTA
(MinimumBIlockPeriod upgrade file, the File Offset field set
present), the Manufacturer to the value in the previous request
Code, Image Type and File and the Data Size field set to a
Version fields equal to the value suitable for the DUT.
values of the previous request,
the File Offset field equal to
zero, the Maximum Data Size
field equal to a suitable value
for the TH and the
MinimumBlockPeriod field
equal to the value provided by
DUT SERVER in the Image
Block Response command
frame.
4b The test shall repeat from step | -
4a, until TH CLIENT has
fetched all of the parts of the
file.
5 | OTASCO6Rsp | TH CLIENT unicasts a ZCL DUT SERVER unicasts a ZCL
OTASLO7.TX | Upgrade End Request Upgrade End Response command
command frame to DUT frame to TH CLIENT with the
SERVER with the Status field | Manufacturer Code, Image Type
equal to 0x00 (SUCCESS) and | and File Version fields matching
the Manufacturer Code, Image | the values in the Upgrade End
Type and File Version fields Request command frame from TH
equal to values according to CLIENT and the Current Time and
the file that was downloaded. Upgrade Time fields both set to the
current clock time (upgrade now).
NOTE: If the time cluster is not
supported by the OTA server then
both the current time and the
upgrade time shall be set to zero.
--- End of test case OTA-TC-10S ---
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7> Annex A: PICS to test case cross reference

1026 5.1 Server

Test case OTA-TC-xxx
PICS 01G 01S 02S 03S 04S 05S 06S 07S 08S 09S 10S
ZDC1
oull
OuUl2a
Oul2b
OTA.S X X X X X X X X X X X
OTA.S.Afffd
OTA.S.Afffe X
OTA.S.CO1.Rsp X X X X X X X X
OTA.S.C03.Rsp X X X X X X X
OTA.S.C04.Rsp X
OTA.S.C06.Rsp X X X X X X X
OTA.S.C08.Rsp X
OTA.S.C00.Tx X
OTA.S.C02.Tx X X X X X X X X
OTA.S.C05.Tx X X X X X X X
OTA.S.C07.Tx X X X X X X X
OTA.S.C09.Tx X
OOMTS6
OUPS1 X
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Test case OTA-TC-xxx
PICS 01G 01S 02S 03S 04S 05S 06S 07S 08S 09S 10S
OUPS2
OUPS3
OUPS4 X
1027
1028

Page 162 Copyright © 2017, ZigBee Alliance, Inc. All rights reserved. @ligBee‘

Control your world



ZigBee Document 16-02824-004, August 4th, 2017

ZCL OTA Cluster Test Specification, v0.9

1029

5.2 Client

Test case: OTA-TC-xxx

PICS

01G

01C

02C

03C

04C

05C

06C

07C

08C

09C

10C

11C

12C

13C

14C

15C

16C

17C

ZDC1

oull

OuUIl2a

OuUI2b

OTA.C

OTA.C.A0000

OTA.C.A0001

OTA.C.A0002

OTA.C.A0003

OTA.C.A0004

OTA.C.A0005

OTA.C.A0006

OTA.C.A0007

OTA.C.A0008

OTA.C.A0009

OTA.C.A000a

OTA.C.A000b

OTA.C.A000c

XXX |[X|X|X[X]|X]|X|X]|X]|X|[X]|X

OTA.C.Afffd

OTA.C.Afffe

OTA.C.C00.Rsp

OTA.C.C02.Rsp

OTA.C.C05.Rsp

OTA.C.CO7.Rsp

LigBee'
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Test case: OTA-TC-xxx
PICS 01G | 01C | 02C | 03C | 04C | 05C | 06C | 07C | 08C | 09C | 10C | 11C | 12C | 13C | 14C | 15C | 16C | 17C
OTA.C.C09.Rsp X

OTA.C.C01.Tx X X X X X X X X X X X X X X

OTA.C.C03.Tx X X X X X X X X X X X X
OTA.C.C04.Tx X

OTA.C.C06.Tx X X X X X X X X X X X X
OTA.C.C08.Tx

OOMTS6

OUPCO0a
OUPCOb
OuPC1

OUPC2 X
OUPC3 X
OUPC4 X X
OUPC5 X
OUPC6 X
OUPC7 X
OuPC8

OUPC9

OUPC10

OUPC11

OUPC12 X
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