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Table 1 – Revision change history for revision 3

	Revision
	Version
	Description

	0
	-
	Initial draft incorporating content from v0.92 specification.

	1
	1
	Editorial changes. Split app. And TC master keys. Completed stack profile table

	2
	1
	As a result of ZigBee V1.0 Platform Conformance testing (CCB item 302), the following changes were made:  SL7 is Optional.  MLS1 and MLS2 were made optional.

	3
	1
	Bought up to date for  053474r13

	4
	1
	Bought up to date for  053474r16


2 Introduction

To evaluate conformance of a particular implementation, it is necessary to have a statement of which capabilities and options have been implemented for a given standard. Such a statement is called a protocol implementation conformance statement (PICS).
2.1 Scope
This document provides the protocol implementation conformance statement (PICS) proforma for the ZigBee security services section (053474r16, Clause 4) in compliance with the relevant requirements, and in accordance with the relevant guidance, given in ISO/IEC 9646-7.

2.2 Purpose

The supplier of a protocol implementation claiming to conform to the ZigBee standard shall complete the following PICS proforma and accompany it with the information necessary to identify fully both the supplier and the implementation.

The protocol implementation conformance statement (PICS) of a protocol implementation is a statement of which capabilities and options of the protocol have been implemented. The statement is in the form of answers to a set of questions in the PICS proforma. The questions in a proforma consist of a systematic list of protocol capabilities and options as well as their implementation requirements. The implementation requirement indicates whether implementation of a capability is mandatory, optional, or conditional depending on options selected. When a protocol implementer answers questions in a PICS proforma, they would indicate whether an item is implemented or not, and provide explanations if an item is not implemented.

3 Abbreviations and special symbols

Notations for requirement status: 

	M
	Mandatory

	O
	Optional

	O.n
	Optional, but support of at least one of the group of options labeled O.n is required.

	N/A
	Not applicable

	X
	Prohibited


“item”: Conditional, status dependent upon the support marked for the “item”.

For example, FD1: O.1 indicates that the status is optional but at least one of the features described in FD1 and FD2 is required to be implemented, if this implementation is to follow the standard of which this PICS Proforma is a part.
4 Instructions for completing the PICS proforma

If a given implementation is claimed to conform to this standard, the actual PICS proforma to be filled in by a supplier shall be technically equivalent to the text of the PICS proforma in this annex, and shall preserve the numbering and naming and the ordering of the PICS proforma.

A PICS which conforms to this document shall be a conforming PICS proforma completed in accordance with the instructions for completion given in this annex.

The main part of the PICS is a fixed-format questionnaire, divided into five tables. Answers to the questionnaire are to be provided in the rightmost column, either by simply marking an answer to indicate a restricted choice (such as Yes or No), or by entering a value or a set or range of values.

The ZigBee Specification [R2] contains the notion of a “stack profile” (see also [R4]and [R5]). A stack profile is a collection of settings for the operational parameters of the network layer (see [R3]). Stack profiles exist primarily to address concerns about interoperability of devices implementing a specification with many optional features and tunable parameters in a multi-vendor, multi-application environment. The operative restriction is that devices implementing the same stack profile are required to interoperate. It is expected that a large number of application profiles will each select a single stack profile and that the universe of stack profiles advanced and supported by the ZigBee Alliance will be kept as small as possible.

In light of this and of the fact that embedded stack implementers can ill afford to implement more than the minimum set of features required to support their application, protocol conformance will generally be tested with respect to a specific stack profile or at most a small set of stack profiles. This document is organized such that the general PICS outlined in clause 8 may be further constrained using the tables in clause 9 to reflect a particular stack profile. Items not included in the constrained set need not be answered. Items that have optional status in the general PICS may be made mandatory or disallowed under a given stack profile.

5 Identification of the implementation

Implementation under test (IUT) identification

IUT name:  Z-Stack
IUT version:  2.2.0
System under test (SUT) identification

SUT name:  CC2530
Hardware configuration:  SmartRF05EB + CC2530EM
Operating system:  n/a

Product supplier

Name:  Texas Instruments, Inc
Address:  9276 Scranton Road Suite 450, San Diego, CA 92121
Telephone number:  +1 858 638 4294
Facsimile number:  +1 858 638 4202
Email address:  kmarneweck@ti.com
Additional information: __________________________________________________________

Client

Name: ________________________________________________________________________

Address: ______________________________________________________________________

Telephone number: _____________________________________________________________
Facsimile number: ______________________________________________________________

Email address: _________________________________________________________________
Additional information: __________________________________________________________

PICS contact person

Name:  Richard Lord
Address:  9276 Scranton Road Suite 450, San Diego, CA 92121
Telephone number:  +1 858 638 4294
Facsimile number:  +1 858 638 4202
Email address:  rlord@ti.com
Additional information: __________________________________________________________

PICS/System conformance statement

Provide the relationship of the PICS with the system conformance statement for the system:

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________
6 Identification of the protocol

This PICS proforma applies to ZigBee Specification r16, as cited in [R2].
7 Global statement of conformance

The implementation described in this PICS proforma meets all of the mandatory requirements of the referenced standard with the restrictions specified in clause 9 for the following stack profiles:

Stack profile(s):  ZigBee and ZigBee-PRO
[image: image1.wmf]

Yes


[image: image2.wmf]

No


Note -- Answering ‘No’ indicates non-conformance to the specified protocol standard. Non-supported mandatory capabilities are to be identified in the following tables, with an explanation by the implementer explaining why the implementation is non-conforming.

The supplier will have fully complied with the requirements for a statement of conformance by completing the statement contained in this sub-clause. That means, by clicking the above, the statement of conformance is complete. However, the supplier may find it incumbent on their claim to continue to complete the detailed tabulations in the sub-clauses that follow.

Not specifying a stack profile here means that the entire PICS proforma is being addressed without restriction.
8 PICS proforma tables

The following tables are composed of the detailed questions to be answered, which make up the PICS proforma. There are three major sub-clauses. The first sub-clause contains the top-level security capabilities and the subsequent sub-clauses cover the security services for the NWK, APS, and application layers. Further sub-clauses within these sub-clauses may exist.

8.1 Top-level security capabilities

Tables in the following sub-clauses detail the top-level security capabilities of ZigBee devices.

8.1.1 ZigBee device types

Table 2 - Functional device types

	Item number
	Item description
	 Reference
	Status
	Support

	FDT1
	Is this device capable of acting as a ZigBee coordinator?
	[R2]/1.4
	O.1
	YES

	FDT2
	Is this device capable of acting as a ZigBee router?
	[R2]/1.4
	O.1
	YES

	FDT3
	Is this a ZigBee end device?
	[R2]/1.4
	O.1
	YES


8.1.2 ZigBee security roles

Table 3 - Security roles

	Item number
	Item description
	 Reference
	Status
	Support

	SR1
	Is this device capable of acting in the role of a trust center?
	[R2]/1.4, 4.6.2
	FDT1:M,
FDT2:O,
FDT3:X
	YES


8.1.3 ZigBee trust center capabilities

Table 4 – Trust center capabilities

	Item number
	Item description
	 Reference
	Status
	Support

	TCC1
	Is this device capable of acting as a ZigBee trust center in high security mode?
	[R2]/1.4.1.2, 4.6.2.1
	SR1:O.2
	YES

	TCC2
	Is this device capable of acting as a ZigBee trust center in standard mode?
	[R2]/1.4.1.2, 4.6.2.2
	SR1:O.2
	YES


8.1.4 Modes of operation

Table 5 – Modes of operation

	Item number
	Item description
	 Reference
	Status
	Support

	MOO1
	Is this device capable of operating in a network secured with a trust center running in high security mode?
	[R2]/1.4.1.2, 4.6.2.1
	O.3
	YES

	MOO2
	Is this device capable of operating in a network secured with a trust center running in standard mode?
	[R2]/1.4.1.2, 4.6.2.2
	O.3
	YES


8.1.5 Security levels

Table 6 – Security level

	Item number
	Item description
	 Reference
	Status
	Support

	SL1
	Is this device capable of supporting security level 0x01?
	[R2]/4.5.1.1.1
	O.4
	NO

	SL2
	Is this device capable of supporting security level 0x02?
	[R2]/4.5.1.1.1
	O.4
	NO

	SL3
	Is this device capable of supporting security level 0x03?
	[R2]/4.5.1.1.1
	O.4
	NO

	SL4
	Is this device capable of supporting security level 0x04?
	[R2]/4.5.1.1.1
	O.4
	NO

	SL5
	Is this device capable of supporting security level 0x05?
	[R2]/4.5.1.1.1
	O.4
	YES

	SL6
	Is this device capable of supporting security level 0x06?
	[R2]/4.5.1.1.1
	O.4
	NO

	SL7
	Is this device capable of supporting security level 0x07?
	[R2]/4.5.1.1.1
	O.4
	NO


8.2 NWK layer security

Table 7 – NWK layer security 

	Item number
	Item description
	 Reference
	Status
	Support

	NLS1
	Does the device support the security processing of NWK layer outgoing frames?
	[R2]/4.3.1.1
	M
	YES

	NLS2
	Does the device support the security processing of NWK layer incoming frames?
	[R2]/4.3.1.2
	M
	YES

	NLS3
	Does the device support the ZigBee secured NWK layer frame format?
	[R2]/4.3.1
	M
	YES

	NLS4
	Does the device support the ability to manage at least one network key and corresponding outgoing frame counter?
	[R2]/4.2.1.3, 4.3.3
	M
	YES

	NLS5
	Does the device support the ability to manage two network keys and corresponding outgoing frame counter?
	[R2]/4.2.1.3, 4.3.1, 4.3.3
	O
	YES

	NLS7
	Does the device support at least one frame counter for incoming NWK layer frames for each potential source of incoming frames (e.g., a coordinator or router should support the same number of counters per network key as the maximum number of neighbor table entries and an end device should support one counter per network key)?
	[R2]/4.2.1.3, 4.3.1, 4.3.3
	O
	YES

	NLS8
	Does the device support a setting to indicate that all incoming NWK frames must be checked for freshness (i.e., nwkAllFresh).
	[R2]/4.4.1.2, 4.6.2.1, 4.6.2.2
	MOO1:M
MOO2:O
	YES

YES

	NLS9
	Does the device support the ability to secure all incoming and outgoing NWK frames (i.e., the nwkSecureAllFrames attribute of the NIB)?
	[R2]/4.2.3, 4.6


	O
	YES

	NLS10
	Does the device support the ability to reject frames from neighbors which have not been properly authenticated?
	[R2]/4.2.3, 4.6


	O
	NO


8.3 APS layer security

Table 8 – Application support layer security 

	Item number
	Item description
	 Reference
	Status
	Support

	ASLS1
	Does the device support the security processing of APS layer outgoing frames?
	[R2]/4.4.1.1
	M
	YES

	ASLS2
	Does the device support the security processing of APS layer incoming frames?
	[R2]/4.4.1.2
	M
	YES

	ASLS3
	Does the device support the ZigBee secured APS layer frame format?
	[R2]/4.4.7.3
	M
	YES

	ASLS4
	Does the device support the ability to manage trust center master keys?
	[R2]/4.4.3, 4.4.10, 4.6.3
	O
	YES

	ASLS5
	Does the device support the ability to manage application master keys?
	[R2]/4.2.3.5, 4.4.3,  4.4.6, 4.4.10, 4.6.3.5
	O
	YES

	ASLS6
	Does the device support the ability to manage application data keys and corresponding security material (e.g., the incoming and outgoing frame counters)?
	[R2]/4.2.1.3, 4.4.1,  4.4.10
	O
	YES

	ASLS7
	Does the device support network key incoming frame counters for incoming APS layer frames secured with the network key?
	[R2]/4.4.1.2, 4.3.3
	O
	YES

	ASLS8
	Does the device support establish-key service using the Symmetric-Key Key Establishment (SKKE) protocol?
	[R2]/4.2.3.1, 4.4.2, 4.4.9.1
	O
	YES

	ASLS9
	Does the device support the origination of transport-key commands?
	[R2]/4.2.3.2, 4.4.3, 4.4.9.2
	SR1:M
	YES

	ASLS10
	Does the device support the receipt of transport-key commands?
	[R2]/4.2.3.2, 4.4.3, 4.4.9.2
	O
	YES

	ASLS11
	Does the device support the origination of update-device commands?
	[R2]/4.2.3.3, 4.4.4, 4.4.9.3
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ASLS12
	Does the device support the receipt of update-device commands?
	[R2]/4.2.3.3, 4.4.4, 4.4.9.3
	SR1:M
	YES

	ASLS13
	Does the device support the origination of remove-device commands?
	[R2]/4.2.3.4, 4.4.5, 4.4.9.4
	SR1:M
	YES

	ASLS14
	Does the device support the receipt of remove-device commands?
	[R2]/4.2.3.4, 4.4.5, 4.4.9.4
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ASLS15
	Does the device support the origination of request-key commands? 
	[R2]/4.2.3.5, 4.4.6, 4.4.9.5
	O
	YES

	ASLS16
	Does the device support the receipt of request-key commands? 
	[R2]/4.2.3.5, 4.4.6, 4.4.9.5
	SR1:M
	YES

	ASLS17
	Does the device support origination of switch-key commands?
	[R2]/4.2.3.6, 4.4.7, 4.4.9.6
	SR1:M
	YES

	ASLS18
	Does the device support receipt of switch-key commands?
	[R2]/4.2.3.6, 4.4.7, 4.4.9.6
	O
	YES

	ASLS19
	Does the device support origination of tunnel commands?
	[R2]/4.4.3.1, 4.4.9.8
	SR1:M
	YES

	ASLS20
	Does the device support receipt of tunnel commands?
	[R2]/4.4.3.1, 4.4.9.8
	O
	YES

	ASLS21
	Does the device support the authentication service using the entity authentication protocol?
	[R2]/4.2.3.7, 4.4.8, 4.4.9.7
	O
	YES


8.4 Application layer security

Table 9 – Application layer security 

	Item number
	Item description
	 Reference
	Status
	Support

	ALS1
	Is this device capable of learning and maintaining knowledge of its trust center using the apsTrustCenterAddress attribute in the AIB?
	[R2]/4.4.10, 4.6.1
	O
	NO

	ALS2
	Is this device capable of following the “joining a secure network procedure” in the role of a router?
	[R2]/4.6.3.1
	FDT1:O,
FDT2:O,
FDT3:X
	YES
YES

	ALS3
	Is this device capable of following the “joining a secure network procedure” in the role of a joining device?
	[R2]/4.6.3.1
	O
	YES

	ALS4
	Is this device capable of following the “authentication procedure” in the role of a trust center?
	[R2]/4.6.3.2, 4.6.3.2.2.1
	TCC1:O
TCC2:O
	YES 

YES

	ALS5
	Is this device capable of following the “authentication procedure” in the role of a router?
	[R2]/4.6.3.2, 4.6.3.2.1
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ALS6
	Is this device capable of following the “authentication procedure” in the role of a joining device with a preconfigured network key?
	[R2]/4.6.3.2, 4.6.3.2.3.1
	O
	YES

	ALS7
	Is this device capable of following the “authentication procedure” in the role of a joining device with a preconfigured trust center key?
	[R2]/4.6.3.2, 4.6.3.2.3.2
	O
	YES

	ALS8
	Is this device capable of following the “authentication procedure” in the role of a joining device without preconfigured network or trust center keys?
	[R2]/4.6.3.2, 4.6.3.2.3.3
	O
	YES

	ALS9
	Is this device capable of following the “network key update procedure” in the role of a trust center?
	[R2]/4.6.3.4, 4.6.3.4.1
	TCC1:O
TCC2:O
	YES

YES

	ALS10
	Is this device capable of following the “network key update procedure” in the role of a network device?
	[R2]/4.6.3.4, 4.6.3.4.2
	O
	YES

	ALS13
	Is this device capable of following the “end-to-end application key establishment procedure” in the role of a trust center?
	[R2]/4.6.3.5, 4.6.3.5.2
	TCC1:O
TCC2:O
	YES

YES

	ALS14
	Is this device capable of following the “end-to-end application key establishment procedure” in the role of a device receiving and using a master key with the SKKE protocol?
	[R2]/4.6.3.5, 4.6.3.5.1, 4.6.3.5.1.2
	O
	YES

	ALS15
	Is this device capable of following the “end-to-end application key establishment procedure” in the role of a device directly receiving a link key?
	[R2]/4.6.3.5, 4.6.3.5.1, 4.6.3.5.1.1
	O
	YES

	ALS16
	Is this device capable of following the “network leave procedure” in the role of a trust center?
	[R2]/4.6.3.6, 4.6.3.6.1
	TCC1:O
TCC2:O
	YES

YES

	ALS17
	Is this device capable of following the “network leave procedure” in the role of a router?
	[R2]/4.6.3.6, 4.6.3.6.2
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ALS18
	Is this device capable of following the “network leave procedure” in the role of a leaving device?
	[R2]/4.6.3.6, 4.6.3.6.3
	O
	YES

	ALS19
	Is this device capable of following the “intra-PAN portability procedure” in the role of a router?
	[R2]/4.6.3.3, 4.6.3.3.1
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ALS20
	Is this device capable of following the “intra-PAN portability procedure” in the role of an end device?
	[R2]/4.6.3.3, 4.6.3.3.2
	O
	YES

	ALS21
	Is this device capable of following the “command tunnelling procedure” in the role of a trust center device?
	[R2]/4.6.3.8, 4.6.3.8.1
	TCC1:O
TCC2:O
	YES

YES

	ALS22
	Is this device capable of following the “command tunnelling procedure” in the role of a router?
	[R2]/4.6.3.8, 4.6.3.8.2
	FDT1:O,
FDT2:O,
FDT3:X
	YES

YES

	ALS23
	Does the device support the permissions configuration table?
	[R2]/4.2.3.8, 4.6.3.8
	O
	NO


9 ZigBee Stack Profiles

Additional restrictions and constraints are imposed by the supported ZigBee stack profiles. For details of these additional restrictions and constraints, see [R4] and [R5].
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