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Introduction

To evaluate conformance of a particular implementation, it is necessary to have a statement of which capabilities and options have been implemented for a given standard. Such a statement is called a protocol implementation conformance statement (PICS).
[bookmark: _Toc49832579][bookmark: _Toc489086215]Scope
This document provides the protocol implementation conformance statement (PICS) proforma for the ZigBee specifications cited in Reference [R4] in compliance with the relevant requirements, and in accordance with the relevant guidance, given in ISO/IEC 9646-7.

This document addresses the ZigBee OTA Upgrade Cluster Specification, document number 095264r083ZB.  
Purpose
The supplier of a protocol implementation claiming to conform to the [specification name] shall complete the following PICS proforma and accompany it with the information necessary to identify fully both the supplier and the implementation.

The PICS is in the form of answers to a set of questions in the PICS proforma. The questions in a proforma consist of a systematic list of protocol capabilities and options as well as their implementation requirements. The implementation requirement indicates whether implementation of a capability is mandatory, optional, or conditional depending on options selected. When a protocol implementer answers questions in a PICS proforma, they would indicate whether an item is implemented or not, and provide explanations if an item is not implemented.
Abbreviations and special symbols

Notations for requirement status: 

	M
	Mandatory

	O
	Optional

	O.n
	Optional, but support of at least one of the group of options labeled O.n is required.

	N/A
	Not applicable

	X
	Prohibited

	Item Number: :Status
	Status is conditional on support of item number



“Item Number”: Conditional, status dependent upon the support marked for the “Item Number”.

For example, FD1: O.1 indicates that the status is optional but at least one of the features described in FD1 is required to be implemented, if this implementation is to follow the standard of which this PICS Proforma is a part.

Instructions for completing the PICS proforma

If a given implementation is claimed to conform to this standard, the actual PICS proforma to be filled in by a supplier shall be technically equivalent to the text of the PICS proforma in this annex, and shall preserve the numbering and naming and the ordering of the PICS proforma.

A PICS which conforms to this document shall be a conforming PICS proforma completed in accordance with the instructions for completion given in this annex.

The main part of the PICS is a fixed-format questionnaire, divided into five tables. Answers to the questionnaire are to be provided in the rightmost column, either by simply marking an answer to indicate a restricted choice (such as Yes or No), or by entering a value, set, or range of values.
Identification of the implementation

Implementation under test (IUT) identification

IUT name: _____________________________________________________________________

IUT version: ____________________________________________________________________

______________________________________________________________________________


System under test (SUT) identification

SUT name: Consert Device Controller______________________________________________

Software Version:
_________2.1.0.4__________________________________________

Hardware Version: 

__________RevB____________________________________________

Operating system (optional): ________________________________________________________________


Product supplier

Name: Consert, Inc.	

Address: _____12508 Jones Maltsberger Road, Suite 110
San Antonio, TX  78247
_____________________________________________________________________________

Telephone number: _____210-494-1525_______________________________________________

Facsimile number: ______210-494-1541_________________________________

Email address: _________dshaw@consert.com___________________________________

Additional information: __________________________________________________________


Client


Name: Consert, Inc.	

Address: _____12508 Jones Maltsberger Road, Suite 110
San Antonio, TX  78247
_____________________________________________________________________________

Telephone number: _____210-494-1525_______________________________________________

Facsimile number: ______210-494-1541_________________________________

Email address: _________dshaw@consert.com___________________________________

Additional information: __________________________________________________________


PICS contact person

Name: __ David Shaw ______________________________________________________________________

Address: _12508 Jones Maltsberger Road, Suite 110 San Antonio, TX 78247 _____________________________________________________________________

_____________________________________________________________________________

Telephone number: (210) 494-1525 ______________________________________________________________

Facsimile number: (210) 494 1541 _______________________________________________________________

Email address: dshaw@consert.com _________________________________________________________________

Additional information: ___________________________________________________________


PICS/System conformance statement
Implementation under test (IUT) identification

IUT name: _____________________________________________________________________

IUT version: ____________________________________________________________________

______________________________________________________________________________


System under test (SUT) identification

SUT name: ______________________________________________________________________________

Software Version:
______________________________________________________________________________

Hardware Version: 

______________________________________________________________________________

Operating system (optional): ________________________________________________________________


Product supplier

Name: ________________________________________________________________________

Address: ______________________________________________________________________

_____________________________________________________________________________

Telephone number: _____________________________________________________________

Facsimile number: ______________________________________________________________

Email address: _________________________________________________________________

Additional information: __________________________________________________________


Client

Name: ________________________________________________________________________

Address: ______________________________________________________________________

_____________________________________________________________________________

Telephone number: _____________________________________________________________

Facsimile number: ______________________________________________________________

Email address: ________________________________________________________________

Additional information: __________________________________________________________


PICS contact person

Name: ________________________________________________________________________

Address: ______________________________________________________________________

_____________________________________________________________________________

Telephone number: ______________________________________________________________

Facsimile number: _______________________________________________________________

Email address: _________________________________________________________________

Additional information: ___________________________________________________________


PICS/System conformance statement

[bookmark: _Ref492367330]Identification of the protocol

This PICS proforma applies to the ZigBee OTA Upgrade Cluster Specification, document number 095264r038ZB, cited in Reference [R4].
Global statement of conformance

The implementation described in this PICS proforma meets all of the mandatory requirements of the referenced standards:

ZigBee OTA Upgrade Cluster Specification:  095264r03
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[image: ]

Note -- Answering ‘No’ indicates non-conformance to the specified protocol standard. Non-supported mandatory capabilities are to be identified in the following tables, with an explanation by the implementer explaining why the implementation is non-conforming.

The supplier will have fully complied with the requirements for a statement of conformance by completing the statement contained in this subclause. That means, by clicking the above, the statement of conformance is complete. 

[bookmark: _Ref492368690]PICS proforma tables

The following tables are composed of the detailed questions to be answered, which make up the PICS proforma. 

ZigBee Device Types
Table 2 - Functional device types
	Item number
	Item description
	 Reference
	Status
	Support

	FDT1
	Is this device capable of acting as a ZigBee coordinator?
	
	O.1[footnoteRef:1] [1:  O.1 – Device under test must select only one of these options.   Devices under test supporting multiple ZigBee device types must serially re-test using each supported ZigBee device type.] 

	N

	FDT2
	Is this device capable of acting as a ZigBee router?
	
	O.1
	Y

	FDT3
	Is this a ZigBee end device?
	
	O.1
	N



Stack Profile
Table 3 –Stack Profile 
	Item number
	Item description
	Reference
	Status
	Support

	ZSP1
	Is the device built on a ZigBee Compliant Platform certified for the ZigBee stack profile [R3]?
	
	O.2[footnoteRef:2] [2:  O.2 – Device under test must be deployed on either of the ZigBee or ZigBee PRO stack profiles.] 

	N

	ZSP2
	Is the device built on a ZigBee PRO Compliant Platform certified for the ZigBee PRO stack profile?
	
	O.2
	Y



OTA Upgrade Device Classes
Table 4 – OTA Upgrade device classes
	Item number
	Item description
	Reference
	Status
	Support

	ODC1
	Is the OTA Upgrade Cluster supported as an OTA Upgrade Server?
	[R4]
	O.3[footnoteRef:3] [3:  O.3 – Device under test must select only one of these options.   Devices under test supporting multiple OTA Upgrade device classes must serially re-test using each supported OTA Upgrade device class.] 

	N

	ODC2
	Is the OTA Upgrade Cluster supported as an Upgrade Client?
	
	O.3
	Y

	ODC3
	Is this device capable of acting as an OTA Upgrade Manager?
	
	O.3
	N



OTA Upgrade Recovery
Table 5 – OTA Upgrade Recovery
	Item number
	Item description
	Reference
	Status
	Support

	OTAR1
	Is this device capable of OTA Upgrade recovery?
	[R4]
	O.4[footnoteRef:4] [4:  O.3 – Device under test must select only one of these options.   Devices under test supporting multiple OTA Upgrade device classes must serially re-test using each supported OTA Upgrade device class.] 

	Y

	OTAR2
	Is the device capable of reverting to the previous firmware image?
	
	O.4
	Y

	OTAR3
	Is the device capable of uploading firmware serially if the OTA feature is unavailable?
	
	O.4
	Y



OTA Upgrade Image
Table 6 – OTA Upgrade Image format
	Item number
	Item description
	Reference
	Status
	Support

	OTAI1
	Is the OTA Upgrade Image supported?
	[R4]
	M
	Y

	OTAI2
	Is the OTA Header supported?
	
	OTAI1:M
	Y

	OTAI3
	Is the OTA Upgrade Image with No Image Signature or Signing Certificate supported?
	
	OTAI1:O[footnoteRef:5] [5:  OTAI1:O – Device under test must select one of these options.] 

	Y

	OTAI4
	Is the OTA Upgrade Image with Image Signature and witNohout Signing Certificate supported?
	
	OTAI1:O
	Y

	OTAI5
	Is the OTA Upgrade Image with Image Signature and Signing Certificate supported?
	
	OTAI1:O
	Y

	OTAI65
	Is the OTA Upgrade Image with Image Signature and with Signing Certificatefile naming convention supported?
	
	OTAI1:O
	Y



OTA Upgrade Image Header
Table 7 – OTA Upgrade Image Header
	Item number
	Item description
	Reference
	Status
	Support

	OTAH1
	Is the OTA Upgrade Image Header supported?
	[R4]
	M
	Y

	OTAH2
	Is the Magic number field supported?
	
	OTAH1:M
	Y

	OTAH3
	Is the Header version field supported?
	
	OTAH1:M
	Y

	OTAH4
	Is the Header length field supported?
	
	OTAH1:M
	Y

	OTAH52
	Is the OTA Header Field Ccontrol field supported?
	
	OTAH1:M
	Y

	OTAH63
	Is the OTA Header Manufacturer identifier field supported?
	
	OTAH1:M
	Y

	OTAH74
	Is the OTA Header Manufacturer device identifier field supported?
	
	OTAH1:M
	Y

	OTAH85
	Is the OTA Header Firmware version field supported?
	
	OTAH1:M
	Y

	OTAH96
	Is the OTA Header Stack version field supported?
	
	OTAH1:M
	Y

	OTAH107
	Is the OTA Header Header string field supported?
	
	OTAH1:M
	Y

	OTAH118
	Is the OTA Header Image size field supported?
	
	OTAH1:M
	Y

	OTAH129
	Is the OTA Header Signature type field supported?
	
	OTAH1:O
	Y

	OTAH13
	Is the Signer information field supported?
	
	OTAH1:O
	Y

	OTAH14
	Is the Security credential version field supported?
	
	OTAH1:O
	Y

	OTAH15
	Is the Upgrade file destination field supported?
	
	OTAH1:O
	Y

	OTAH16
	Is the Minimum hardware version field supported?
	
	OTAH1:O
	Y

	OTAH170
	Is the Maximum hardware field supported?
	
	OTAH1:O
	Y



OTA Upgrade Server Discovery
Table 8 – OTA Upgrade Server Discovery
	Item number
	Item description
	Reference
	Status
	Support

	OTAD1
	Is Upgrade Server Discovery supported?
	[R4]
	OTAD1:M
	Y

	OTAD2
	Is the device preprogrammed with the IEEE address of the authorized upgrade server?
	
	OTAD2:O
	Y

	OTAD3
	Is sending the ZDO Match Descriptor with a single OTA cluster ID in the input Cluster attribute supported?
	
	OTAD2:O
	Y

	OTAD4
	Is sending the ZDO IEEE address discovery command and storing the response in the UpgradeServerID attribute supported?
	
	OTAD2:O
	Y

	OTAD5
	Is requesting an application link key with the Upgrade server supported?
	
	OTAD2:O
	Y




OTA Upgrade Cluster parameters, attributes and functions
Table 8 – Parameters of OTA Upgrade Cluster 
	Item number
	Item description
	Reference
	Status
	Support

	OTAP1
	Are the OTA Upgrade Cluster parameters supported?
	[R4]
	M
	Y

	OTAP2
	Is the QueryJitter parameter supported?
	
	OTAP1:M
	Y

	OTAP3
	Is the ImageSize parameter supported?
	
	OTAP1:M
	Y

	OTAP4
	Is the ImageData parameter supported?
	
	OTAP1:M
	Y

	OTAP5
	Is the UpradeCountDownOffset parameter supported?
	
	OTAP1:M
	Y

	OTAP6
	Is the UpgradeCountDownUTCTime upported?
	
	OTAP1:O
	Y

	OTAP7
	Is the UpgradeSignature parameter supported?
	
	OTAP1:O
	Y



Table 8 – OTA Upgrade Cluster ZCL Status Codes
	Item number
	Item description
	Reference
	Status
	Support

	OTASC1
	Are the OTA Upgrade Cluster ZCL status codes supported?
	[R4]
	M
	Y

	OTASC2
	Is the ZCL status code SUCCESS supported?
	
	M
	Y

	OTASC3
	Is the ZCL status code FAILURE supported?
	
	M
	Y

	OTASC4
	Is the ZCL status code NOT_AUTHORIZED supported?
	
	M
	Y

	OTASC5
	Is the ZCL status code INVALID_VALUE supported?
	
	M
	Y

	OTASC6
	Is the ZCL status code INSUFFICIENT_SPACE supported?
	
	M
	Y

	OTASC7
	Is the ZCL status code NOT_FOUND supported?
	
	M
	Y



Table 9 – OTA Upgrade cluster server capabilities
	Item number
	Item description
	Reference
	Status
	Support

	OTAS1
	Is the OTA Upgrade Cluster supported as a server?
	[R4]
	O
	N

	OTAS2
	Is the reception of Query Next Image Request command supported?
	
	OTAS1:M
	NA

	OTAS3
	Is the reception of Image BlockPage Request command supported?
	
	OTAS1:OM
	NA

	OTAS4
	Is the reception of Image Block Request command supported?
	
	OTAS1:M
	NA

	OTAS54
	Is the reception of Upgrade End Request command supported?
	
	OTAS1:M
	NA

	OTAS6
	Is the reception of Query Specific File Request command supported?
	
	OTAS1:M
	NA

	OTAS75
	Is the generation of Image Notify command supported?
	
	OTAS1:O
	NA

	OTAS86
	Is the generation of Query Next Image Response command supported?
	
	OTAS1:M
	NA

	OTAS97
	Is the generation of Image Block Response command supported?
	
	OTAS1:M
	NA

	OTAS10
	Is the generation of the last Image Block Response command with padded image data using padding byte 0xFF supported?
	
	OTAS1:M
	NA

	OTAS11
	Is the generation of the Image Block Response command with INSUFFICIENT_SPACE supported?
	
	OTAS1:M
	NA

	OTAS12
	Is the generation of the Image Block Response command with INSUFFICIENT_SPACE with Time Bitmask Offset time supported?
	
	OTAS1:M
	NA

	OTAS13
	Is the generation of the Image Block Response command with INSUFFICIENT_SPACE with Time Bitmask UTC time supported?
	
	OTAS1:M
	NA

	OTAS148
	Is the generation of Upgrade End Response command supported?
	
	OTAS1:M
	NA

	OTAS15
	Is the generation of Run Upgrade Request command supported?
	
	OTAS1:M
	NA

	OTAS169
	Is the generation of Run UpgradeQuery Specific File  Requestsponse  command supported?
	
	OTAS1:M
	NA



Table 10 – OTA Upgrade cluster client capabilities
	Item number
	Item description
	Reference
	Status
	Support

	OTAC1
	Is the OTA Upgrade Cluster supported as a client?
	[R4]
	O
	Y

	OTAC2
	Is the UpgradeServerID attribute supported?
	
	OTAC1:M
	Y

	OTAC3
	Is the BlockSize attribute supported?
	
	OTAC1:O
	Y

	OTAC4
	Is the BlockNumber attribute supported?
	
	OTAC1:O
	Y

	OTAC5
	Is the CurrentFirmwareVersion attribute supported?
	
	OTAC1:O
	Y

	OTAC6
	Is the CurrentZigBeeStackVersion attribute supported?
	
	OTAC1:O
	Y

	OTAC7
	Is the DownloadedFirmwareVersion attribute supported?
	
	OTAC1:O
	Y

	OTAC8
	Is the DownloadedZigBeeStackVersion attribute supported?
	
	OTAC1:O
	Y

	OTAC9
	Is the ImageUpgradeStatus attribute supported?
	
	OTAC1:O
	Y

	OTAC10
	Is the PageSize attribute supported?
	
	OTAC1:O
	Y

	OTAC110
	Is the reception of Image Notify command supported?
	
	OTAC1:M
	Y

	OTAC120
	Is the reception of Query Next Image Response command supported?
	
	OTAC1:M
	Y

	OTAC113
	Is the reception of Image Block Response command supported?
	
	OTAC1:M
	Y

	OTAC14
	Is the reception of the last Image Block Response command with padded image data using padding byte 0xFF supported?
	
	OTAS1:M
	Y

	OTAC15
	Is the reception of the Image Block Response command with INSUFFICIENT_SPACE supported?
	
	OTAS1:M
	Y

	OTAS16
	Is the reception of the Image Block Response command with INSUFFICIENT_SPACE with Time Bitmask Offset time supported?
	
	OTAS1:M
	Y

	OTAS17
	Is the reception of the Image Block Response command with INSUFFICIENT_SPACE with Time Bitmask UTC time supported?
	
	OTAS1:M
	Y

	OTAC182
	Is the reception of Upgrade End Response command supported?
	
	OTAC1:M
	Y

	OTAC193
	Is the reception of Run Upgrade Request command supported?
	
	OTAC1:M
	Y

	OTAC20
	Is the reception of Query Specific File Response command supported?
	
	OTAC1:O
	Y

	OTAC2114
	Is the generation of Query Next Image Request command supported?
	
	OTAC1:M
	Y

	OTAC22
	Is the generation of Image Page Request command supported?
	
	OTAC1:O
	Y

	OTAC2315
	Is the generation of Image Block Request command supported?
	
	OTAC1:M
	Y

	OTAC24
	Is the generation of Upgrade End Request command supported?
	
	OTAC1:M
	Y

	OTAC2516
	Is the generation of Upgrade EndQuery Specific File  Request command supported?
	
	OTAC1:OM
	Y
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